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ABSTRACT
Due to the increasing demand for public travelling and aviation security after several
terrorist attacks and increasing the safety concerns associated with the aviation industry,
many types of research have been carried out to develop secure world-class aviation.
Since the 9/11 attacks, the air travel system became one of the most high-profile targets
for terrorists and it radically affected the mode in which governments cater for highquality security. This research aims to summarize all applied and hypothesized
alternatives of improving the biometrics systems which are applied by the aviation
transportation security administration to optimize the unique way for passenger identity
control and to inspect the possible threat in airports. It also aims to study current biometric
technologies and highlights today’s incorporation of biometrics technology methods.
Several governmental programs, which have combined biometrics into their measures to
develop proficiency and consistency by using biometrically enriched security measures,
were investigated. This dissertation will give an insight into how to include biometrics in
the risk management of the aviation industry.
Physically or interactively, biometrics came to change the idea of the personal guarantee
from what we own and memorize to what we look like. This thesis includes two surveys
over biometric methods, tools used in many organizations and facilities generally, and the
aviation environment specifically. The surveys are dedicated to the employers and
academicians who work with and face biometric systems daily especially in the aviation
industry. Both surveys argue the efficiency of biometric methods that we interact with
them daily. The surveys are also seeking for the audiences’ opinions about biometric
security and its ability to ex- pose theft attacks. The main aim is to exam the security and
efficiency at airports by analyzing the results of the survey to give a better under- standing
of the struggles travelers must face from the moment they enter the airport until they reach
the airplane gate.
One of the essential requirements in fulfilling security demands and challenges in the air
transport industry resides in the accurate and real- time recognition of passengers and
other participants in the air transport flow. Biometrics represents the identification of
individuals based on their quantifiable biological characteristics in automatic pattern
4

recognition systems and is considered one of the most reliable means for personal
identification. Therefore, it is not surprising that biometric technologies have an
increasing presence in the air transportation industry. This project intends to familiarize
readers with biometric tools to establish and maintain high security at airports, give some
examples of the biometric system used in some airports, and make a comparison between
them in another part of this thesis, I discuss and study the risk of cyber- attack and how
combining it with biometric methods increases the security of crucial governmental
facilities. Nowadays cyber-attacks is high at any place at any time. The value of the
damage caused is high and reach both governments and individuals, more studies should
be implemented about cyber-attacks and their effect on such critical governmental
organization. I will review general literature about the power grids and its component.
Also, define the Cyber-attacks in a general concept, and particularly attacks on power
grids. Additionally, explanation on how smart power grid depending on many standards,
vulnerabilities, and security challenges, mainly how to protect smart power grids from
cyber-attacks. I also provide a case study of cyber-attacks which is the Ukrainian power
grid attack. The case study sorted to many subtitles following the scenario of the attack:
Opportunities, chain mapping, delivery, and installation and finally the recommendations.
As a further proof that biometric system serves not only human and aviation safety and
security but also critical infrastructure.

ABSZTRAKT
A több terrortámadást követően megnövekedett tömegközlekedési és légiközlekedésbiztonsági igény, valamint a légiközlekedési ágazathoz kapcsolódó biztonsági aggályok
fokozódása miatt kiterjedt kutatást végeztek a biztonságos világszínvonalú repülés
fejlesztésére. A 2001. szeptember 11-i merényletek óta a légi közlekedési rendszer a
terroristák egyik legkiemelkedőbb célpontjává vált, és radikálisan befolyásolta azt a
módot, ahogyan a kormányok gondoskodnak a magas színvonalú biztonságról. A kutatás
célja, hogy összefoglalja az összes alkalmazott és feltételezett alternatívát a biometrikus
rendszerek fejlesztésére, amelyeket a légiközlekedés-biztonsági igazgatás alkalmaz az
utasok személyazonosság-ellenőrzésének egyedi módjának optimalizálása és a
repülőtereken a lehetséges veszélyek vizsgálata érdekében. Célja továbbá a jelenlegi
biometrikus technológiák tanulmányozása, és kiemeli a biometrikus technológiai
5

módszerek mai beépítését. Több olyan kormányzati programot is megvizsgáltak, amelyek
a biometrikus adatokat a biometrikusan gazdagított biztonsági intézkedésekkel a jártasság
és következetesség fejlesztése érdekében kombinálták. Ez a dolgozat betekintést nyújt
abba, hogyan lehet a biometrikus adatokat beépíteni a repülési ipar kockázatkezelésébe.
Fizikailag és interaktívan a biometrikus adatok megváltoztatták a személyes garanciáról
alkotott elképzelést a saját tulajdonunkról és a memorizálásról a kinézetünkre
vonatkozóan. Ez a dolgozat két felmérést tartalmaz a biometrikus módszerekről, általában
számos szervezetben és létesítményben használt eszközökről, valamint konkrétan a
légiközlekedési környezetről. A felmérések azoknak a munkaadóknak és oktatóknak
szólnak, akik napi szinten dolgoznak biometrikus rendszerekkel, különösen a légi
közlekedésben. Mindkét felmérés a biometrikus módszerek hatékonyságát vizsgálja,
amelyekkel naponta interakcióba lépünk. A felmérések a közönség véleményét is kikérik
a biometrikus biztonságról és annak azon képességéről is, amely feltárja a lopási
támadásokat. A fő cél a repülőterek biztonságának és hatékonyságának vizsgálata a
felmérés eredményeinek elemzésével, hogy jobban megértsük azokat a nehézségeket,
amelyekkel az utazóknak szembe kell nézniük a repülőtérre való belépés pillanatától a
repülőgép kapujáig.
A légiközlekedési ágazatban a biztonsági igények és kihívások teljesítésének egyik
alapvető követelménye az utasok és a légi szállítási folyamat többi résztvevőjének pontos
és valós idejű felismerése. A biometrikus adatok az egyének azonosítását jelentik
számszerűsíthető

biológiai

jellemzőik

alapján

az

automatikus

mintafelismerő

rendszerekben, és a személyazonosítás egyik legmegbízhatóbb eszközének tartják. Ezért
nem meglepő, hogy a biometrikus technológiák egyre nagyobb mértékben jelen vannak
a légi közlekedési ágazatban. A kutatás célja, hogy megismertesse az érdeklődőkkel a
biometrikus eszközöket a repterek magas szintű biztonságának megteremtéséhez és
fenntartásához. Néhány példát hoz a kutatás az egyes repülőtereken alkalmazott
biometrikus rendszerekre, és a dolgozat egy másik részében összehasonlítja őket
egymással. A kutatás kitér továbbá arra is, hogy a kibertámadások, és azok biometrikus
módszerekkel való kombinálása hogyan növeli a kulcsfontosságú kormányzati
létesítmények biztonságát. Manapság a kibertámadások száma világszerte magas. Az
okozott károk értéke magas, és mind a kormányokat, mind az egyéneket eléri. Több
kutatást kellene végezni a kibertámadásokról és azok hatásáról a kritikus kormányzati
szervezetekre. Áttekintettem az elektromos hálózatokkal és összetevőivel kapcsolatos
6

általános szakirodalmat. Meghatároztam a kibertámadásokat általánosan is, különösen az
elektromos hálózatok elleni támadásokat. Továbbá magyarázatot adtam arra
vonatkozóan,

hogy

az

intelligens

elektromos

hálózat

számos

szabványtól,

sebezhetőségtől és biztonsági kihívástól függően hogyan védheti meg az intelligens
elektromos

hálózatokat

a

kibertámadásoktól.

Esettanulmányt

is

csatoltam

a

kibertámadásokról, ami az ukrán elektromos hálózat támadásához kapcsolódik. Az
esettanulmány a támadás forgatókönyvét követve számos újdonságot tartalmazott:
opciók, láncleképezés, szállítás és telepítés, végül pedig az ajánlások. További
bizonyítékként, hogy a biometrikus rendszer nemcsak az emberi és légi biztonságot
szolgálhatja, hanem a kritikus infrastruktúrákét is.
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HYPOTHESES
1. I assume that the biometric system will gain significant ground with
wider usage in the future
Cyberattack on the smart power grid (under review)
Alshamaileh Lafee 1, Kovacs Tibor2
2. I assume that installing a biometric system at airports will enhance
safety and security
L. Alshamaileh and A. Őszi, “Biometric system in aviation industry
(second part),” Biztonságtudományi Szemle, vol. 3, no. 1, pp. 25–33,
2021.
3. I assume that when institutions install biometric systems are not
always considering the cost first but efficiency in usage
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1.

INTRODUCTION

What happens if someone hacks a biometric database? Is biometric reliable solution in
airports? Can someone travel without passport or relevant documents in the future? All
in all, how will biometric technology ensure security and increase efficiency? These and
other questions commonly raised when dealing with biometric solutions for aviation
security. This PhD Thesis is focused on the analysis of the security and privacy provided
by biometric systems in aviation environment. Not only we need to be identified to cross
a border, but also to perform banking operations or even to unlock our smartphones. This
has resulted in the establishment of a new technological area known as biometric
recognition, or simply biometrics [1]. The basic aim of biometrics is to discriminate
automatically between subjects in a reliable way, and according to some target
application, based on one or more signals derived from physical or behavioral
characteristics, such as the face, fingerprint, iris, voice, hand, signature, etc. These
personal traits are commonly denoted as biometric characteristics. Even if automatic
person recognition has been a subject of study for more than forty years [2], it has not
been until the last decade when biometrics has been established as a specific research
area. This is evidenced by recent reference, specific conferences [3], common benchmark
tools and evaluations, cooperative international projects, international consortia dedicated
specifically to biometric recognition, standardization efforts, and increasing attention
both from government and industry.
Biometric technology presents several advantages over classical security methods based
on something that you know (PIN, Password, etc.) or something that you have (key, card,
etc.). These methods force the subject to remember difficult PIN codes, which could be
easily forgotten, or to carry a key, which could be lost or stolen. Biometric recognition,
on the other hand, is based on the very attractive principle that” you are your own key”,
which, therefore, cannot be lost or forgotten. Furthermore, traditional recognition systems
cannot discriminate between impostors who have illegally acquired the privileges to
access a system and the genuine subject and cannot satisfy negative claims of identity
(i.e., I am not John Doe) [4]. For those reasons, some high-scale initiatives, such as the
Indian Unique ID [5] or the Smart Borders package [6], have recently adopted biometrics
as their recognition technology. Moreover, biometric systems have been recently
introduced into the banking sector [European Association for Biometrics (EAB), 2015],
9

reaching our smartphones through specific apps for particular banks, through general
payments apps such as ApplePay or LoopPay, or even with Mastercard’s payments.
Furthermore, biometric ATMs is currently being deployed. However, despite those
advantages, biometric systems present several drawbacks [7], including the lack of
secrecy (e.g., everybody knows our face or could get our fingerprints), and the fact that a
biometric characteristic cannot be replaced - if we forget a password, we can easily
generate a new one, but no new fingerprint can be generated if an impostor “steal” it.
Recently, a database containing personal information of over a million federal US
employees, including their fingerprints, was compromised. Such a leakage will have a
direct impact on these individuals’ lives: among other consequences, affected employees
may require “lifetime identity protection coverage”.
It is thus of great importance for the definitive introduction of biometric systems in the
security market to develop new template protection and privacy-preserving methods
which increase the security and privacy capabilities of this technology.
In order to prevent external attacks which can violate the privacy of the subjects and
increase the benefits of these systems for the enrolled subjects, biometric data should be
protected. To that the end, hashes [8], cryptographic techniques or fuzzy extractors have
been applied to biometric templates, at the cost of verification accuracy degradation in
most cases. Regarding the standardization of such protection techniques, while the
International Organization for Standardization (ISO) published in 2009 an international
standard on security evaluation of biometrics [ISO/IEC JTC1 SC27 IT Security
Techniques. ISO/IEC 19792:2009, information technology - security techniques security evaluation of biometrics., 2009. 3], it has not been until the last years that efforts
have been directed to the development of international standards for biometric template
protection schemes [9]. Recently, the ISO has published the first standard on the
protection of biometric information and is currently working on an international standard
on template protection schemes testing.
Despite those efforts, there is still a long way to go before a standardized methodology
for the protection of biometric systems is denied and becomes extended practice as it
occurs in other Information Technologies. This PhD Thesis prepared to bring some
insight into the difficult problem of enhancing the security and privacy of biometric
systems, proposing effective study-cases which can minimize the effects of potential
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attacks to increase the coincidence of the subjects in this thriving technology. This way,
the experimental studies presented in this dissertation can help to further develop the
ongoing standardization efforts for the development of the security and efficiency of the
biometric systems.

1.1

BIOMETRIC SYSTEMS AND MODALITIES

A biometric system is essentially a pattern recognition system that makes use of biometric
characteristics to recognize individuals. As mentioned above, the objective is to establish
an identity based on who you are or what you produce, rather than by what you possess
or what. you know. This paradigm not only provides enhanced security but also avoids,
in recognition applications, the need to remember multiple passwords and maintain
multiple authentication tokens. Who you are referring to physiological characteristics,
such as the face, iris or fingerprint. What you produce refers to behavioral patterns which
entail a learning process, and which characterize your identities, such as the gait,
handwriting or the written signature.
The digital representation of the features of a biometric characteristic is known as a
template. Reference templates are stored in the system database through the enrolment or
training process, which is depicted in Figure 1 (below). The database can be either
centralized (this is the case of most biometric systems working now) or distributed (as in
Match-on-Card systems where each subject carries the only copy of his template in a
personal card). Once the subjects have been enrolled on the system, the recognition
process can be performed in two modes [4]:

Figure 1: Diagram of the two processes involved in a verification system: enrolment (left) and verification (right).
Both processes occur at different points in time, being enrolment always prior to verification [10]
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•

Identification: In this mode, the question posed to the system is: is this person in

the database? The answer might be no (i.e., the person is unknown to the system) or any
of the registered identities in the database. The system has thus to perform a one-to-many
matching process, as it must compare the input sample to all the stored templates. In most
practical cases, under the identification operation mode, the system usually returns, in a
ranked manner, those identities that are more likely to be the searched person in a
previously created database (i.e., those that have produced a higher similarity score), and
then a human expert decides whether the subject is or not within that reduced group of
people. Typical identification applications include Automated Fingerprint Identification
Systems [11].
•

Verification: In this case, what we want to know is whether a person is who she

claims to be. Whereas the impostors can potentially be anywhere from the world
population, the clients or targets are known to the system through the enrolment process
(Fig. 1 left). In this phase, reference templates (rt) are extracted from the biometric input
samples (Br) and stored in the database.
On the other hand, to authenticate a particular subject, the systems receive two inputs (Fig
1 right): the probe biometric sample (bp) and the claimed identity (Ir), corresponding to
one of the templates previously stored in the database. The system performs a one-to-one
matching process where the submitted biometric sample (more specifically, the template
extracted from this probe sample, (Tp)) is compared to the enrolled template (Tr)
associated with the claimed identity, generating a score (S). This score is subsequently
compared to a predefined verification threshold to determine whether the subject is a
client (the identity claim is accepted, S > б), or an impostor (the identity claim is rejected,
S < б). Typical verification applications include network login, ATMs, physical access
control, credit-card purchases, etc.
Many of the algorithms and methods developed in this thesis can be adapted in a
straightforward manner to be used in identification systems. As mentioned above,
different biometric characteristics have been proposed and are used in various
applications [4]. In theory, any human characteristics can be used as a biometric identifier
if it satisfies the following requirements:
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•

Universality: Which indicates to what extent a biometric is present in the world

population
•

Distinctiveness: which means that two persons should have sufficiently different

biometrics.
•

Permanence: which indicates that the biometric should have a compact

representation invariant over a sufficiently large period.
•

Collectability: Which refers to the easiness of the acquisition process and to the

ability to measure the biometric quantitatively. Other criteria required for practical
applications include:
•

Performance: which refers to the efficiency, accuracy, speed, robustness, and

resource requirements of implementations based on the biometric.
•

Acceptability: which refers to whether people are willing to use the biometric and

in which terms.
•

Circumvention: which reflects the difficulty to fool a system based on a given

characteristic by fraudulent methods.
An ideal biometric system should meet all these requirements. Unfortunately, no single
biometric characteristic satisfies all of them at the same time: while some biometrics have
a very high distinctiveness (e.g., fingerprint or iris), they are relatively easy to circumvent
(e.g., using a gummy finger or an iris printed photograph). On the other hand, other
biometrics such as human vein patterns are very difficult to circumvent, but they are not
easy to acquire. To compensate for those weaknesses, several characteristics can be
combined in a single biometric system, known as a multi-biometric system. Among other
advantages of such multimodal biometric systems, verification accuracy increases, the
recognition system becomes more robust to individual sensor or subsystem failures, and
the number of cases where the system is not able to decide diminishes (e.g., bad quality
biometric samples due to bad acquisition or deterioration).

1.1.1 Biometric efficiency in aviation
Biometrically linked identities – where your face is your boarding pass, for example – is
one of the fundamental technologies that will support carriers and ports in resuming their
activities more efficiently. This will also help build confidence with travelers and improve
13

identity assurance to support traditional security needs while managing health risks. But
the use of biometric technology alone will bring limited benefits for airports and carriers.
The benefits are more far-reaching when biometric technology is combined with other
technologies to provide greater identity integration, traveler automation and self-service
[12].
Airlines around the world are in the process of taking the next step in boarding airplanes
with biometric boarding. There are no more boarding passes, and the passport or identity
card can remain in your pocket. Instead, a camera recognizes the flight passenger and lets
them onto the plane. ” Seamless Flow” is called by the solution provider Vision-Box,
active at airports such as Amsterdam-Schiphol and Aruba. Biometrics is already
commonplace in some countries. Biometric boarding is already being used in the USA,
including on Lufthansa flights, the new Beijing airport is equipped with biometric
systems across the board, and corresponding systems are also running in New Zealand,
Dubai, France, and Finland.
The promises made by the manufacturers are great but can ultimately be summed up in
one point: better use of the existing airport infrastructure. The journey with biometrics
starts early, even at home in a future scenario. There the passenger saves his face via the
app, and that is it. However, according to the vision box, it will probably take another ten
to 15 years until that happens.
Registering the face at a machine at the airport is already a reality. This data is then used
in the check-in queue. Cameras recognize the passenger, and the check-in staff receives
the passenger’s data directly. This technique also possible when dropping off at baggage
machines. Provided that the local border security authorities cooperate, the passenger can
even go through the exit, recorded by cameras [13]

1.1.2. Problems and gains
•

Regulatory problems: There is a fundamental problem here that there are

no global standards, and on the other hand, there are no corresponding regulations
in many places. Therefore, in practice, entry and exit will probably remain a
manual process for the foreseeable future. This contradiction leads us to the fact
that even passports with an ePassport logo are far from being accepted in every
country. Often only in individual countries are approved. Sometimes there is a
14

link to special residence status, or a special registration with the border authorities
of the individual countries is necessary. After departure, the frequent flyer goes to
the lounge, recognizing and greets the passenger, while the rest of the
biometrically recorded travelers cavort near the boarding gate. Of course, this
does not replace boarding according to groups or rows. The passenger must
remember this information without a boarding pass in hand. However, according
to the vision box, the group is projected from above in front of each passenger at
a Brazilian airport. So, the problem has already been solved in principle.
•

Efficiency gains: As the experts call check-in, boarding and the like,

biometric processes are intending to increase efficiency at all these touchpoints.
For example, there is no need to search for ID at the check-in counter, the border
is crossed at the machines without a break, and the manufacturers promise time
savings when boarding. There is a potential for savings for airlines and airports.
Not necessarily with the staff, because the automation of the processes was
already there. Many passengers only see staff during the security check. Even at
the gate, there are more and more machines. The efficiency potentials in the
currently common examples relate primarily to processes that are currently still
manual or entry into wide-body aircraft. For example, in large aircraft with two
aisles, there is a maximum of five seats per aisle that must be filled. Usually, there
are several entrance doors, and there is rarely a traffic jam at the entrance. If, on
the other hand, you are familiar with boarding a narrow-fuselage aircraft on shorthaul routes with a 3-3 seat configuration, you already know that even with
biometric boarding passes, you can hardly expect any time savings, especially
since these aircraft are often filled with tariffs that generate more hand luggage,
which in turn leads to longer boarding times [14].

1.1.3. Acceptance factors and security goals
If someone pursues providing a system based on a user-friendly biometric mechanism
and has a high level of security, an understanding of the acceptance factors and the
security goals pursued is essential. In the context of biometrics-based security
infrastructure, the dove-tailed implementation of the following requirements is a
particular challenge:
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Security refers to the effort necessary to be accepted by a biometric system as a particular
individual without access to the relevant biometric characteristic. An attack on security
aims to falsify proof of identity and potentially defraud security services based on its
access control mechanisms. Security has both technical-algorithmic—moreover,
organizational aspects, which will also be detailed below.
Protection of personal data: the stated protection goal relates to the effort required to
obtain biometric data or derive it from the biometric system. An attacker who aims to
compromise personal data affects, on the one hand, the privacy and thus the personal
rights of the person concerned, and on the other hand, can also gain unauthorized access.
For this reason, a successful attack also turns into an attack on security in the sense of
identity theft. Furthermore, a compromise is a serious problem because, unlike
passwords, exchanging biometric characteristics cannot be done easily.
Ease of use: This collective term refers to easy learnability, efficient and intuitive
usability, and the avoidance of errors during use. User-friendliness thus represents an
aspect that is orthogonal or even in competition with the two previous acceptance factors.
When evaluating the user-friendliness of a system, the general question arises as to which
potential users develop - mental models, i.e., what ideas exist about the interaction with
the system and how these ideas differ from the actual use. Since biometric approaches are
still not widely used, a familiarization phase can be assumed. For IT security mechanisms,
another general usability factor comes into play, which can be paraphrased with the term
cognitive load: secure authentication based on knowledge can require, for example,
passwords of a certain length and complexity to be remembered. Minimizing such a
cognitive load without reducing security is, therefore, a key challenge [15].

2.

PROBLEM DESCRIPTION

Applying biometric technology to identify travelers across borders between countries has
recently increased in airports and various international transit ports. Using biometric can
significantly help to get rid of the impersonation among travelers and prevent the entry
of undesirable people into a particular country, preventing crimes and various terrorist
acts. The main goal is to expose the infiltration of criminals and terrorists across the
border and accelerate completing procedures inside the airport which achieves travelers’
satisfaction, saving time and cost together. The COVID-19 virus has brought a blow to
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all aspects of our lives, the aviation and travel industries are among the hardest hit and
require a major redesign to rebuild and restore passenger confidence in safe and healthy
air travel. Therefore, biometric in aviation system had the effect of spreading comfort and
safety, as it does not require touching, only scanning the face from a distance. Biometric
technology uses networks and clouds to transmit information. Also, it is directly engaged
in IoT and clouds. Thus, the risk of cyberattack on biometric databases is significantly
dangerous and possible at any moment of time. A biometric system should be built in safe
environment from the direct workers to the hackers’ attack in the cyber space.

2.1

OBJECTIVES

The main objectives of this study are:
•

Examine how biometrics and occupational safety effective in airports.

•

Provide a detailed description of what biometric applications in aviation industry
are.

•

Review the evaluation of biometrics in airports, questionnaires to be implemented.

•

Extend the research about biometrics, cyber security attacks and its role in
biometric.

•

Perform experimental procedures detailing the importance of biometric, role of
risk management.

•

Analyze the biometric efficiency data collected in the experimental case study to
find an association between characteristics.

•

Identify how biometric applications contribute to occupational safety and
security.

•

Unify efficiency in airport, cost, and time factors

2.2

RESEARCH METHODS

The research methods used in this work consisted of the following elements:
•

A comprehensive review of current scientific literature about topics such as
biometrics, aviation safety, security, biometric applications, and cyber security.
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•

Preliminary research comprised of a questionnaire about biometric affect in
aviation industry, the target was random passengers and employees interact with
biometric systems daily.

•

Preliminary research comprised of a questionnaire about the biometric systems
which are most used. The efficiency of these installed systems and the economic
cost of them.

•

Case study: The attack on the Ukrainian power grid

The next chapter discuss the use of biometric system in aviation industry and provides
deep insight on the term ”risk management” and gives some examples about installing
barometric technologies in airports and aviation in general.

3
THE BIOMETRIC
INDUSTRY

SYSTEM

IN

AVIATION

Recently, biometric systems have been investigated and examined in many fields but have
only lately entered the public consciousness because of high profile applications, usage
in several media and increased practice by the public in routine activities. The origins of
biometrics are provided by the National Science and Technology Council (NSTC)
Subcommittee on Biometrics and Identity Management; ”biometrics” is derived from the
Greek words ”bio” (life) and ”metrics (to measure). As per Merriam-Webster dictionary
biometrics is defined as the measurement and analysis of unique physical or behavioral
characteristics especially as a means of verifying personal identity. Iris images, facial
photographs, some types of voice patterns, palm prints, fingerprints and DNA are a small
range of recent biological features, commonly referred to as modalities, used to classify
individuals [16].
Considering their behavioral and organic qualities, biometrics is a method for the
computerized identification of individuals. Face, fingerprints, hand geometry, iris,
speech, signature, gait, and keystroke are the most common biometric modalities [17].
“Biometrics” is described as a process where detectable biological (anatomical and
physiological) and behavioral characteristics are based on automated methods of
recognizing an individual. In the beginning of the civilization, humans used faces to
recognize known (familiar) and unknown (unfamiliar) characters. Face recognition based
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on geometric characteristics is one of the most accepted methods for identification since
facial features are unique to every human being. Biometric data must be reliable (safe and
operating at a reasonable level of efficiency) and acceptable (non-invasive and socially
tolerable). In addition, it must ensure universal, unique, permanent, and measurable
features. Human-to-human identification is also used in behavioral-predominant
biometrics such as speaker recognition and gait recognition. Individuals use these traits,
somewhat unintentionally, to identify recognized individuals daily [18]. This essential
role has gradually become more stimulating as populations have grown.
The National Science and Technology Council acknowledged that automated biometric
systems have only become possible over the last few decades because of substantial
developments in the field of data processing. However, all these modern computerized
systems are based on concepts that were initially been formulated hundreds, even
thousands of years ago [18].
It is a way to create assurance that one is dealing with individuals who are already
established (or not known) and therefore fit into a category with certain privileges (or to
a group denied certain treats). It depends on the fact that people have different physical
and behavioral characteristics. The Airport Council International (ACI) rely on the
importance of having a robust airport position on biometrics and they published a position
paper entitled “The Application of Biometrics at Airports” to give a general
encouragement for the planning and application of biometrically enabled border control,
passenger simplification and access control systems [19].
The pioneer biometric system used in Europe is called RAPID, it was used in Portugal
for border controlling as each passenger must use electronic passports. Figure 2 Shows
Photo of Smart Gate (Facial and Fingerprint) Brisbane International Airport from
Frontex, 2010.
First, a photo of the traveler taken at the automated gate and current confirmation in the
electronic passport with facial biometrics is processed. Subsequently, the automatic gate
will open, and the traveler is allowed to enter.
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Figure 2: Photo of Smart Gates (Facial and Fingerprint) Brisbane International Airport from Frontex, 2010 [20]

In the Netherlands the Privium system, (Figure 3), is used as a voluntary option for
frequent flyers.

Figure 3: Photo of Privium system in the Netherlands (Iris Scan) from Airport Business, 2009 [21]

Let us take Europe as a case. Both passengers entering or exiting the Netherlands are
forwarded to a separate border control line where booths accept the Privium smart card
as the traveler’s biometric data is stored in a smart card and the iris prototype is stored.
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Iris cameras are used to check the identification of a traveler against an intelligent card.
The software has been highly successful in the Netherlands [22].
Passenger classification may also lead to facilitating the safety protocol in the aviation
industry. Poole classified the traveler as the proposed risk-based method to affect the
concentration on the identification of hazardous persons to
(i)

low-risk passengers, of whom a great deal is known.

(ii)

high-risk passengers, based either on lack of awareness or on clear negative
information; and

(iii)

ordinary passengers, mainly in- frequent travelers and leisure travelers [23].

Low-risk travelers are those that have a current federal security clearance or who have
been admitted into the Approved Traveler Programme. High-risk travelers are those who
do not have a paper trail, so little is understood that the best thing to do is to presume the
worst and to perform a comprehensive screening of both the individual and the luggage,
and ordinary travelers are those in between the other two risk categories [23].
This measure would help to improve security monitoring in terminal lobby areas and
outside the airport, in ramp areas and across the airport periphery. A different approach
to both the screening of travelers and the screening of bags will apply to each category.
There are several known biometric modalities e.g. (face, hand geometry, iris, voice, etc.),
- see Figure 4, - and it is worth mentioning here that there is no biometric modality
suitable for all implementations as there are several aspects to take into consideration
during the modalities selection and biometric toll such as security risk, location, number
of users and the available data. Moreover, it is significant to note that biometric modalities
are subject change in the phases of maturity.

Figure 4: Biometric Modalities [24]
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On the other hand, the different sorts of biometric modalities do not all have the same
level of consistency. Physiological measurements are usually considered to offer the
benefit of remaining more constant during the life of any person. Behavior-based
identification may be affected by stress, which is not true for measurement based on
physical features.

3.1

TECHNIQUES FOR BIOMETRIC DATA MANIPULATION

Several techniques for biometric data manipulation were listed in the literature such as
recognition, pattern categorization filtering, convolution, and Fourier transforms. It is
favorable that an applied biometric method be the simplest possible. Some sophisticated
decision-making algorithms that are also capable of making errors take the top place of
the system, also having an important role in the relationship between a human and a
machine. In this section, we consider the verification and identification.
Biometrics is defined in two ways:
(i)

authentication in this system applies to one biometric and one biometric
examination (1:1) to verify that the person is who he says he is.

(ii)

(ii) Recognition relates one biometric to a biometric database (1:N) to find out
who the individual is [25].

Biometric systems have sequences of crucial procedures that must be accomplished to
(i) allow a person to use the system and
(ii) achieve verification or authentication of an individual’s identity [19]. These
vital processes contain:
•

Enrollment – the capture of the raw biometric

•

Development of a prototype – Preservation of the biometrics by using an
algorithm to obtain a model from the input images, which will then enable the
image to be matched to others using the same technique. Identification – takes
new biometric samples and compares them to saved templates of all enrolled
users.

•

Verification – takes new biometric samples of a specific user and compares them
to old samples taken from the same user.
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The concept of a biometric system is summarized by a sequence of measures within a
system as a multi-step process, in other words, everyone shows several aspects of himself
or herself; after that this aspect is seized by a sensor and transformed into an algorithm
model. The registered model is then matched to the reference sample or baseline
algorithms saved in system data base. The result of comparison decides the next
corresponding response such as entry into a secure structure. Figure 5 shows a schematic
diagram for basic biometric system. The main component of biometric system is a sensor
in which data will be generated in form of signals such as electromagnetic spectrum.
Biometric data processing techniques in the second part involve different filtering,
transformation, and pattern recognition algorithms. Therefore, decision-making
mechanisms are used at many phases of the operation of biometric data. The third
component is the hardware platform for the implementation of these techniques. Usually,
a set of processors are used as a hardware platform for biometric devices and systems.

Figure 5: A Schematic Diagram for Basic Biometric System [26]

Verification or authentication technologies are basically one of the following:
(i)

things the person knows like a password or

(ii)

something the individual has, such as a physical key or cards and

(iii)

something the individual is or does. Biometric systems can function without
active input, user cooperation, or knowledge that the recognition is taking
place. Thus, the last one is usually employed with the biometric technologies.
However, a biometric system does not store biometric data, as unprocessed or
incomplete biometric data cannot be used to conduct biometric contests. The
method whereby the biometric data of the user is initially obtained, analyzed,
23

treated, and saved in the form of a prototype is called enrollment [27]. So,
identification follows three phase schemes: data acquisition, techniques, and
computing platform. Creating a biometric system is the implementation of
application-specific techniques (methods, algorithms, and programs) using
some computing platform.

Figure 6: Biometric system is an application-specific computer system consisting of the specific-purpose programs
and computing platform [27]

Biometrics can be used as unibiometric to multi-biometric systems. Unibiometric systems
make use of a single source of biometric information while multibiometric use several
parameters. A multi-biometric system reported by Bartlow and Zekste is illustrated in
Figure 7. The multi-biometric system depends on more than one basis of biometric
feedback and can be used to cover lacks from one biometric signal. Debatably, such
systems can also provide other sources, such as biographical, traveling document-based,
etc. [28].
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Figure 7: Multi-biometric system from Bartlow and Zekster [28]

Another example of the integration of biometric data is the attack tree presented by
Schneier, as he performed a qualitative method to present a security risk analysis [29]. In
his model several sorts of biometric approaches are created as shown in Figure 8.
It is worth noting here that the sophistication of the biometric authentication approach
from (single/multi) factor monomodal to (single/multi) factor multimodal biometric
authentication methods, a higher security advantage is produced [30]. Merging several
biometric data is used to increase system precision.

Figure 8: General attack trees for (single| multi) factor (mono |multi) modal biometric authentication methods [29]
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3.2 POPULATION BASE, REDUCTION OF FAILURES TO
ENROLL
In any biometric system there are several issues that should be considered, in particular.
Acceptability, which determines the degree to which individuals can accept the use of a
specific biometric identifier (characteristic) in their everyday lives. Efficiency, which can
relate to many factors:
(i)

The accuracy and the speed of the recognition achieved.

(ii)

The specifications of the needed resources.

(iii)

The organizational and environmental factors.

After contemplating security risk of biometric verification strategies, scientists have come
to more secure and dependable prototypical research arrangements like the one presented
by Hong and Jain, with multimodal biometric strategies (biometric combination
procedures) [31] and with multifaceted multimodal biometric validation techniques by
Bromme and his co-worker [30]. An example of High-Level Component and Process
Model for Integrated Security Risk Analysis of Biometric Authentication Technology is
introduced by Eric P. Haas [30] As shown in Figure 8, his model is applicable for several
research and models such as the one published by Schneier, as he presented attack trees.
A general attack tree for different types of biometric methods can be constructed showing
a security risk analysis in a qualitative way [29], and the one published by Leveson for
safety analysis technique of fault trees [32].

Figure 9: High-Level Component & Process Model for integrated Security Risk Analysis of Biometric Authentication
Technology [30]
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Figure 9 shows that the security attacks on biometric technology can be classified using
three specific categories:
Sensor abuse (copy, falsification, similarity attacks)
Attacks on data exchange (replay attacks) and
Attacks on the servers (integrity attacks).
Software attacks and thus provides a clear understanding of the biometric processes used
in bio-authentication technology [33]

3.3

RISK BASED SECURITY APPROACH

Modern risk analysis frameworks for bio-authentication technologies are limited to
admission and identification/verification procedures with bio-algorithms primarily
considered to be running as part of the system with no clear indication of how they
operate.
US-VISIT Program stated that the core of any biometric identification system is the
database, which has all the previously stored biometric characteristics for base
comparison. [16] Data base life cycle can be divided into four phases: collection, use,
disclosure, processing, and retention-destruction [34].
Governments follow many protocols to keep these data in high privacy level as there are
many arguments from civil libertarians regarding the accumulation of such personal data
and numerous citizens are anxious about governmental intrusion which can cause
discomfort for the individual. For instance, the DHS Chief Privacy Officer claimed that
“if the databases were combined, the government would enforce strict regulations on
which agencies could use traveler information and how it could be accessed.” [35]

3.4

BIOMETRIC SYSTEM AND AIRPORT SECURITY

Air travel has become a standard not only in international travel between countries but
also even in domestic flights between cities. Reducing air travel costs close to the costs
of land travel made air travel preferable to land travel in terms of costs and reducing travel
time, which causes airports to become more crowded. Not only citizens but also even
diplomatic visitors, government officials, foreign and domestic tourists, and immigrants
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pass through airports to travel from one city to another. This makes airports vulnerable to
provocation attempts and terrorist acts and creates security vulnerabilities in them.
Given that terrorism has become a global threat, security weakness cannot be tolerated.
However, it is impossible to fill this security gap by increasing the number of security
personnel or resources allocated to security. Because of the congestion of airports,
security personnel cannot pay attention to more than one problem or verify more than one
situation simultaneously. There are inevitable gaps and blind spots in such an
environment, so airport security must be handed over to flexible and scalable technology
and systems. The People’s Republic of China is one of the leading states in this field.
China can follow its citizens very closely within the social credit system framework,
which was first announced in 2018. This practice, which is considered Orwellian-style
social engineering, is also criticized seriously for the violation of private life’s privacy.
The information screens at Chengdu Shuangliu Airport add a different dimension to the
use of biometric data. The system provides this information by scanning the face of the
passenger and matching it in the database. The most interesting aspect of this practice at
Chengdu Shuangliu Airport is that the passenger does not need to have his / her face
scanned at any point in the airport as per their request. To put it more clearly, even if the
passenger made the check-in process using known methods (check-in counter, kiosk,
mobile, internet, etc.), but at the airport but somewhere in the city, the face of the
passenger in question was scanned and entered the database of the relevant system. As a
result, although there are opponents, it seems that the use of personal data in the electronic
environment will become increasingly common. Thus, it seems that the „good” citizens
will have a lot easier procedure on their travels. Several biometric systems were used at
different facilities at airports. The following scheme (Figure 10) shows a representation
for the possibilities to place a biometric system. The integration of many biometric
solutions during passenger processing will smooth the passenger flow through the airport.
When practicable, airports and their investors in one location should work with airports
and the stakeholders in other locations, to develop interoperable systems that will let a
traveler move from one location to another using the same travel token. Some examples
for biometric systems are represented in next section.
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Figure 10: Diagram courtesy of Fraport; based on Simplifying Passenger Travel (SPT) Programme’s Ideal Process
Flow [36]

3.5

CASE STUDIES IN THE USA

In this section, some case studies will be discussed showing their system engineering
design of biometric systems and decision-making support in complex biometric-based
systems.
Ross and Coworker reported in his work the process of a digital biometric measurement,
primarily data is collected then it is transformed to set of numbers or codes and then stored
in a database. As soon as the database is gathered, it is matched to other measurements
previously stored in the database to see if there is a match [17].
Ever since September 11, 2001, the American federal government has established the
Department of Homeland Security (DHS) and, within it, the Transportation Security
Administration (TSA), which is responsible for passenger security at the nation is many
airports.

3.5.1 US-VISIT
As per the unveiled United States Visitor and Immigrant Status Indicator Technology
(US-VISIT) and according to the Department of Homeland Security (DHS), new
techniques were executed for all the visitors from nominated countries that pass in the
United States at different ports of entry to be photographed and fingerprinted by customs
officials [37]. As stated by DHS, using the biometric identifiers will provide higher
security than the use of name databases alone, particularly since persons will not be able
to claim another’s identity or fake travel documents. All the stored data will be safely
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stored, and it is just available only for the authorized and official usage, that international
travelers who they say they are and do not pose a threat to the United States.

Figure 11: US-VISIT’s innovative biometric technology enables officers to verify efficiently [38]

3.5.2 Capps
The computer-Assisted Passenger Pre-screening System (often abbreviated as CAPPS) is
a counter-terrorism system in place in the United States’ air travel industry. “The United
States Transportation Security Administration (TSA) preserves a watch list of individuals
known to pose, or suspected of posing, a risk of air piracy or terrorism or a threat to airline
or passenger safety.” The list is used to preventively recognize terrorists trying to buy
airline tickets or board aircraft traveling in the United States, and to alleviate apparent
threats. There are two versions in the USA of the program called CAPPS. The FBI and
FAA managed the first version of CAAPS in the late 1990s, at that time CAPPS I was
implemented in response to the supposed threat of U.S. domestic and international
terrorism.
The principle of CAPPS is to screen the selected passengers for additional screening of
their checked baggage for explosives. CAPPS selectees did not undergo any additional
screening at passenger security checkpoints [35]. The Office of National Risk Assessment
(ONRA) proposed a second version of CAPPS (CAPPS II), with a list of necessities for
a replacement to CAPPS I. Some of those requirements were:
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•

The government, not the airlines, would control and administer the system

•

Every ticketed passenger would be screened, not just those who check bags

•

Every airline and every airport would be covered by the system

In the summer of 2004, CAPPS II was cancelled by the TSA as the new version of CAPPS
II is all dressed up in the language of privacy and concern for freedom, but it fails to
address the core problems with the concept and continues to pose an enormous threat to
American freedom and privacy.
Shortly thereafter, the TSA announced a successor program, called Secure Flight that
would work much the same way as CAPPS II. Secure Flight was implemented in August
2009.

3.5.3 Secure flight
This program matches passenger information against watch lists maintained by the
federal government. The initial implementation phase of Secure Flight resulted in the
complete transfer of responsibility for passenger watch list matching to TSA from aircraft
operators whose flights operate within the United States.
The second phase of Secure Flight will result in the transfer of responsibility for passenger
watch list matching to TSA for flights into, out of, and over the United States. The primary
differences between Secure Flight and CAPPS II are summarized in Table 1. Unlike
CAPPS II, the new system will not seek to identify anyone other than known or suspected
terrorists. By installing these systems privacy and the relevant legal rights have been
enhanced.
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Table 1: Comparison between CAPPSII and Secure flight (ACLU Conference) [25]

Program elements

CAPPS II Secure
flight

Provides no protection against terrorists with fake IDs
Provides no meaningful way for individuals to challenge
their security designation
Centers

around

reliance

on

secret,

inaccurate

government terrorist watch lists
Checks personal information against private databases
Requires collection of personal information from
travelers making reservations
Expands program beyond terrorists
Uses computer algorithms to rate individuals’” threat to
aviation

3.6 NEW MODELS
BIOMETRICS

FOR

AIRPORT

SECURITY

AND

Brömme in his article stated that biometric innovation ought to be accessible, for instance
with institutionalized information positions for biometric interchanging information,
correspondence conventions. In addition, it should bring together programming interfaces
for empowering the inter-operability of various biometric frameworks and parts in
existing information and communication technology (ICT) infrastructures [23].
Improving airport security and immigration pain points with a risk-based approach is a
new challenging trend. Smart security does not mean having to wait a long time in a
queue, as many companies integrate devices and programs to enhance the airport layout
to further improve ambience and passenger flows, e.g. IATA/ACI Smart Security
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program believed to be a catalyst for an important shift in the way certain passengers are
screened [39].
Antoine Rostworowski, Director of Montréal Trudeau International Airport stated that
the industry is moving towards this approach where a single token process is feasible, and
that could make a difference. IATA, ACI, ICAO and others are having many discussions
around this, and biometrics is what many believe is the way forward [19].
On March 2018, British Airways brought its biometric identification gates to three more
US airports. Biometric identification gates were expanded to New York (JFK), Miami
(MIA), and Orlando (MCO) airports. These “biometric e-Gates,” which have been in trial
at Los Angeles International Airport (LAX) since November 2017, use facial recognition
to match flyers with their passport, visa, or immigration photos and can remove the need
to show a boarding pass or identification when getting on a plane. Lufthansa has started
using facial scans to permit passenger self-boarding at Los Angeles International [40].

Figure 12: Biometrics boom at the airport: Using fingerprints, facial scans to enter clubs, get on planes [41]

3.7

RISK MANAGEMENT

The term of risk management appeared in the ’50s of the last century to describe the
effectiveness of acquiring insurance. Focusing on biometric identification the paper
proposes risk management of biometric systems in airports. Risk management is directed
to avoid adversity situations and minimize the loss of projects. Nowadays the risk is
defined as the neutral or negative consequences of events. Sometimes it is defined as
33

positive and negative consequences. Moreover, that events can divide as a chance (to get
profit and utility) and risk (to get damage and loss). These are called dual events [42].
The recent reports of network security breaches and identity thefts further affirm the fact
that a strong authentication method is the need of today’s time. This has put the focus on
biometric security, as it is the only effective way to prove an individual’s identity.
Biometric traits are inherent and unique to each individual and comprise physical and
behavioral characteristics such as fingerprints, face, iris, gait, voice etc. Therefore,
biometric security systems can verify an individual’s identity with utmost accuracy and
reliability since biometric traits are part of the individual’s being [42].

3.7.1. Examples for some airports where biometric technology is used
•

Dubai International Airport: The passenger is registered for biometrics inside the

UAE. This system is the same system, which is used across the federation’s seven
emirates: Abu Dhabi, Ras al-Khaimah, Ajman, Sharjah, Dubai, Fujairah and Umm alQuwain. That can cause another queue at the airport, so there is more point should be
added to improve the experience of the passenger. However, the launching of Apple’s
new Face ID solution makes registration of mass biometric at the beginning of a
passenger’s journey more possible than ever before. The passengers registered into a
biometric system that was separate from the main infrastructure. For this trial, they
implemented the MFlow system software from Human Recognition Systems (HRS), with
hardware in the form of a handheld device from Tascent, which enables the efficient
capture of iris, fingerprint, and face biometrics. The data was uploaded into the Cloud and
accessed through a secure database in Dubai [43].
•

Heathrow Airport: At the Heathrow Airport and after a four-month trial period,

air travelers in the UK gave their assent to a biometric security system. The trial used iris
and fingerprint scans to screen more than 3000 passengers traveling from and to Hong
Kong and Dubai. The goal of this trial was to test the feasibility of the system, which
would check the passenger’s details against various intelligence databases and, watch lists
before allowing them to embark on the flight. Before boarding the flight, the passenger
must scan his or her passport and right finger at the self-service kiosk. Then the
passenger’s biometric details will be compared and if it is validated the access will be
granted. The enrolment system collected two iris images, ten fingerprints and a facial
scan, which is digitalized, and after that, it is stored in Radio Frequency Identification
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Card (RFID). This card was compatible with fingerprint readers installed at the
immigration barriers at Heathrow, Dubai, and Hong Kong airports [44].
•

Amsterdam Schiphol Airport: A trial of biometric boarding has been started at

Amsterdam Airport Schiphol and KLM. This trial will enable passengers to board their
flight without the need to show their passport or boarding pass. Instead, passengers board
the plane using a special gate that uses the facial recognition technology. Passengers must
register first in order to board using facial recognition. In the waiting area near the gate,
a special registration kiosk has been added. In addition, the KLM staff will be ready to
offer all the possible help [45].
•

Hong Kong airport: in Hong Kong International Airport (HKIA), travelers can use

automated e-Security Gates those depend on facial recognition technology. Eligible
travelers can use the electronic gates to scan boarding passes and their documents. Then
these documents will be verified by facial recognition technology using the gates’
embedded cameras. However, this process is still done manually by the airport security
staff [46].
•

Orlando International Airport: Greater Orlando Aviation Authority (GOAA) is the

first to deploy fully the U.S. Customs & Border Protection. Biometric Entry and Exit
Program. At the beginning of 2018, a cooperation between SITA, GOAA and British
Airways and Customs & Border Protection (CBP) started to incorporate the US biometric
departure check for British Airways customers. The trials success has prompted the
airport-wide implementation of the technology. British Airways is said to have boarded
flights of almost 240 passengers in around 15 minutes. The technology means passengers
just need to look at the camera, removing the need to present boarding passes or passports
at the gate. The system makes passenger boarding quicker and easier, while it also
incorporates the new secure biometric exit checks [47]
•

Shannon Airport: Shannon Airport in Ireland has deployed biometric facial

recognition technology to speed up its security screening process. Shannon Airport,
which is operated by Shannon Airport Authority, is located on the west coast of Ireland
24km north of Limerick city. Last year, more than 1.75 million passengers passed through
the airport. Using the facial recognition technology, the security personnel at the airport
verify passengers by matching them to the documents they are presenting [48]
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•

Ottawa Airport to enter Canada through the Ottawa International Airport, travelers

will use biometric kiosks. Instead of the paper customs forms those were used previously,
the kiosks will be used to process new arrivals to the country. After disembarking,
travelers will use the kiosks to enter their details, and then the kiosks will scan their faces
and compare the images against those in their passports. Besides, much of the process can
be done on the plane by the visitors using a mobile app, proceeding to upload the data to
the kiosks upon arrival [49]
•

Atlanta airport In Atlanta’s Hartsfield-Jackson International Airport, Delta Air

Lines launched what it called America’s first “biometric terminal”. This technology was
initially started to be used at boarding gates. On Nov 29, 2018, it opened the nation’s first
curb-to-gate biometric terminal, which is expected to improve aviation security and keep
moving travelers faster taking two seconds for screening. This program uses facial
recognition technology to check-in pass through board flights and security without having
to scan boarding documents or a passport in all of the airport’s international terminals. A
camera-based system compares scans of travelers’ faces to a database of verified ID
photos curated by US Customs and Border Protection (CBP) with a 98% success rate. For
the busiest airport in the world, like Atlanta, it saves 9 minutes for the boarding process,
which the time that the passengers will not be spending in lines is waiting to board the
aircraft. Beside to saving time, it makes airports and air travel safer in an era when
aviation is targeted by criminals and terrorists [50].

3.8

SUMMING UP

Biometric authentication is the process that is used to identify oneself through one’s
behavior, anatomy, physiology (for example, through fingerprint or iris), or even vocal
patterns [51], To enable future use of one’s biometric image, such image needs to be
captured, encrypted, and stored [52]. According to research, fingerprints form 52% of
biometric systems in the whole world [53]. This popularity of fingerprint biometrics is
caused by the accuracy of fingerprint images [54]. An edge that the biometric
authentication method has over other methods is on its requirement for the presence of
the actual use for the verification process to take place [55].
It is expected that the usage of biometrics will grow rapidly in the 21st century, especially
in countries such as India, South Africa, and Ghana [56]. These claims are supported by
those who [54] purport that biometrics will be the ultimate authentication method. The
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growth in popularity of this technology may be attributed to its provision of better and
reliable access control compared to traditional systems. This assertion is also confirmed
by those who state that biometrics improve security control and reduce fraud. Another
reason for its growth could be the need to improve safety measures and curb acts of
terrorism in public areas, such as airports [56]. For example, in Dubai, the airports have
introduced at their gates an automatic identification system and these gates are e-Gates.
The system is used to scan facial and iris imprint to authenticate the passengers [43].
Malaysians are pioneers of biometric passports [11] (e-passports), which have curtailed
the use of false travel passports in Malaysia [57]. Other use of biometric technology
includes access to places, such as work or bank premises, and network resources,
information protection [58]. The next chapter discusses the use of biometric technologies
in smart city, and argues the term of smart city, what it means and what it includes.

4

BIOMETRIC SYSTEMS

Despite the high amount of budget, advanced equipment, more control officers, and
efforts put in airports security, threats of security and prevents illegal travelers keep
troubling the border control agencies. Those unlawful entrants always try to innovate new
ways to cross borders illegally [59]. From a safety and security point of view, air transport
considered as one of the most regulated means of transportation. Its size, impact,
integration, and worldwide use make it exposed to threats. Over the years, the aviation
environment was subject to potential threats to flying, and those threats are expected to
remain in the future. Criminals and terrorist organizations are rapidly becoming more
sophisticated and imaginative with their strategies and methods [60][61].
However, identifying individuals at most border checkpoints like airports, road
checkpoints, seaports, etc., is still performed with traditional ID cards and documents.
Biometric procedures gain more and more ground in the modern applications-oriented
technical scene, in both the private and the public security sector [62].
More than 3.5 billion passengers flew through the sky last year. That number expected to
be double in the mid-next future, but airports’ capacity cannot begin to grow at that pace.
Therefore, getting you through the airport faster and more seamlessly is a must, a time
when security, protection of national borders, and elimination of threats require more
stringent scrutiny of every traveler passing through the system [63].
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Passengers and baggage are not the only sources of threats to commercial aviation
security. Supportive services and secondary airport facilities are other potential sources
of hazards in the industry, some of the many processes that support an airport and the
passengers and aircraft, maintenance, cleaning, booking, baggage handling, air traffic
control, retail, food services, parking, car rental, and others [64]. For example, members
of the cleaning staff stashed guns and grenades in the plane’s washroom to support the
hijacking of T.W.A. Flight 847, which led to 17 days of terror in 1985 (Gladwell, 2001).
Thus, even perfect threat detection applied to passengers and their baggage would not
necessarily result in acceptable security levels [65]. Identifying passengers before
boarding is crucial for safety and risk reduction; nonetheless, the identification of airport
workers providing a variety of services to the flight companies is equally required (SEA
Milan Airports 2017). These workers move within the airport land borders, along
technical areas forbidden to passengers, often by driving cars, wagons, or trucks. Their
identities are verified by the security staff at the airport entrance by a combination of
modalities, e.g., checking the identity card and/or the authorization issued by the authority
[66].
After 9/11, Airports had tended to increase security and subsequent attempted attacks by
terrorists. The need for 24 hours alertness has led to increased length and intensity of
security checks for passengers at airports. Therefore, the costs of airport security
measures primarily increased, ensuing changes within the financial demonstrate for
airplane terminal operations and the extreme effect of these security measures on air
terminal activity and aircraft delays [67].

4.1

BIOMETRIC IN AIRPORTS

According to the International Civil Aviation Organization (ICAO), biometric technology
can provide a unique means of identifying humans based on one or more behavioral or
physical characteristics. In this case, it is imperative to point out that current standards of
practice are based on iris images, fingerprints, and face photos [68]. Self-service
innovations such as ABCs (Automated Border Control) are characterized as
“technological interfacing that empowers clients to create a benefit free of coordinate
benefit representative involvement” (Meuter et al., 2000) [69]. As with any other selfservice system, e-gates need to have user-friendly, intuitive interfaces, be easy to
remember, give complete guidance for the users, and provide universal access. South
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African Social Security Agency Sasse notes:” We can assess usability in terms of three
criteria: task performance, user satisfaction, and user cost” (Sassa 2007: 78). Task
performance is related to the effectiveness and efficiency of the user’s interaction with
the ABC gate. The exchange is effective when users can achieve their goal and complete
the task of getting their passport scanned and their facial image captured successfully.
The interaction with the gate is efficient if they can go through the e-gate within an
acceptable time. User’s (subjective) satisfaction can depend on the level of physical or
mental workload and other criteria. Finally, user cost considers the impact of the
interaction on the user’s health and safety [70].

4.1.1 Airport’s characteristics
The airport’s characteristics refer to the internal features of the airport that may influence
the expectation of using biometric technology for access control. According to Tornatzky
and Fleischer (1990), organizational factors are considered when determining the
predisposition to adopt an innovation [71].
Because of increased passenger and aviation activity, larger airports may be a higher
priority target for terrorists. As a result, security requirements are more significant at
larger airports and their related infrastructure. The location of the airport might affect the
growth of biometric technology. Because of their proximity to more densely populated
areas and increased passenger traffic and aviation activity, airports in urban areas are
more likely to become a target for terrorists because of their proximity to higher populated
areas and higher passenger traffic and aviation activity [72]. Airport classification is
standard in air transport research, and previous research has demonstrated the necessity
and appropriateness of grouping airports based on common characteristics. As of now,
categories have been based primarily on airport size (including cargo tonnage),
geographic location, overall functioning, nature of traffic, usage and technical
characteristics, ownership, and network location [73].

4.1.2 Pre-Screening at the time of booking
The new mooted system would require the passengers to submit personal details at flight
booking time. The information provided by the customers will be used to assign a risk
rating to each passenger. The passenger who gave a higher risk rating would be directed
to provide more information. According to experts, this new development should not be
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seen as an inconvenience but an advancement in the right direction [74]. The new
biometric security system will use biometric data to confirm the identity of passengers.
Fingerprint access control is the most popular airport security system available with its
high degree of reliability and ease of use. However, other biometric security systems like
retinal scans and facial patterns are also steadily gaining ground [75]
Experts say that this would increase the passengers’ waiting time because of the need for
baggage inspection. Considering this, airports suggest that passengers should arrive at
least two to three hours earlier. However, naysayers say that this would discourage people
from flying, sounding like a death knell for the struggling aviation business. However,
with homeland security involved, its implementation is almost particular [76].

5

BAROMETRIC SYSTEM IN SMART CITY

Smart city is a vast concept; it aims to organize and manage the whole city using
embedded technology. These require the city to be able to watch and integrate the status
of all its management, infrastructures, people, governance, education, natural
environment, and health using information and communication technologies (ICT) [77].
The general idea of a smart city and its major components is shown in the Figure 13.

Figure 13: Main majors of smart city
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Highly advanced technologies are used in the design of the smart city. These technologies
include electronics, sensors and networks linked with computerized systems,
encompassing tracking, databases, and decision-making algorithms. The increase in
urbanization makes the need to deal with social issues such as the public sector problems,
governance issues, environmental issues and the concern related to economic
restructuring in a smarter approach. As the pace of change is becoming very big, modern
cities’ challenges are getting more complicated. This requires making changes in an
organized way ensures using the latest technologies and internet connection. Therefore,
the smart city will give smarter growth [78].
Besides, significant growth in the economic system could be achieved by developing citysystems using embedded technologies. Right now, there are some cities considered smart
cities like Amsterdam, Barcelona and Masdar. Figure 14 shows the smart cities around
the world [79].

Figure 14: Smart city around the world [80]

The residents of smart cities can experience a level of a personalization on offer, and this
experience can be lived in the workplace, homes or services of the city. For example, in
a smart workplace, the individual login and out will automatically be registered. The
meeting room facilities can be set to the person’s desired temperature or lighting style
through a process called commercial building automation. A smart workplace is built to
improve efficiency and productivity and help employees work comfortably and
efficiently [81].
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Here comes the vital role of biometrics. Biometrics is a branch of science that aims to
recognize individuals through biological characteristics (e.g., fingerprint, face, voice, and
iris) or unique behavioral (e.g., keystroke dynamics and gait). Biometric data in smart
city can be available using biometric sensors, surveillance videos, IoT devices, or social
media uploads. Using biometrics in smart city give the ability to identify each user to
provide him with a high personalization level of experience. Biometric ID with
fingerprint or iris helps authenticate the user and gives him the ability to connect to any
system based on personal data. In this way, we can understand the importance of
biometrics in the context of smart city [82].
On the other hand, biometric systems play a crucial role in the smart city in information
security issues. This technology can make many sections of smart city secure and avoid
any frauds or malicious attacks. Biometrics can be used effectively in these sectors:
•

Healthcare

•

Education

•

Transportation

•

Utility

•

Patrol and security

Figure 15 shows the infrastructure of smart city where biometrics can be used.

Figure 15: Integrating smart devices with biometrics in an infrastructure of smart city [80]
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In this section, integration of biometrics with smart city sectors such as healthcare,
education, and transportation will be discussed, and then a review of the connection
between biometrics and the Internet of Things will be studied.

5.1

SMART HEALTHCARE

Using biometric systems in healthcare can enhance the secure storage, use, and exchange
of patient’s health information. It represents the future of identification in healthcare.
There is a big gap in protecting patient’s information, which can make a problem for both
patient and provider [83]. In many cases, the patient can be a victim of stolen medical
identity, and his/her records can contain erroneous data or other patient’s data. It might
provide a fake medical record to support a kind of fraudulent claims. It is possible in these
cases; the fraudsters use the patient’s identity and providing a falsified claim [84].
Biometric in healthcare is being used Arizona’s Children’s Clinics. To access the
resources of the clinic, Arizona’s Children’s Clinics used to use a password and username.
With a staff includes about 40% part-time employees, who do not have a daily deal with
patients. As a result, for getting their passwords is a common thing, leading to a
significant delay for both patient and provider. That is why the clinic started to use the
fingerprint reader, which help to decrease the time needed to access the health records.
The clinic installed computers in patients’ rooms, and now doctors can access the
patients’ data electronically. Besides, doctors can quickly log in by touching their finger.
Installing this biometric technology avoids reading the patient’s record by the wrong
person and increases the efficiency of the healthcare organization [85].

5.2

SMART EDUCATION

The traditional student card cannot verify the student’s identity. It is not hard for the
student if he/she wants to change his/her identity with another student and it can be
challenging to identify. In the smart city, a biometric student identification is used to
verify students’ identity in the situation like attendance classes, or exams, accessing the
laboratories and libraries. In addition, it can be used to verify the identities of students
who participate in seminars and when they are being charged for meals, in dormitories
too, when they enter or exit. That can be achieved by installing fingerprint scanners or
cameras in the classroom [86] [87].
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Moreover, biosensors such as surveillance cameras and infrared can be used to watch the
students identify any behavioral problems and study student engagement. Observations
related to the students’ behavior, such as body language and eye contact, can indicate how
they handle knowledge and class material. Using such information can attract attention
when a learner loses interest or any distraction in the classroom. Furthermore, to keep the
students safe, biometric technology such as Radio-frequency identification (RFID) chips
can be used to track the student’s locations which can ensure students, mostly the young,
come to school and safely goes back home [88][89].
This information can help instructors personalize the curriculum to meet the needs of each
student. It can let teachers know which strategies are most likely to spark engagement,
and it can be a beneficial method of assessing the efficacy of new educational
technologies. However, there are ethical considerations with Big Data collection in K12
schools [90].
On the other hand, the biometric system in schools and universities includes the students
and the teacher and staff. Using biometric identity for university staff can help verify their
attendance and in monitoring schedules and classes. Besides, it can accelerate the process
of payroll by avoiding any error that can happen [91].
Another aspect can the biometric system be used in schools is managing the visitors. It
can ensure the security and safety of the schools. In the traditional id system, the
identification of visitors is almost impossible. That is why using biometric identification
fingerprint or iris to authenticate parents, or guardians’ identity is vital and very important
for schools. In this way, when a suspicious individual tries to enter the school, scanners
will prevent him from doing, and surveillance cameras will be able to recognize any
unauthorized person who enters the schools and engage lockdown protocol automatically
[92].

5.3

SMART TRANSPORTATION

Using biometrics in the public transport sector is becoming increasingly popular,
especially in terms of protecting the traveler.
In air transport, biometric technology has already made inroad, at international travel
mainly. However, the adaption of the biometric system in local commuting systems has
been slower. Recently, the largest agency for municipal transit in North Texas, The Dallas
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Area Rapid Transit (DART), became one of the first companies who have decided to
adopt cameras for facial recognition purpose in its train. This technology has many
usages, and it can help control the train capacity and in the case of medical emergencies
[93]. Besides, it will give police a vital aid to track criminals or wanted persons when
they take the train. However, security is not the only benefit of this technology. In the
new lunar year holidays, facial recognition technology was installed in Beijing Train
Station to improve passenger processing efficiency as the Chinese capital witnesses jam
traffic during this time of year. For verification, the reading of the face scanner will be
matched with the image of the ID. Therefore, the passengers had to have a smart ticket
and smart ID card. Other developing countries follow suit, although their aims are
different. In certain cities in India, train stations are planning to use passengers’ biometric
data to hold back the menace of touts [94].
The advantages of using biometric systems in transportation are clear. It provides the
possibility for safer travel and makes the passenger management and ticketing process
simpler. These advantages will encourage more companies to adopt biometric systems in
the coming years [95].

5.4

INTERNET OF THINGS

For many years, biometric systems have been studied in the field of authentication and
identification. The most prominent example is the fingerprint [96]. Due to its welldeveloped feature extraction approaches and low-cost implementation, fingerprints
consider the most used biometric system (e.g., login to modern smartphones). On the
other hand, iris is acclaimed for short verification time and high accuracy and the ability
to give unique features even in the case of identical twins. Face recognition is another
biometric system. This system is more heavily used for surveillance purposes. Though
they are commonly used biometric systems are easy to circumvention [97].
Photo plethysmo gram (PPG) and Electrocardiogram (ECG) are cardiovascular
biometrics that is becoming better biometric systems choices. They are difficult to copy,
circumvent and acquire without user approval. PPG detects the changes in blood pressure
and heart depolarizing. Whereas the ECG signal gives information about heart muscle,
depolarization and can be measured using cheap devices. Besides, biometrics can provide
identification information related to demography like sex and age and health-related
information [98].
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5.5

THE USE OF BIOMETRICS IN FINANCE

Banks, payment systems, retail chains, cafes and other services are actively introducing
biometric technologies. On the one hand, it helps protect customers from fraudsters overcoming double or triple biometric identification codes is much more complex than
picking up a PIN. On the other hand, it simplifies financial transactions: purchases, money
transfers and payment for services become easy and fast.
In addition, biometrics provide protection in case of emergencies. For example, in Japan,
after the devastating earthquake and tsunami in March 2011, many people lost their
bankcards and their documents. They had to go through long and tedious identification
procedures to withdraw money from their accounts. After that, a unified biometric system
was created in the country, excluding such a problem.

5.5.1 Biometric payments
The breakthrough was the launch of Apple Pay, Samsung Pay and Android Raw payment
services, which identify users by fingerprints using smartphones. In addition, in 2016, a
facial identification function was launched in the mobile application of the Chinese
payment system Ali- pay.
In Japan, on the eve of the 2020 Olympic Games, they have already begun testing a new
payment system for goods and services for foreigners. It will allow them to pay in hotels,
shops, and restaurants by simply placing their finger on the reader. In addition, guests
will be able to take fingerprints and link them to a bankcard account immediately upon
arrival - at ports and airports.
Financiers, together with technology companies, are developing the most unusual
biometric solutions. For example, one of the foreign banks presented a prototype of a
contactless payment bracelet that identifies the user by heart rate.
Biometrics is also used in Russia. In some cases, you can already pay just by looking at
the camera at the checkout. For the system to recognize a person, you need to download
a particular application in advance, link a bankcard to it and upload your portrait. Special
software installed on cameras near cash registers recognizes a person and automatically
debits money from his account.
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5.5.2 Money transfers
Some banks use face recognition technology for money transfers. You download a special
application to your smartphone and choose “translation by photo”. Then find the
recipient’s photo in the gallery. The image is sent to the bank’s face recognition system.
The masked number of the recipient’s card is displayed on the screen. You just must
confirm the sending of money.

5.6

Loans and deposits online

Biometric identification in banks is already widely used. For example, large banks use
voice technologies in call centers, face recognition technologies when a client repeatedly
contacts a bank branch to obtain a loan, fingerprint scanning to enter a mobile application
and access safe deposit boxes.
The remote identification mechanism in Russia allows you to open deposits, accounts and
receive many other services online. To do this, the client only needs to come to the bank
with the documents once and go through the initial identification - to record a voice and
video. After that, the bank sends this data to the Unified Biometric System. Then a person
can remotely receive the services of any bank, having passed double identity
confirmation: through the Unified State System of Identification and Authentication
(Portal of Public Services) and the Unified Biometric System. The whole procedure will
take a few minutes.
Is it safe to use biometric data? How are they protected from scammers?
Biometrics is a much more advanced financial protection system than PIN codes and SMS
from a bank. Scammers cannot steal your face, voice, and fingerprints. The biometric
systems themselves are also always seriously protected from hacking, theft, and data
forgery.
•

Information is stored in closed systems, access to which is limited. For example,

biometric data for remote identification is encrypted and stored impersonally.
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•

The collection of biometric data is allowed only with the consent of the person.

For example, at the Visa Application Center, you will be asked to sign the corresponding
application. The same goes for banking services.
•

In the financial sector, for reliability, multifactor authentication is most often used

- that is, according to several criteria, for example, a PIN or one-time password plus
biometric data. Attackers will not fake the client’s video because the user is asked to
pronounce a unique combination of numbers. To use the system, the client first needs to
leave a reference voice recording in the bank.
Shopping in a cafe briefly, transfers literally with one finger, loans and deposits without
leaving the couch have already become available, but not everywhere yet. It will certainly
take some time before biometric technologies are used, even in the smallest stores in all
regions. At the very least, for this, you need to have the Internet throughout the country.

5.7

OTHER APPLICATIONS

Using biometrics can improve security in the smart city. Biometrics can be used in age
and sex identification, parental control, better penalization, in applications that need
identity verification, using biometric systems can end the need for the traditional kind of
logins and passwords. Using biometrics-based login control smartphones, implanted
medical devices, personal laptops, etc., will have the ability to distinguish their owners
and operate only in their hands. Biometric systems like PPG and ECG can provide
information about the sex and age of the person. That can give automatic restriction for
inappropriate content based on age on TVs or smart computing devices. Besides, such
health information, which can be obtained using PPG and ECG, could also help by giving
the users an alert for some health problems. For protecting user information, using a
biometric system can be efficient; the user’s sensitive data can be encrypted to ensure it
can be decrypted only by the authorized person [100].
On the other hand, biometric systems can give demographic information. This
information can be used to improve marketing by organizations. Organizations can use
this information to characterize the sex and age distributions of consumers. In the same
way, retailers can use this kind of biometrics to collect such information from customers.
In the smart city, using biometrics can avoid long ones [101]. By reading user biometrics
and RFID tags in products, automatically, customers will be charged when they leave the
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store with any product. In the same way, it can be used this information to watch the
patients. By using biometrics and RFID, it is possible to make sure that the patients take
the dose appropriately.
Biometrics can be useful when they are used in the domain of public safety. As an
example, access control for schools, building, companies, etc. The door can be controlled
by biometrics. That can also help avoid disaster-related gun violence by using automated
tracking and surveillance at entrances based on biometric systems. Moreover, biometric
can be used to identify individuals who are violent or suicidal in a way that prevent these
kinds of crises [102].

5.8

CHALLENGES

Though the applications that have mentioned above are promising, still there are some
challenges in integrated biometric with IoT.
•

Reliability: in physiological biometric the stress, health and exercises can reduce

the identification’s accuracy.
•

Privacy: biometrics can be used in a way that can invade the privacy of the user.

Protection and Revocability: if a password is hacked, it is easy to replace it. However, it
is not the same situation for biometrics. Biometrics are permanent, and it is very difficult
to revoke if compromised.
•

Feature extraction: there is a need for algorithms that able to extract reliable and

unique features from biometric systems for the identification purpose [97].

6. DEPLOYMENT OF BIOMETRIC IDENTIFICATION
AND ELECTRONIC DATA STORAGE IN MRTDS
eMRTD include mandatory biometric data that is globally interoperable and usable as
inputs into facial recognition systems and optionally into fingerprint or iris recognition
systems. These specifications require globally interoperable biometric data to be stored
as high-resolution images on a high-capacity contactless integrated circuit (IC), which
also contains an encoded reproduction of machine-readable area data (MRZ).
The specifications also allow for the storage of various optional data at the discretion of
the issuing state or issuing organization. As contactless ICs are independent of document
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size, the specifications apply to all MRTD formats with electronic functions. The
differences between the eMRTD formats relate to the MRZ and have implications for
MRZ storage in the contactless IC [103].

6.1

BIOMETRIC IDENTIFICATION

The term „biometric identification” is an umbrella term used to describe computerized
means of recognizing a living person, which uses the measurement of distinctive physical
or behavioral characteristics. A” biometric template” is a machine code representation of
distinctive characteristics created using a software algorithm; it allows comparisons to be
made to establish a score of the degree of confidence with which records of characteristics
created separately identify (or do not identify) the same person. In general, the data
volume of a biometric template is relatively small; however, each biometric system
manufacturer uses its own template format, and templates are not interchangeable
between systems. For a state or organization to choose a biometric system that suits its
needs, the data must be stored in a form that will allow that state or organization’s system
to derive a template from it. This requires biometric data to be stored as one or more
images.

6.1.1 ICAO’s vision for biometrics
The ICAO vision for the application of biometric technologies covers the following
aspects:
•

specification of a main interoperable form of biometric technology, to be used at

border control points (verification, watchlists) as well as by carriers and document issuers,
and specification of additional agreed biometric technologies.
•

specification of biometric technologies to be used by document issuers

(identification, verification and watchlists);
•

ability to extract data for ten years, the maximum recommended validity period

for a travel document.
•

absence of proprietary elements so that states or organizations investing in

biometrics are protected against changes in infrastructure or changes in providers [104].
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Doc 9303 only provides for three types of biometric identification systems. With respect
to the storage of biometrics in the contactless IC of an eMRTD, the issuing state or
organization MUST comply with the applicable international standard [105]. The three
types of biometric identification are:
•

facial recognition (required)

•

fingerprint recognition (optional)

•

iris recognition (optional)

ISO / IEC 39794 succeeded ISO / IEC 19794: 2005 as the international standard for
encoding biometric data. The following transition schedule has been defined [106]:
•

Passport reading equipment must be able to process ISO / IEC 39794 data by 01-

01-2025, after a five-year preparation period starting 01-01 2020.
•

Between 2025 and 2030, passport issuers can use the data formats specified in

ISO / IEC 19794-X: 2005 or in ISO / IEC 39794-X for a five-year transition period.
During this transition period, interoperability and compliance testing will be essential.
•

From 01-01-2030, passport issuers MUST use the ISO / IEC 39794- X standard

for encoding biometric data.
ISO / IEC 49794 provides guidance on the transition from ISO / IEC 19794: 2005 to ISO
/ IEC 39794.
The following terms are used in biometric identification [107]:
•

“verify” means making an individual comparison (1: 1) between presented

biometric data, obtained from the holder of an eMRTD at the time of submitting the data,
and a biometric template created when the holder enlisted in the system
•

“identify” means to perform a one-to-many (1: N) search between presented

biometric data and a set of templates representing all subjects who have enrolled in the
system.
Biometrics can be used in the identification function to improve the quality of the
background check performed as part of the passport, visa, or other travel document
application process, and they can be used to establish a positive correspondence between
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the travel document and the person presenting it. For the purposes of this part, the terms
and definitions of biometric vocabulary given in ISO / IEC 2382-37: 2017 apply [108].

6.1.2 Essential considerations
The following essential considerations should be considered in the specification of
biometric applications for eMRTDs [109]:
•

Global interoperability: the critical need to specify a deployment system that is to

be used in a universally interoperable manner.
•

Uniformity: the need to minimize, to the extent possible, by establishing specific

standards, variations between the different solutions that may be deployed by issuing
States or issuing organizations.
•

Technical reliability: the need to establish guidelines and parameters to ensure that

issuing States or organizations deploying proven technologies ensuring a high level of
confidence in identity confirmation and giving to States or organizations that read data
encoded by other issuing States or issuing organizations assurance that the data provided
to them is of sufficient quality and integrity to permit accurate verification in their own
systems.
•

Functionality: the need to ensure that the recommended standards can become

operational and be implemented by states or organizations without them having to
introduce a plethora of disparate systems and equipment to meet all possible variations
and interpretations of standards.
•

Durability: the need for established systems to continue to support travel

documents for their maximum recommended lifespan of 10 years and for future updates
to be backward compatible.

6.1.3 Key processes in biometrics
The main processes of a biometric system consist of [110]:
•

Establish identity. Ensure that the identity of the enlisted person is known without

any doubt.
•

Capture. Acquisition of a raw biometric sample.
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•

Extract. Converting the data from the raw biometric sample to an intermediate

form.
•

Create a template. Conversion of intermediate data into a template.

•

Compare. Comparison with the information contained in a reference template kept

in memory.
These processes are structured as follows:
•

The enrollment process is based on capturing a raw biometric sample, is used for

each new person (potential eMRTD holder) and involves taking biometric image samples
that will be stored. The capture process is the automated acquisition of the biometric
element using a device such as a fingerprint scanner, a photograph scanner, a digital
camera for live capture or a zoom camera for capture. Each of these devices requires
specific criteria and procedures to be defined for the capture process - for example,
standard pose in front of the camera for image capture for facial recognition; capture of
flat or unrolled fingerprints; eyes wide open to capture the iris. The resulting image is
compressed and then stored for future confirmation of identity.
•

The template creation process preserves the distinct and repeatable biometric

characteristics from the captured biometric image and typically uses a proprietary
software algorithm to extract a template from the stored image. The image is defined to
be compared to another captured image when confirmation of identity is required, and a
comparative score is determined. An intrinsic element of this algorithm is quality control
using a sample quality rating mechanism. Quality standards should be as high as possible,
as all future checks depend on the image’s quality initially captured. If the quality is not
acceptable, the capture process should be repeated [105].
•

The identification process takes the template from the new sample and compares

it to stored templates of enrolled users to determine whether the user has already enrolled
in the system and, if so, whether it is under the same identity [105].
•

The verification process takes a new sample from an eMRTD holder and compares

it to a template taken from that holder’s stored image to determine if the holder is under
the same identity [109].
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6.1.4 Applications of a biometric solution
The essential application of biometric techniques is identity verification, which
establishes the relationship between the holder of an eMRTD and the eMRTD holder of
which the holder is the holder.
Several typical applications of biometrics occur during the enrollment process involved
in applying for an eMRTD.
The user’s biometric data generated by the enrollment process can be used for a search in
one or more biometric databases (identification) to determine whether the user is known
to one of the corresponding systems (e.g., example, as being an eMRTD holder under a
different identity, having a criminal record or being an eMRTD holder from another state
or organization) [111].
When users possess the eMRTD (or show up for one of the steps in the issuance process
after filing the initial application and capturing the biometric data), their biometric data
can be collected again and verified against the biometric data captured initially.
The identity of the enlisting agents can be verified to confirm that these agents are
authorized to perform the tasks assigned to them. In addition, this process may include
biometric authentication to initiate a digital signature of audit logs from different stages
of the issuance process, thereby enabling biometrics to link agents to operations for which
they are responsible [112].
There are also several typical applications of border biometrics. Whenever a traveler (i.e.,
an eMRTD holder) enters or leaves a state, their identity can be verified against the image
created during the issuance of their travel document. This helps ensure that the holder of
a document is the legitimate holder to whom it was issued and enhances the effectiveness
of any advance passenger information (API) system. In addition, an issuing state or
issuing organization may find it helpful to store the biometric template (s) on the travel
document with the image so that a traveler’s identity can be verified at locations within
the country where the biometric system is under the control of the issuer.
Two-Factor Verification - It is possible to compare the current biometric image data
captured on the traveler with the biometric data from their travel document (or a central
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database) (if applicable by building biometric templates of each) to confirm that the travel
document has not been tampered with [111].
Three-Factor Verification - It is possible to compare the current biometric image data
captured on the traveler, the biometric data in their travel document and the biometric
data stored in a central database (if applicable, by constructing biometric templates of
each) to confirm that the travel document has not been tampered with. This technique
establishes the correspondence between the person, their eMRTD and the database where
the data entered in this eMRTD when it was issued are stored [112].
Four-Factor Verification - A fourth confirmatory verification, which is not electronic, is
the visual comparison of the results of the three-factor verification with the scanned
photograph that appears on the traveler’s eMRTD [109].
In addition to the applications of biometrics for enrollment and border checks, used in the
1: 1 and 1: N comparisons, states or organizations should also consider the following
aspects and set their own criteria for them [113]:
•

Accuracy of the system’s biometric comparison functions. Issuing states or

organizations must encode the facial image on the eMRTD and, optionally, one or more
biometrics on the fingerprint or iris, according to the SDL specifications. (Biometrics may
also be stored in a database to which the receiving state or receiving organization has
access.) ICAO standardizes the biometric image, but it is the responsibility of receiving
states or receiving organizations. choose their biometric verification software and
determine their thresholds for identity verification acceptance scores and impostor
rejection.
•

The throughput (e.g., number of travelers per minute) of the biometric system or

the border control system.
•

The suitability of a given biometric technology (face or fingerprint or eye

characteristics) for border controls.

6.1.5 Constraints related to biometric technologies
It is recognized that the implementation of most biometric technologies depends on their
development. Due to the rapidity of technological change, all specifications (including
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those set out in this document) must reflect this development and the changes that will
result from technological improvements.
Biometric information stored on travel documents should comply with the national laws
of the issuing state or issuing organization on data protection and privacy protection.

6.2 SELECTION OF BIOMETRIC ELEMENTS APPLICABLE
TO EMRTDS
It has long been known that name and reputation are not sufficient traits to ensure that the
holder to whom a travel document (eMRTD) has been issued by the issuing state or
organization is the person who, in a receiving state or a receiving organization, claims to
be the same holder.
The only method that allows the person to be linked to their travel document indisputably
is to associate in a tamper-proof manner a physical characteristic, i.e., a biometric
element, of that person with their travel document [114].

6.2.1 Main biometric element: facial image
The portrait printed on the MRTD that conforms to ICAO standards is an essential part
of this document and one of the most essential information carriers linking it to its holder.
In addition, a high-quality standardized portrait helps to issue agencies to verify identity
and border agencies to inspect the travel document manually or by automated processing
[115].

6.2.2 Additional optional biometric elements
Issuing states or issuing organizations may optionally add additional data to their identity
verification processes (and those of other states) by including several biometric elements
in their travel documents, i.e., say a combination of face and/or fingerprints and/or iris.
These additional elements are particularly relevant where states or organizations already
have databases of fingerprints or eye-prints, against which they can verify the biometric
elements presented to them, for example, as part of an ID card system [116].
An optional biometric element – fingerprint: There are three classes of fingerprint-based
biometric technologies: systems based on finger images, systems based on finger
minutiae and systems based on the shape of the finger. Standards have been established
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to make most systems interoperable within their class, but they are not. As a result, three
standards emerge for fingerprint interoperability: image data storage, minutiae data
storage, and shape data storage. When an issuing state or issuing organization chooses to
insert fingerprint data into its eMRTD, storage of the fingerprint image is mandatory to
enable global interoperability between classes. Storing an associated template is optional,
at the discretion of the issuing state or issuing organization [114].
An optional biometric element - iris when an issuing state or issuing organization chooses
to provide iris data in its eMRTD, storage of the iris image is mandatory to enable global
interoperability. Storing an associated template is optional, at the discretion of the issuing
state or issuing organization [116].

7

INVESTMENTS IN BIOMETRIC SYSTEMS

Biometrics has entered the stage of mass industrial application, and in this regard, the
assessment of the effectiveness of biometric systems is coming to the fore: customers,
manufacturers and investors are interested in it. But this task is essential and complicated
and attempts to establish the effectiveness of any IT solution [117].
The efficiency of the information system is determined by the ratio of resources expended
and results. And how easy it is to establish the cost of the resources spent on implementing
a biometric system, it is just as difficult to determine the results of this implementation.
What are the results - increased security, reduced labor costs for employees and
customers, reduced or eliminated the cost of material identifiers (cards, keys, etc.)? And
how to measure results if the ultimate implementation goal is formulated not in
quantitative but in qualitative terms? [118]
In other words, first, you need to decide on the interpretation of the term “efficiency”. It
should also be noted that performance assessment is a process that takes place in several
stages. And, finally, it is essential to identify various and multidirectional factors in the
vector of their action, which directly or indirectly affects the efficiency of the biometric
system [117]
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7.1

APPROACHES TO THE DEFINITION OF EFFICIENCY

Various interpretations of the term under consideration reflect the breadth of its content,
and their comparative analysis allows us to choose promising directions for assessing
effectiveness.
Efficiency = quality: It is possible to understand the supporters of this point of view: any
biometric identification technology is probabilistic and does not guarantee one hundred
percent recognition accuracy. Here, the indicators of FAR-coefficients of false admission
(False Acceptance Rate) come to the fore, at which the biometric system opens access to
a user who is not registered in it (”stranger”). It is generally recognized that the highest
quality (lowest FAR) is characteristic of DNA identification systems, but it is difficult to
imagine the functioning of these systems in practice, for example, in access control or
time tracking [119].
Efficiency = productivity: This approach is closer to reality and reflects the key
requirements for mass identification systems. While maintaining high requirements for
FAR indicators, the analyzed approach is not limited to them. Also, particular importance
is attached to the comfort and speed of identification. The identification rate is primarily
determined by the FRR (False Rejection Rate), the probability that the biometric system
will not recognize ”its”, that is, the user registered in it. As a result, the user will have to
repass identification, directly affecting both its speed and comfort [120].
The analysis of the system for compliance with these indicators also affects the internal,
essential characteristics of individual biometric identifiers. So, for the user, the most
convenient recognition technologies are without direct contact with the scanner (for
example, by the iris of the eye) and at a distance (usually, this direction is associated with
face recognition). However, with all the attractiveness of the latter of the technologies
mentioned today, it does not provide the necessary levels of FAR and FRR (for example,
when trying to identify a person by face by isolating him from the general video stream,
and not by comparing a passport photo with photographs of wanted people).
Another issue is related to the processability of the identifier. For example, it is often
mentioned that it is difficult to scan fingerprints in elderly people or those who use
aggressive substances (detergents, chemicals, etc.). However, similar difficulties arise
when working with other identifiers: for example, recognition by the iris is impossible in
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the presence of diseases affecting the eyeball, and it does not always pass without
problems among representatives of the Scandinavian peoples [118].
Efficiency = efficiency and benefit: This approach develops a line aimed at carefully
considering the internal characteristics of biometric systems and their external
manifestations, most clearly revealing the advantages of biometrics compared with other
identification technologies. The list of these advantages is known recognition of a person,
and not a password or material medium; the impossibility of refusal from actions
confirmed by the presentation of biometric identifiers; the fact that identifiers are
inseparable from a specific person cannot be lost, stolen, or exchanged. And so that this
enumeration does not remain a declaration let us consider a specific example of what
consequences the use of other technologies can have [120].
An analysis of the activities of Jerome Kerviel, who caused the bank Societe Generale
five billion euros in damage, revealed that this trader borrowed the passwords of his
colleagues and, under their names, participated in trading, manipulated the banking
information system, deleting information about the transactions, and then restoring them.
Of course, these actions do not exhaust the list of Kerviel’s offences, but the above is
enough to conclude the severe shortcomings of the system for identifying users and
managing their access to information resources.
However, in addition to the fundamental aspects, business customers are also interested
in the economic return from the introduction of biometric systems, and it should be
expressed in specific indicators. To determine them, methods are often used based on the
analysis of ROI (Return on Investment - return on investment), and calculations are
already being carried out in relation to biometrics.
Nucleus Research, an IT ROI consulting firm, estimates that introducing a biometric time
tracking system saves 800$ per employee per year. The action of several factors ensures
these savings: suppression of attempts at buddy punching (situations when one employee
notes for himself and his colleagues coming to work or leaving), increasing the reliability
of reporting information, eliminating overpayments for not worked hours, etc.
Another way to determine ROI is to establish a calculated effect, expressed in a decrease
in operating costs, an increase in the number of customers and an increase in traffic, etc.
For example, analyzing the activities of biometric payment systems, experts found
(according to information from CNN money) that the use of biometrics halves the
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operating costs of servicing payments and increases traffic by 15% to stores with
biometric terminals operating at the checkout [118].
You can also interpret ROI indicators in terms of the effect of saving time and increasing
labor productivity. For example, summarizing the results of a survey of its customers,
Lenovo found that up to 50% of support calls are caused by problems with passwords
(employees simply forget them or lock their account by repeatedly entering the wrong
password); in turn, according to Kompulenta, the cost of executing one call to the support
service ranges from 20$ to 50$ [121].

7.2

EVALUATION OF EFFECTIVENESS AS A PROCESS

Determining the effectiveness of a biometric system is not a one-time act; appropriate
conclusions should be made at all stages of its life cycle. This “defragmentation” makes
it easier to tackle this complex problem and reveals ways to further improve efficiency
[122].
Often this stage is not considered, although it is that strategic decisions are made at this
stage. In addition, it should be borne in mind that the time of the customer’s employees
engaged in the selection and analysis of suppliers’ proposals is also measured in monetary
terms.
The completeness of the presentation of the system on the manufacturer’s website, its
information openness (including access to information about prices, various forms of
feedback, the speed of response to customer requests), the availability of reviews and a
portfolio of successful implementations, the rating of the websites of the vendor and its
suppliers in search engines - all this data is into a large extent, they save the mentioned
time costs and make it possible to formulate the first predictive estimates of the
effectiveness of the selected solution [122].
7.2.1 Installation and deployment phase
Here, the key performance criteria are:
•

the possibility of centralized installation of the system software.

•

ease and simplicity of registration of biometric identifiers.
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•

the degree of integrability of biometric technologies into the existing

organizational and IT infrastructure.
The introduction of biometrics, as a rule, does not start from a blank slate: for example,
with the existing access control and management system for biometric access control
terminals, options for full support of Ethernet, Wiegand, RS interfaces are essential.
However, their installation will not lead to the need for significant modification or even
more elimination of the existing system. No less important is the ability of the biometric
system to combine centralized installation with mechanisms for distributed registration
of identifiers, when employees of territorially remote branches do not need to visit the
head office for this purpose, but it is possible to carry out this registration remotely. The
de facto standard is the integration of biometric technologies with such ”classic”
components of the IT environment as the 1C platform (for time tracking solutions) or
Microsoft Active Directory (for identification systems for users of corporate information
systems) [123]. Moreover, it is vital to ensure that the biometric system fully matches the
specifics of the business processes of the customer company. So, for a significant number
of time tracking solutions, compatibility with 1C is valid only within the framework of
the standard configurations of this platform. The efficiency of the biometric system will
increase if it can also support information exchange with 1C when changing the
mentioned configurations. The IT service, accounting and personnel department will be
relieved of the need to manually enter the biometric system of information about
employees already in 1C to display hours worked from the time tracking system.
7.2.2 Industrial operation stage
At this stage, the requirements for ensuring the continuity of the serviced business
processes, balancing the load during peak hours (beginning and end of the working day),
stable operation in case of external failures, and the ability of individual elements of the
system to function in an autonomous mode come to the fore [124].
No less important is the system’s scalability, which manifests itself in the absence of
restrictions on the number of users and in an uncritical change in the main parameters of
its functioning (for example, the time of user identification) with the growth of this
number. The functions of centralized management are becoming increasingly popular,
which in some cases are integrated into the general mechanisms of IT management. This
trend is most clearly manifested in the field of information security: the stand-alone
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interfaces for registering biometric identifiers have been replaced by additional tabs in
the Active Directory Users and Computers console, which is familiar to administrators
[123].
Another argument in favor of the effectiveness of the biometric system is its maximum
user-friendliness the presence of various ways of informing about the identification
results: using sound signals or voice messages, displaying the corresponding information
in Russian on display, color indication. In addition, the biometric system should include
self-protection elements - signaling in case of attempts to the unauthorized dismantling
of access control terminals and provide identification event logs with the ability to
customize the levels of detail of information and notify the administrator about
emergencies, etc. [124].

7.3 FACTORS AFFECTING
BIOMETRIC SYSTEMS

THE

EFFECTIVENESS

1.

Biometric identifier properties:

a.

immutability.

b.

informativeness.

c.

convenience of presentation.

d.

the maximum possible number of identifiers (per user).

2.

Identification algorithm:

a.

FAR / FRR indicators.

b.

high-speed performance.

c.

recognition support in” one-to-one” and “one-to-many” modes.

d.

volume of files with digital models of identifiers.

e.

computing resource requirements

3.

Hardware implementation of the algorithm:

a.

identifier processing speed.

b.

image quality of the identifier (if its graphic image is formed)
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c.

service life of the scanner.

d.

sensitivity to external conditions (illumination, etc.), interference, extraneous

influences (for example, static electricity), counterfeits.
4.

Software implementation of the algorithm:

a.

advanced business logic.

b.

manageability of the application, its ability to “customize” - fine tuning to the

needs of the customer.
c.

the possibility of vertical and horizontal scaling.

d.

hot spare and load balancing options.

e.

distributed and service-oriented architecture.

f.

friendly interface.

g.

effective interaction with other components of the IT environment: operating

system, DBMS, ERP and CRM systems.
5.

The IT environment in which the biometric system operates:

a.

characteristics of the corporate network.

b.

the use of modern IT solutions: Microsoft Active Directory, remote access

platforms (Citrix, etc.), the ratio of the number of “thin” and ”thick” clients.
c.

quality of communication channels.

6.

Organizational and personnel infrastructure of the enterprise:

a.

management hierarchy.

b.

the presence of geographically remote branches.

c.

the number of personnel and its composition: the presence of employees working

on a temporary basis, the conditions of part-time, etc.
7.

Social and economic environment:

a.

legal regulation of the use of biometric technologies.

b.

public perception of biometric technologies.
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c.

customer readiness to invest in high-tech products.

As already noted, the introduction of biometric technologies does not occur in an airless
space but the living ”organism” of the customer company. The state of labor discipline,
the psychological climate in the team, and changes in public opinion affect the efficiency
of biometric systems. Consequently, the transition to biometric technologies should be
accompanied by a whole range of informational and organizational-legal measures.
Explaining to staff how the biometric system works, and the benefits of automated time
tracking will help avoid the suspicion that many innovations often encounter, when
employees of one technical center found out. The need to implement organizational and
legal measures is due to the requirements of the Federal Law “On Personal Data” and bylaws to it. It is required to obtain the written consent of the subjects of personal biometric
data to process this information. Furthermore, the operator of the systems where the said
processing is carried out (represented by their operator - the administration of the
enterprise, etc.) is entrusted with the responsibility to protect personal data. Together with
information support, these measures contribute to improving the psychological
environment, adequate perception of the processes of transition to the use of the biometric
system [123].

8

CYBERSECURITY

Using computers, the Internet of Things (IoT), network, and data sharing in infrastructure
technologies significantly advance this sector. However, nothing comes without a price.
By using IoT and other smart technologies, infrastructure systems become vulnerable and
exposed to a risk of cyberattacks and electronic sabotage. These attacks can be for stealing
the data or changing the setting or even controlling the whole system.
The smart power grid infrastructure gives the ability to manage the power system in a
smart way, it includes a verity of energy measures and operations such as
•

Demand Response (DR): this technology provides monitoring and controlling the

system depending on the load and the power supply information in real-time, even
collecting the data of consumption and production of the electrical power over a year in
a way that allows expecting the behavior of the power grid and makes a balance between
the production and the consumption [125].
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•

Advanced Metering Infrastructure (AMI): This technology responsible for

improving the efficiency of electrical power meter and providing monitor and control
capabilities. This technology gives the grid operators the ability to disconnect the service
on customers remotely or add new control paths, which can affect the customer’s behavior
in a way that has not been experienced by grid operators [126].
New technology brings a new level of risk. Security is a challenge in the smart grid. AMI
network gives access to functions that control the whole grid, which may affect the
integrity of the system or the availability of data in case of unauthorized person can get
the right to access this network. This can have a significant risk on human safety and the
privacy of the consumer’s data. Therefore, protecting the system and mitigating the risk
of cyberattacks are vital in this technology [127].
Recently, the market penetration and cyber threat increased for criminal or cyberwarfare
reasons and attackers learning and developing malware, virus…etc., so should improve
and fix gaps for all types of infrastructure, for instance, smart meters can be hacked to
cut power bills as happened in Spain in 2014 or due to a Distributed Denial of Service
(DDoS) attack or malware infection, moreover this attacks maybe give the attackers
access on the communication and control on the system network causing damage or halt
on the energy production and effective on several systems, for instance, cyberattack on
the Ukrainian Power Grid on December 23, 2015 [128].
This chapter highlights the main security challenges, demonstrates how to protect, and
mitigate the risk of cyberattacks on smart grid systems, and investigates the cyberattack
on the Ukrainian power grid as an example of threatened.

8.1

POWER GRID

The classic power grid is facing a lack of robustness and flexibility to transfer electricity
between the Generating stations and customers with the one-way transmission; hence it
is not available to share information. In addition, the response to the disaster or problem
on the transmission network is slow and cannot self-restore the capability of energy [129].
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Figure 16: classic power grid with one direction connection [130]

On the other hand, the smart grid is an electrical grid integrated with various operational,
innovative measurement and communication technology that efficiently controls energy
production and electricity distribution.

Figure 17: smart power grade [131]

8.1.1 Architecture of smart grid
There are several architectures are being developed by stakeholder and international
companies. Therefore, the National Institute of Standard and Technology (NIST) and
smart grid interoperability panel (SGIP) created a standard policy, which any smart grid
framework should achieve. This international standard has many advantages. It
accelerates the time of development, guarantees more integration between equipment
from different companies, provides more benefits for the high-tech smart grid market and
ensures a high level of security [132].
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There are some Architectural Goals should any smart power grid achieve them [132]:
•

Options: The architectures framework should support a broad range of hi-

technology and flexible enough to work with legacy equipment and incorporate evolving
technology in a standard way that avoids additional capital investment.
•

Interoperability: Architectures should support standard interfaces with other

system and manual processes and work with third-party product and cybersecurity
infrastructure.
•

Upgradeability: Architectures should support the system’s ability to be enhanced

without any difficulties and remain operational during partial system upgrades.
•

Innovation: Architectures should enable and enhance innovation. This includes

the ability to accommodate innovation in regulations and policies; business processes and
procedures; information processing, technical communications, and integration of new
and innovative energy systems.
•

Scalability: Architectures should have architectural elements suit- able for the

applications built within them. The architectures must support the development of
massively scaled, well-managed, and secure systems with lifespans appropriate for the
type of system, which ranges from 5 to 30 years
•

Maintainability: Architectures should support the system’s ability to be safe,

securely, and reliably maintained throughout their life cycle.
•

Legacy: Architectures should support legacy system integration and migration.

•

Security:

Architectures

should

support

the

capability

to

resist

un-

vetted/unauthorized intrusion, access, or use of physical and cyber assets. This support
must satisfy all security requirements of the system components.
•

Flexibility: Architectures should allow an implementer to choose the type and

order of implementation. Flexibility also allows parts of implementation to deviate from
the original plan without incur- ring a penalty.
•

Governance: Architectures should promote a well-managed system of systems

that will be enabled through consistent policies over its continuing design and operation
for its entire life cycle.
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•

Affordability: Architectures should fundamentally enable capital savings as well

as life-cycle savings through standards-based operations and maintenance. They must
enable multi-vendor procurement of interoperable smart grid equipment through the
development of mature national and international markets.
8.1.2 Framework core
The core is a set of desired cybersecurity activities and outcomes organized into
categories and aligned to Informative References. The framework core is designed to be
intuitive and act as a translation layer to enable communication between multidisciplinary teams using simplistic and non-technical language. The core consists of three
parts: functions, categories, and subcategories. The core includes five high-level
functions: identify, protect, detect, respond, and recover. These five functions are not only
applicable to cybersecurity risk management but also to risk management at large [132].
8.1.3 Communication networks in smart grids
Figure 18 illustrates a standard communication network architecture of a smart grid, and
we can see how it physically separated between each section of the power grid, which
provides more secure communication [133].

Figure 18: the communication network on the smart grid [134]
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8.2

CYBERATTACKS

The traditional grid power is upgraded to a smart power grid depending on two-way
digital communication, which supports much other technology such as intelligent
monitoring and measurement, which provide more efficient power management and raise
the depending on renewable energy. However, the complex system comes with many
vulnerabilities in communication technology, software, and devices that work in a smart
power grid, so providing security for all components and communication line from
cyberattack or sudden malfunctions is not an easy task [135].
Hence, the smart power grid creates a new type of problems, some problem we cannot
well-understood and need to study the case and analyze the situation, potential
vulnerabilities, and then we solve it, also some problem we have a good background about
it, but it needs a com- plex solution. The security case one of the complex problems,
especially when related to the privacy data and information of a consumer, so we need to
develop legal and regulatory regimes that respect consumer privacy and promote
consumer access to his information by the third-party company [136].
In the next several years, the smart power grid security will face some problems in
securing processes, identifying the gaps in systems and organization tasks.
8.2.1 Smart grid cybersecurity challenges
•

This challenge can be summarized as follows [137]:

•

Lack of expertise and budget limits

•

A robust and resilient grid

•

Data protection and secure data handling

•

Raising awareness among manufacturers and operators

•

Technical challenges
•

proper integration of equipment and software in the system

•

unauthorized access to systems or devices

•

availability of traffic analyzers, communications monitoring, and application log
monitoring
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•

Incomplete or inexistent regulations

8.2.2 Common

vulnerabilities and risk factors in smart grid
communication networks
•

Vulnerable consumers: the intelligent devices of the smart power grids can handle

huge information and data of the customer and power demand then send this information
and data to the service provider by a bi-directional communication line. Therefore, protect
private consumer data and consumption habits is particularly necessary to prevent
unauthorized disclosure of information [138].
•

The massive number of devices: the massive number of devices lead the system

to several networks connect between them, which provide a communication line to
manage the demands and supply electricity with many features covered by the power grid.
There- fore, the system will be complicated to manage. On the other hand, the
vulnerabilities could result in intelligent devices or network being used as entry attack
points to the network [139].
•

Coexistence of legacy and new devices: Integration of smart grid technologies is

an immense challenge in developing and deploying smart grids, especially the
compatibility between them without malfunctions. This coexistence may result in
possible incompatibilities at physical and protocol levels vulnerabilities and threats due
to possible interdependencies between devices and networks [140].
•

Implicit trust M2M by default: Several devices in their Machine to Machine

(M2M) communications use an implicit trust. This is a critical weakness due to the
interdependency with the other machine led to the appearance of additional
vulnerabilities. If an attacker gains control of the other machine involved or pretends to
be it, he could send incorrect data to the first machine or receive confidential and private
data. Data Spoofing is a threat to Device-to-Device communication in control systems.
Even more, this implicit trust can be used by attackers to carry out Man-in-the-Middle
attacks, compromising the network interconnection between these devices and even the
rest of the network [138].
•

Commercial hardware and software: Commercial hardware and soft- ware usually

developed separately from the operator’s grid, creating a problem incompatibility
between different hardware and maybe cannot implement the security protocol or
communication. There- fore, using Commercial software and hardware creates
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vulnerabilities inherent, such as backdoor or sudden malfunction, which present serious
vulnerabilities for the system [141].
•

Communication protocols: Communications between devices in the smart grid

upgraded using wireless protocols, i.e., Bluetooth, Zig- Bee, Infrared, WiMAX, Wi-Fi,
LTE, UMTS or GPRS but also it is a source of vulnerabilities and well-known by
attackers [141].
•

Human factors: Even with the increasing sophistication of cyberattacks from

outside sources, human errors still cause the most significant proportion of data losses
and failures. The operators depend on software to protect data and information from
cyberattacks instead of humans because it is more secure and integrity. However, we can
avoid mistakes from human by training employees to receive and the security actions
taken by organizations, especially regarding the use of network communications and the
management and configuration of the smart grid assets to ensure that their
communications are done securely reliably [139].

8.3 CASE STUDY: THE ATTACK ON THE UKRAINIAN POWER
GRID
The cyberattacks in Ukraine are considered the first incidents to result in power outages.
It is important to study the effect of this attack on customers and the operators. However,
the operators rate these incidents as highly important because they can measure the
system’s reliability. Moreover, it is important to understand the vulnerabilities and
develop the defense system, which provides mitigation strategy concepts related to the
attack. This attack was demonstrated varying tactics and techniques to match the defenses
and environment of the three impacted targets [142].
The following list summarizes the technical components used by the attackers [128]:
•

Spear-phishing to access the business networks of the oblenergos

•

Identification of Black Energy 3 at each one of the impacted oblenergos

•

Theft of credentials from the business networks

•

Using virtual private networks (VPNs) to enter the ICS network

•

Using the existing remote access tools within the environment or issuing

commands from a remote station which is similar to an operator HMI.
•

Serial-to-ethernet communications devices impacted at a firmware level.
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•

Using a modified Kill Disk to delete the master boot record of impacted

organization systems.
•

Using UPS systems to affect connected load with a planned service outage

8.3.1 Opportunities
Additionally, the firewall allowed the attacker to remote admin out of the environment
by using a remote access capability native to the systems. In addition, according to media
reports, there did not appear to be any resident capability to monitor the ICS network
continually and search for abnormalities and threats through active defense measures, like
network security monitoring. These vulnerabilities would have provided the attacker with
the chance to persist within the environment for more than six months to do
reconnaissance on the environment and eventually execute the attack [143].

8.3.2 ICS Cyber kill chain mapping
•

Reconnaissance: It is the first stage for attackers before the targeting and final

attack plan, attackers leverage information from various sources and factors that help
them understand their target more, identifying vulnerable and insecure software. But there
are no reports of observed any suspicion of traffic in the network before targeting the
energy companies. However, the attack and targeting plan was highly coordinated, which
indicate there was Recon- naissance before the attack and analyses of the affected system
there was enabling the remote opening of breakers in several substations [128].
•

Weaponization: In the second step, Attackers break into the net- work, delivering

targeted malware to vulnerable systems and people, often without the user being aware
they are a target. In this attack, it does need to access specific infrastructure. Instead, the
at- tackers weaponized Microsoft Office documents (Excel and Word) by embedding
BlackEnergy3 within the documents [128].
•

Delivery, Exploit, and Install: Delivery, the malicious office document was sent

via emails to the individuals in companies. Exploit, when these documents were opened,
there was a popup display to the users to encourage them for enabling macro document.
Install, this malicious macro document allows the macro-office to install malicious
program BlackEnergy3 on the victim system [128].
•

After the malware install, the BlackEnergy3 malware connected with the IP

command and control system to enable communication between adversary and affected
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systems. Then the attackers harvest credentials, escalate privileges, and move laterally
throughout the environment (e.g., target directory service infrastructure to manipulate and
control the authorization and authentication system directly). At this point, the attackers
completed all the necessary actions to establish persistent access to the targets. With this
information, the adversaries would identify VPN connections and avenues from the
business network into the ICS network. Using native commands and connections allows
the adversaries to discover the remainder of the systems and extract the data necessary to
formulate a plan [128].
•

Using the stolen credentials, the adversary could pivot into the network segments

where SCADA dispatch workstations and servers existed. Upon entry into the network,
the actions of the adversaries were consistent in theme but different in technical minutia.
Then the attackers discovered a network connected to a UPS and reconfigured it. The
attackers would have needed to conduct some network reconnaissance against these
systems and then find specific targets to execute their coordinated attack [128].
•

The available information indicates that the malicious firmware was consistent

amongst devices and uploaded within short time between each other to multiple sites,
which means the malicious uploads of firmware were probably developed before the
attack for quick and predictable execution [128].
•

During the ICS Attack Stage, the adversaries used native software to deliver

themselves into the environment for direct interaction with the ICS components. They
achieved this using existing remote administration tools on the operator workstations. The
threat actors also continued to use VPN access into the IT environment [128].
•

During this same time, the attackers leveraged a remote telephonic denial of

service on the energy company’s call center with thousands of calls to ensure that
impacted customers could not report outages [128][144].

8.4

PROTECT AND RECOMMENDATION

The emerging cyber threats targeting electricity systems highlight the need to integrate
advanced security to protect critical assets without impacting operations. So, should take
steps for protecting cybersecurity:
1) Foster awareness-raising and training initiatives for staff: Initial recommendations
would point to end-user awareness training and ongoing phishing testing. Specific
training initiatives should also be created for manufacturers on how to build secure
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devices and applications, for grid operators on the threats and risks affecting the
resiliency and security of the grid, and for services providers and end consumers on
fraud prevention, privacy, etc. [145][140]. As the social engineering components of
attacks, targeted email, and internet accessible cyber assets. Therefore, these areas
should be considered untrusted, and the communication with these areas should be
controlled, segmented, and monitored [145].
2) Improve the regulatory and policy framework: Policies and regulations should at least
look for [145]:
a.

considering privacy and cybersecurity as two intrinsically interdependent

topics.
b.

defining security measures to be considered in current smart grid

deployments (e.g., smart meter rollouts)
c.

demanding grid operators for mandatory risk assessments

d.

demanding manufacturers, integrators, services providers, and grid

operators to comply with specific security certifications.
e.

establishing regulatory pressures (e.g., fines) for not complying with

companies
f.

making public the compliance results.

g.

demanding operators to report on cybersecurity related incidents to a

national or supranational entity.
3) Foster the creation of a Public-Private Partnership (PPP) entity to coordinate smart
grid cybersecurity initiatives [128] .
4) Develop a minimum set of reference standards and guidelines [145][140].
5) Promote the development of security certification schemes for products and
organizational security [128].
6) Foster the creation of testbeds and security assessments [140].
7) Foster research in smart grid cybersecurity leveraging existing research programmes
[145].
8) Using the YARA tool and antimalware can search, detect, and re- move the malware
from the infected systems [128].
9) Monitor the users’ behavior on network and communication, through- out the
environment and should be focused on the directory (e.g., Active Directory, Domain,
eDirectory, and LDAP) [128] [140]
10) Disable remote management of field devices when they are not re- quired [128].
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9.

THE RESEARCH PROCEDURE

Two surveys were carried out. The first targeted travelers and concerned their personal
experience with biometric verification systems, while the other targeted airport workers
and supervisors of these systems to know the efficiency, quality, and cost of biometric
systems.

9.1.

FIRST QUESTIONNAIRE

The aim of this questionnaire is to collect information about how people think about the
biometric system, what experience they have and how much information they know about
this technology, and how they look to the increase of using a biometric system especially
facial recognition in verification the individual’s ID.
This questionnaire is a self-administrated questionnaire with close- end questions. Google
form was used to induct this questionnaire. No similar survey was found in the field that
can be adapted, so an original survey was constructed to address the research questions
depending on the literature review as a basis. After collecting the whole needed responses,
a statistician reviewed was done on the survey in or- der to ensure questions would collect
the data necessary to answer the research questions. Sixty-two participants completed the
questionnaire. The questions in this questionnaire are divided into two groups. The first
group includes four demography questions to define age, nationality, gender, and
education level. The second group includes seven questions related to the research topic.
Figure 19 depicts the demographic information of the participants which includes the
participants’ age, gender, education level, and nationality.
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The nationality of the participants

Figure19. Demographic information of participants (author own edit)

9.2. RESULTS
The participants in this questionnaire from both gender though the number of male
participants is greater and constitutes 79% of the total number of participants. In
comparison, the female participants constitute the fifth of the whole participants. The age
of the participants ranges between under 25 and older than 35; the most important age
group is between 25 and 35 years old and constitutes about 60% of the whole participants.
Most of the participants have a diploma degree (74.2%), and they came from different
countries (8 countries). However, about the third of participants are from Jordan,
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Figure 20: Type of the biometric system installed (author own edit)

Figure 21. The purpose of the installed biometric system (author own edit)

Figure 22: Years of the system has been used at each participant’ organization (author own edit)
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Figure 23: The expectation of participates about the growth of the biometric system at their organization
and how long it could take (author own edit)

Figure 24: The opinion of participates about using facial recognition in aviation environment and airport
for security purpose (author own edit)

Figure 25: The opinion of participates about the most trust technology to scan their IDs (author own edit)
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Figure 26: The knowledge of participates about biometric technology (author own edit)

Figure 27: The trust in biometric technology to increase the safety and security in aviation environment at
airport (author own edit)

Figure 28: The opinion of the participants whether they agree or not to install biometric systems in at all
departments of airport (author own edit)
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As we can see in the figure 20, the fingerprint is the most used technology in most
organizations with 66.1%, while the second recognition is iris recognition with 14.5%.
Hand geometry comes in the third place with 12.9%. The face recognition is the fifth
recognition, that means it is still not widely used till now.
The figure 21 depicts the purpose of the use of the biometric systems. For most
participants (51.6%) the system is used to the employees and register the attendance time
or for payroll calculation and check in - checkout. While the logical access control/
computer access control is the minimum used purpose with 17.7% from figure 22, it can
be realized that most of the organizations (38.7%) have been adapting for more than five
years. Only 4.8% have installed a biometric system recently, less than a year. Figure 23
gives a good view about the using of biometric technology in the future. It seems that
using of biometric system are growing fast, as 79% of the participants think that the use
of biometric system in their organization will grow and be used for wider purpose and in
different departments.

In figure 24, about 66.1% agreed with establishing face

recognition in aviation and airports for monitoring criminals, while 8.1% don’t agree.
While in 25, it can be noticed that fingerprint and iris are the most trusted systems by the
participants to scan the ID. Figure 26 gives a good sight about how people familiar with
biometric systems, as the majority of the participants have a general idea about the
biometric and its usage. From figure 27, and 28, it is noticed that all the participants have
trust in biometric systems for increasing the safety and security in airports. and the
majority would prefer to install biometric system in other department at airports.

9.3.

DISCUSSION

Most of the participants are young, under 35, which gives them the chance to witness
more development and growth in using biometric systems, and that is why the participants
appeared to be more supportive of increasing using this technology in their organizations
and showed their trust in it to increase the safety especially at important places like
airports. However, the knowledge of the participants about biometric systems is not
enough. For many participants, using a biometric system, especially for ID checking, is
not new; most of them used it for more than five years. The most common type of
biometric system that the participants use is the fingerprint, and that is expected due to
the cost of this system, which is considered cheap comparing with another biometric
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system. In addition, fingerprint recognition is easy to use. These reasons helped this
technology to be adopted by many organizations. On the other hand, iris recognition is
another popular system used to verify the individual’s ID. Iris scanning gives a high level
of security, but that is not without a price. The system is considered slow. However, the
system is developed in a way that can read a person’s iris from a relatively short distance.

9.4.

SECOND QUESTIONNAIRE

The aim of this questionnaire is to collect information about the biometric systems which
are used in some airport in around the world. The efficiency of these installed systems
and the economic cost of them. This questionnaire is a self-administrated questionnaire
with close- end questions. Google form was used to induct this questionnaire. No similar
survey was found in the field that can be adapted, so an original survey was constructed
to address the research questions depending on the literature review as a basis. After
collecting the whole needed responses, a statistician reviewed was done on the survey in
order to ensure questions would collect the data necessary to answer the research
questions. seventy participants completed the questionnaire. The questions in this
questionnaire are in one group. There are no demography questions as they are not related
in this kind of surveys.

9.5 RESULTS
Table 2: The economic cost of each biometric system (author own edit)

The name of the used biometric
system
Gate

The economic
cost
Medium
High
Low
Medium
High
Low
Medium
High
Medium
Medium
High
Medium
Low
Medium
High
Low
Medium

Facial Recognition
Fingerprint
Iris Recognition
Keystroke Dynamics
Retina Scan
Voice Recognition
digital signatures
Totals responses
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response
1
1
1
9
5
5
23
6
7
3
1
1
1
1
2
2
1
70

Table 3: Number of biometric systems are used versus the economic cost (author own edit)

Number of biometric systems are
used:

The economic cost Response
High
Low
Medium
High
Medium
High
Low
Medium
Medium
High
Low
Medium

1
2
3
5
More than 3.

3
2
7
2
10
5
4
7
6
5
2
17
70

Totals responses

Table 4: The security of the used system (author own edit)

The name of the used biometric
system
Gate

Security
High
High

Facial Recognition
Moderate
High
Fingerprint
Moderate
Poor
High
Iris Recognition
Moderate
Keystroke dynamics
Retina Scan

High
High
Moderate

Voice Recognition

High
High

digital signatures

Moderate
Poor

Totals responses
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Response
s
5
3
4
5
3
4
5
2
3
4
5
2
3
4
5
1
3
4
5
3
4
5
1
4
5
2
3
5
4
3
4
1

Totals
1
1
2
3
2
2
1
2
2
4
13
2
1
3
5
1
2
1
6
1
2
1
1
2
1
1
1
1
2
1
1
1
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Table 5: The used biometric system and future expectation (author own edit)

The name of the used biometric Future expectation
system
new technologies may
Gate
replace this system
depends on the application
and the aviation facility
new technologies may re
place this system
Facial Recognition
should be developed and
implemented
depends on the application
and the aviation facility
new technologies may
replace this system
Fingerprint
should be developed and
implemented
depends on the application
and the aviation facility
new technologies may
replace this system
Iris Recognition
should be developed and
implemented
depends on the application
and the aviation facility
new technologies may
replace this system
Keystroke Dynamics
should be developed and
implemented
new technologies may replace this system
Retina Scan
should be developed and
implemented
new technologies may
replace this system
Voice Recognition
should be developed and
implemented
depends on the application
and the aviation facility
new technologies may
replace this system
digital signatures
should be developed and
implemented
Totals responses
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Respons
es
1
5
4
3
14
13
6
5
2
6
1
1
1
1
1
1
1
1
3
1
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Figure 29: The user satisfaction (author own edit)

Figure 30: The degree of difficulty to install this system
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Figure 31: The Usability of the biometric system

Figure 32: The Reliability and accuracy of the biometric system

Figure 33: Return on investment (ROI)
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9.6 DISCUSSION
The questionnaire is aiming to employees who work directly with biometric systems in
airports. It’s obvious that the fingerprint method is the most used among the other
methods, after comes the iris followed with the facial recognition. It’s noticed that the
main three most used methods are also advanced in many terms that specify the biometric
system. Security and method efficiency are the two significant factors, the record of
responses over those factors are quite high. In other word, fingerprint, iris, and facial
recognition is still the most trusted methods in the aviation industry. However, I asked
what the future expectation about each biometric method and whether it should be
installed, developed, or totally replaced. Many participants believe that especially the
fingerprint, facial recognition methods may either developed or replaced by new
technology, but this is depending also on the aviation application and facility. Iris
according to the results has more positive impression in terms of implementation.
Economic-friendly systems as obtained are also the fingerprint and facial recognition.
Although the iris is highly efficient and accurate but has a high to medium cost as
recorded. Participant having experience in Keystroke Dynamics agreed that it has not
have high cost, so economically has been reasonable. Also, from the results I can conclude
that the number of systems used is not exactly rational with the economic cost. In other
word, we can use more than three methods in one biometric systems and economical scale
will stay at the medium level.

10. CONCLUSIONS
The need for security is something that nowadays matters to all of us in the different fields
and environments in which we are involved daily. This is possible thanks to the use of a
biometric identifier for each passenger whose information is stored in a private and secure
database and that will allow them to access all airport services and even pay in the stores
attached automatically. By digitizing this kind of information, trends and behaviors of
users can be analyzed to improve their future experience.
Airport operators and airlines are adding biometrics to boarding passes or frequent-flier
cards to improve security or streamline the traveling process. Most countries are starting
to include biometric data (usually digital photographs and fingerprints) in passports and
identity cards. It’s likely that, soon, every traveler will encounter biometric systems at
86

every stage of travel. If this happens, such systems must not only support their stated
security aims, but travelers must be able to interact with them and find the user experience
acceptable.
On the other hand, the biometric technologies and information systems that they
implement have already reached a level of efficiency that allows them to be widely used
and to solve a variety of business problems. It is advisable to use biometric systems both
in the back office of the company (administrating the rights of users of information
systems, recording working hours, access control), and when serving customers and
visitors (escorting passengers, identifying users of payment terminals, etc.).
Given the advantages that distinguish biometrics from other information technologies for
identification, the use of biometrics systems has become vital, especially given the growth
and diversity of new threats and security challenges.
An assessment of the effectiveness of biometric systems should be carried out at all stages
of the system life cycle, and the transition to the use of biometric technologies should be
accompanied by a set of regulatory, legal and information support measures.
Increasing the efficiency of biometric systems is facilitated by their maximum integration
into the already existing management and IT infrastructure of the enterprise. This
integration creates a synergistic effect and positively affects the key performance
indicators of the company, which all information technologies, including biometric ones,
should serve. Between the different biometric systems, iris scanning, and fingerprint
recognition are the most common forms of biometric security. However, facial
recognition and (finger and palm) vein pattern recognition is also gaining in popularity.
The results of the second questionnaire express the engagement of variant biometric
methods in our daily security applications. Also, it delivers us significant compression
between the most used methods and specify each method according to different scales.
As a result, still the Fingerprint, iris and facial recognition are the most sensible methods
to use in the reasonable cost, high efficiency, and security applications.
The concept of the smart city is still developing. The need for a secure way to identify the
individual is vital to protecting the user’s information and personalizing his experience.
Biometric, in this context, gives the solution. The smart city’s inhabitants’ biometrics
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identity guarantees a relabel and secure way to share information and prevent fraud or
malicious attacks.
As it is seen in the first questionnaire, biometric technology has gained the trust of people
because it helps in keeping security and increases the feelings of safe between people.
However, the knowledge of people about this technology is not enough, so one thing that
should be focused on is to enhance the understanding of people about this technology in
a way that can make it more popular. While biometric security is a growing industry, it is
not at all a new science, and it is familiar to a big percentage of the participants.

11. IMPORTANCE OF THE STUDY
Provided that biometrics is a potent tool for reliable automatic identity verification.
Security and efficiency evaluation is a crucial issue for accepting any biometric-based
technology among the aviation industry. The proposed project focused on the feasibility
and user-satisfaction assessment of biometric systems and the proposal of new and
general bio- metric aspects in terms of risk management and cyber-security. The research
will carry out in this area and has been mainly motivated by observations from previous
studies and references. The analytic results gained during this dissertation illustrate the
importance of such research, while going through the surveys, I propose that more
connection between the end-user and the biometric systems designing engineers must be
developed. Therefore, such comprehensive study about is mandatory to understand better
the relationship between the end-user and the system itself. Moreover, adopting ideal
biometric system which meets security, efficiency, economic and all other parameters is
still elusive goal even in most advanced airport in the globe.

12. NEW SCIENTIFIC CONTRIBUTIONS
This research is composed of three elements which together contribute to scientific
knowledge. They are described as follows:
1)

Theoretical Framework: The theoretical framework has narrowed the scope of the

research and helped to enhance the existing knowledge about biometrics, the use of
biometrics in aviation, in addition to defining the concept of the smart city and the role of
biometrics in the smart city. It also gave insight into the importance of cyber-security.
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This theoretical framework consists of a comprehensive literature review of relevant
scientific documents for understanding biometric technology and its use in aviation. It
served as the basis for formulating hypotheses regarding the use of biometrics in aviation
in general and at airports.
2)

Experimental Procedure: The experimental procedure was performed to modify

or test hypotheses. It consisted of two surveys:
a)

The first questionnaire collected from the user about their individual experience

when they used the biometric systems at the airport, and how it could be described. The
aim of this questionnaire was to study the opinions and perceptions of passengers towards
the use and implementation of biometric systems at the airport. This survey helped study
the customer’s background and knowledge about the biometric system and determine the
preferred system based on the customer’s opinion.
b)

The second questionnaire collected information about the biometric systems used

at the airports, and this information was provided by employees working at airports in
many different countries. This survey gives insight into the efficiency and economic cost
of these proven systems.
3)

Discuss the results: In this part of the research, the statistical analyzes performed

on the acquired data set described in the Experimental Procedures section are explained
in order to validate or reject the hypotheses proposed in the first section. Accordingly,
based on the theoretical framework and the results of statistical analysis, the formulated
hypotheses were accepted. Hypotheses have proven that the use of biometric systems in
aviation not only enhances security at airports but are also customer-friendly systems.
Moreover, the study shows that the economic cost of this technology for installation and
maintenance is usually not high. Therefore, biometric systems are increasingly used all
over the world and in many sectors.

13. FURTHER RESEARCH, RECOMMENDATIONS,
LIMITATIONS
In order to gain a full understanding of the role of biometric systems

in the aviation

industry, it is necessary to research aspects such as the algorithms that this technology
uses to identify an individual by their anatomical or behavioral traits. What are the
limitations, and how they can be improved? Furthermore, research that analyzes how
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airlines can work alongside airport management to implement and use biometric systems
in a way that increases the efficiency of these systems and provides a better customer
experience, is vital to be carried out.
The two questionnaires conducted in this research focus on the use of biometric systems
in airports. Data were collected from passengers and employees. However, as it can be
seen in this data, most airports use multi-biometric systems, so it is also necessary to
research how these multi-biometric systems work and compare them to traditional
biometric systems.
More research including the importance of biometric systems at airports especially during
epidemics such as COVID-19 is needed to get a general idea of how biometric systems
can help during these situations, and to examine ways in which biometric systems can be
used to reduce the impact of such situations on the aviation industry
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APPENDICES
Appendix I: First questionnaire
A.1 Demographic question
1. The gender
(a) Male
(b) Female
2. The age
(a) Under 25
(b) 25-30
(c) 31-35
(d) above 35
3. The education level
(a) Undergraduate
(b) Diploma degree
(c) Doctorate
4. Nationality
(a) Brazil
(b) Libya
(c) Kuwait
(d) Morocco
(e) Turkey
(f) Saudi
(g) Hungary
(h) Jordan
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A.2 The research questions
1. Type of the biometric system installed
(a) Palm-vein/ vascular pattern
(b) Fingerprint
(c) Hand geometry scan
(d) Face scan
(e) Voice recognition
(f) Key stroke analysis
(g) Retina scan
(h) Chip card
(i) Access card
(j) No punches
(k) Ordinary keys
(l) Chip recognition
(m) magnetic swipe card
2. The purpose of the installed biometric system
(a) Physical access control
(b) Logical access control/ Computer access
(c) Time and attendance/ payroll calculation
(d) Identity checking/ verification
(e) Check-in and check-out
3. Years of the system has been used at each the organization
(a) Less than one year
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(b) 1-2
(c) 2-3
(d) 3-4
(e) 4-5
(f) More than 5 years
4. The expectation about the growth of the biometric system at the organization and
how long it could take
(a) No
(b) Yes
(c) Yes, but it needs more than 5 years
5. The opinion about using facial recognition in aviation environment and airport
for security purpose
(a) Agree
(b) Yes, in some places
(c) Disagree
6. The most trust technology to scan the IDs
(a) Voice scan
(b) RFID
(c) Password
(d) Face scan
(e) Iris scan
(f) Fingerprint
7. The knowledge about biometric technology
(a) No idea
(b) Updated with the last research
109

(c) General idea
8. The trust in biometric technology to increase the safety and security in aviation
environment at airport
(a) Agree
(b) Strongly agree
(c) Disagree
9. Install biometric systems in at all departments of airports
(a) No
(b) Yes
Appendix II: Second questionnaire
1. Number of biometric systems are used
(a) 1
(b) 2
(c) 3
(d) more than 3
2. The name of the used biometric system
(a) Fingerprint
(b) Facial Recognition
(c) Voice Recognition
(d) Iris Recognition
(e) digital signatures
(f) Keystroke Dynamics
(g) Retina Scan
3. The degree of difficulty to install this system.
(a) Easy to install
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(b) Difficult
(c) Very complicated
4. Usability
(a) Easy to use
(b) Difficult
(c) Complicated
5. Security
(a) Poor
(b) Moderate
(c) High
6. Reliability and accuracy
(a) Low
(b) Moderate
(c) High
7. The economic cost
(a) Low
(b) medium
(c) High
8. Return on investment
(a) unprofitable
(b) low profit
(c) high profit
9. The user satisfaction
(a) Very dissatisfied
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(b) Somewhat dissatisfied
(c) Neither satisfied nor dissatisfied
(d) Somewhat satisfied
(e) Very satisfied
10. Future expectation
(a) should be developed and implemented
(b) depends on the application and the aviation facility
(c) new technologies may replace this system
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