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1. INTRODUCTION

Nations spend massively on security, throughout history many of the huge projects were for security

purposes. The Great Wall of China, the Manhattan Project, the Atlantic Wall, the F-35 Strike Fighter,

and even the Apollo Project are all expensive projects done by nations to reduce the risk of

ultimately losing a war. When nations feel threatened, they will gather all resources and even borrow

as much as they can just to survive. The Greek philosopher Plato argued that war is an inevitable

feature of human coexistence and that it is more common than peace, this argument continues to be

shown in our history as pointed out by Chris Hedges “If war is defined as an active conflict that has

claimed more than 1,000 lives, then of the past 3,400 years, humans have been entirely at peace for

268 of them, or just 8% of recorded history.”.

Fortunately, humanity has come a long way to the peace & prosperity era, as we see people from all

kinds of backgrounds coming to a common understanding, international, interfaith, and interracial,

families are becoming the norm, and communication of all humans is the easiest in all history, makes

me confident that the paradigm have been shifted towards the era of a common voluntarily evolving

civilization.

The need for reliable security solutions in facilities with sensitive perimeters, such as critical

infrastructures, residential compounds, and international borders, has prompted a search for

innovative solutions that can cover more areas while being affordable. Traditional security systems

face challenges in terms of efficiency, reliability, and cost-effectiveness when dealing with large

dimensions, which is cost-prohibitive. This PhD thesis aims to explore the application of Unmanned

Aerial Vehicles (UAVs) in addressing the security concerns associated with extensive outdoor

perimeters and develop a methodology that maximizes UAV advantages. The research plan focuses

on designing a comprehensive UAV system that enhances efficiency, reliability, and

cost-effectiveness, with a specific emphasis on image processing. The proposed UAV system

combines modern methods and principles to achieve the primary goal of reconnaissance, providing

real-time information and periodic surveillance data, and optimizing the 5Ds – Demarcation,

Deterrence, Detection, Delay, and Defeat of intruders.

11



1.1. Background

The rise of security concerns to protect the outdoor perimeters of large facilities requires a complex

and dynamic solution for the challenge, in terms of detection and identification and response time.

Facilities encompassing critical infrastructures, residential compounds, and international borders

demand a security paradigm that transcends the limitations of conventional systems that depend on

manpower. The advancement of data collection, storing, and processing attracts researchers to try to

implement it so as to cover the size of the perimeter surveillance and to countermeasures against

potential threats. Deterrence and prevention are the first steps to tackling security concerns,

conventional security systems together with cutting-edge technology, could overcome the inherent

limitations both in the area size and quality of security, reliability, and cost-effectiveness, necessitating

a transformative approach that is flexible and scalable to address the evolving security landscape

where affordable surveillance can be expanded, but the time consuming image analysis gets

automated.

1.2. Rationale for UAV Systems

Amidst the challenges posed by large perimeter security, Unmanned Aerial Vehicles (UAVs) present

themselves as a promising solution that could provide continuous covering. These autonomous

flying platforms have evolved beyond their military origins and now offer versatile applications in

civilian contexts. The compelling rationale for integrating UAV systems lies in their potential to

improve security operations in terms of endurance and cost per kilometer, providing an adaptable

solution. By mitigating the inefficiencies of conventional systems of fixed sensors and manned

flights, UAVs offer a pathway towards enhancing efficiency, reliability, and a more cost-effective

security framework.
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1.3. Research Objectives and Scope

This Ph.D. thesis aims to contribute to the field of perimeter security technology by investigating the

conceptualization and implementation of a UAV system tailored for large perimeter facilities where

one set of sensors can fly periodically to collect data along the targeted area. The research objectives

are to design a UAV system using modern methods and principles. The envisioned system targets

the fundamental goal of surveillance, providing information crucial for securing extensive perimeters

and optimizing the 5Ds of security – Demarcation, Deterrence, Detection, Delay, and Defeat.

1.4. Hypotheses

Hypothesis 1: Utilizing UAVs equipped with advanced sensors and processors can enhance the

surveillance of lengthy perimeters, supporting their ongoing use in border security from a

cost-benefit perspective.

Hypothesis 2: The cyber-physical security of a perimeter surveillance UAV system can be managed

to achieve a predefined level of security, ensuring resilience against potential threats.

Hypothesis 3: Machine vision can be applied for clues detection, to aid in automating the process

of sign-cutting in perimeter surveillance imagery data.

Hypothesis 4: Perimeter surveillance UAVs can operate autonomously, and detect the majority of

sign-cutting clues of intrusion using electro-optical imaging systems.

1.5. Overview

In this research, we have identified the potential threat spaces and proposed a UAV system to collect

data periodically (e.g. one sortie a day), and designed for the minimum viable requirements of

cyber-physical security measures, sensors, and data processing algorithm using tools such as image

registration to electronically filter out extra data. This proposal is expected to minimize the number

of surveillance sorties as it succeeds in detecting intrusions clues and reduce the manpower needed

for image analysis by computerizing the process; it also reduces the data storage to a fraction of the
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size that has been collected. Although UAV have been used for border surveillance for decades,

confidentiality and privacy issues have limited the publication of its operational data, stopping a

sizable number of practical results from being researched, another challenge is to find the

interoperability relation between sensors to identify which combination of sensor has the highest

probability in detecting certain clues that ultimately improve to the system efficiency, and the

successful handling of the collected data.

We have investigated how a well-designed UAV surveillance system, with advanced sensors, could

enhance current perimeter security measures, how periodic surveillance for large premieres length

could substantially reduce the cost, also how the data collected from a periodic surveillance could be

as valuable as other means of surveillance from a cost/value ratio pointview. This thesis is organized

into four main chapters, each contributing to a holistic understanding of the application of UAVs in

large perimeter security. Chapter 2 offers a literature review providing insights into the existing body

of knowledge and identifying research gaps. Chapter 3 delves into the conceptual design of

cyber-physical security of the system, Chapter 4 discusses the usefulness of sign-cutting and image

registration technology, and Chapter 5 is a case study of the proposed design for the Jordanian

border.
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2. LITERATURE REVIEW

Currently, the security concerns about protecting perimeters of large facilities have encouraged many

scholars to tackle the topic from different points of view [1]. Critical infrastructures, residential

compounds, and international borders demand a security system that applies multi-discipline

research and has maximum preventive feedback. In this chapter, I summarize the state of art

contribution by reviewing the most relevant scientific literature.

The adoption of a total mostly automated border surveillance strategy yields multifaceted benefits by

deterring potential intruders [2]. Enhanced situational awareness allows for proactive responses to

potential threats, preventing illicit activities and safeguarding human and economic interests.

Moreover, the systematic collection of data facilitates evidence-based policymaking. Many

policymakers are pushing for accomplishing more surveillance on the borders [3], resource

allocation, and the continuous improvement of surveillance methodologies for the future humanity

dreamed of for safety, prosperity, and happiness [4]. Smart border surveillance represents a holistic

and forward-looking approach to securing critical frontiers. By embracing advanced technologies,

fostering collaboration such as UAVs, and leveraging intelligence, countries can fortify their borders

against a spectrum of threats [5]. As the global landscape continues to evolve, the imperative for

smart border surveillance remains crucial in safeguarding the integrity and security of critical

infrastructures. In Europe, The Eurosur is designed to work as a system through which a gathering

of surveillance data from diverse units and technologies into a single center and producing

situational pictures of the borders [6] & [7]. It is used in “monitoring, detection, identification,

tracking, prevention, and interception of unauthorized border crossings” [8].

In an attempt to include the public communities to participate in the effort some projects started

connecting the security sensors to public access, “Blue-servosm deployed the virtual community

watch, an innovative real-time surveillance program designed to empower the public to proactively

participate in fighting border crime [9].

The blue-servosm virtual community watch is a free service consisting of a network of cameras and

sensors along the Texas-Mexico border. This network feeds live streaming video free of charge to

the user's computer, which they can access by creating a free account at www.blueservo.net. users
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will log in to the Blue-servosm website and directly monitor suspicious criminal activity along the

border via this virtual fence-sm [10].

Citizens can sign up as virtual Texas deputies-sm to participate in border surveillance through this

social network. virtual texas deputies-sm from around the country will monitor the streaming video

from these cameras 24/7 and report any suspicious activities directly to the border sheriffs via email.

all emails regarding suspicious activity will be submitted anonymously” [11].

To ensure higher security measures, border protection agents usually utilize multiple advanced

technologies such as Biometrics sensors, thermal imaging, fixed on the ground unattended, UAV

systems, radiation detectors, surveillance devices, radiation isotope identification devices, vehicle and

cargo inspection systems, integrated fixed surveillance towers, X-ray and Z backscatter technology

that produces photo-like images help revealing most organic threats and contraband for detecting

drugs, currency, explosives, and plastic weapons [12].

Figure 1. illustrates some of the technologies used for border protection, these technologies are

usually focused on higher-risk areas and near the populated regions, for remote areas periodic

surveillance patrols are chosen for affordability, sign-cutting and tracking, UAV over-flights, and

partnership with communities are examples of programs and techniques that might be chosen for

certain areas [12]. UAV for border surveillance was used in drug smuggling operations at the United

States-Mexico border in Texas by the Marines piloting it for weeks in February 1990. The operation

originally intended to counter drug smuggling has led to the detecting of hundreds of illegal

crossings and apprehensions [13]. UAV have been used for different types of transnational criminal

activities, including drug trafficker’s use for transporting it over security regions, weaponized UAVs

have also been reported, in the years 2012, 2013, and 2014, around 150 criminal drone incursions

were documented by the U.S. Drug Enforcement Administration [14].
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Figure 1. Illustration of border protection technologies (Source: [12])

2.1. Transnational Crime

To minimize the losses caused by infringement on perimeters we need a standardized measurement

that can be used to evaluate solutions, while any life loss is a priceless tragedy, and any inconvenience

is a resounding defeat, estimating the losses in financial terms is still practiced for the practicality of

research. in [15] they have reported that “Transnational crime will continue to grow until the

paradigm of high profits and low risks is challenged. This report calls on governments, experts, the

private sector, and civil society groups to seek to address the global shadow financial system by

promoting greater financial transparency”, Table 1. shows the estimated annual value of different

transnational crimes.
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Table 1. The estimated annual value of different transnational crimes (Source: [15])

On the other side the cost of security measures starting with human power, not only the salaries but

the risk and the emotional cost are staggering, according to [16], the cost of stress, anxiety,

depression, and related psychological and physical ramifications cost $125-$190 billion a year in the

U.S. those emotional costs are highest among the employees of the security sector.

The cost of perimeter security constitutes a significant aspect of any comprehensive security strategy,

and preventive measures to encompass various elements essential for safeguarding physical

boundaries. Investments per kilometer can vary significantly based on numerous factors such as the

type of technology deployed, geographical terrain, existing infrastructure, and specific security

requirements, therefore, flexibility of the system design is required. Generally, estimates suggest a

wide range, from tens of thousands to millions of dollars per kilometer, depending on the

complexity and sophistication of the surveillance system. [17] explores “how bordering practices

between states resonate with bordering practices between the human and non-human” which

requires the system to define what it tries to detect when it comes to non-human beings, as well as

objects.

Basic measures like fencing and low-tech surveillance may fall on the lower end of the spectrum [18],

while advanced technologies such as high-tech sensors, UAVs, and integrated monitoring systems
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could escalate costs significantly. Additionally, factors like accessibility, environmental conditions,

and the need for ongoing maintenance can contribute to the overall expenses. The common

denominator to reduce the cost is computerization as the computing power continuously increases

functionality and reduces resources needed. [19] have quoted a statement about a “recent legislative

proposals would have mandated that the US Border Patrol accomplish 100% ‘‘persistent

surveillance’’ and an ‘‘effectiveness rate’’ of 90% (to be calculated by dividing the total number of

unauthorized incursions detected in a given area by the total number of apprehensions or ‘‘turn

backs’’) along all US land borders”.

It's important to note that the cost of border surveillance is a complex and multifaceted

consideration, and precise figures can vary based on the unique circumstances of each border and

the goals of the surveillance strategy implemented by the relevant decisions where even modernizing

the legacy fence in the U.S. is cost-prohibitive at an average of $̈́5.494 million per mile [20].

surveillance cameras, access control systems, and personnel contribute to the overall expenditure

[21]. The choice of technology and materials plays a pivotal role in determining costs, with advanced

systems often requiring substantial upfront investments but offering long-term benefits in terms of

effectiveness and reduced maintenance [22]. Additionally, ongoing expenses associated with

monitoring and maintenance contribute to the total cost of perimeter security, UAV produces an

assortment of inextricable costs [23], and the news of any failure in a security system creates a wave

of negative consequences around the globe [24]. decision-makers must weigh the financial outlay

against the potential risks and consequences of security breaches, as many breaches are an indirect

result of failing to stop previous ones. recognizing that a well-implemented perimeter security system

is an essential investment in protecting assets, personnel, and sensitive information [25]. As

technology evolves, there is a growing emphasis on integrating cost-effective, scalable solutions that

balance security needs with budget constraints [26], making it crucial for decision-makers to carefully

assess and prioritize their security requirements. Some technologies could have spin-off benefits

such as using UAVs could reduce the inspection cost of energy infrastructures by half according to

[27].
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2.2. Qualitative Scale

While it is handy to use estimated cost/benefits numbers, the complexity of calculating the cost of a

security technology stems from a multitude of factors that extend beyond the initial purchase price

[28]. First and foremost, there is the consideration of installation and integration expenses, which

involve deploying the technology within existing infrastructures and ensuring seamless compatibility

with other security measures. Ongoing operational costs, such as maintenance, updates, and

personnel training, also contribute significantly to the total expenditure [29] & [30]. Moreover, the

dynamic nature of the security landscape necessitates anticipating future needs, potential upgrades,

and evolving threats, introducing an element of unpredictability to long-term costs. Additionally, the

intangible expenses related to the potential impact on business processes and productivity must be

taken into account [31]. Balancing these factors requires a nuanced understanding of the specific

security requirements, the scalability of the technology, and a comprehensive risk assessment. As

security technologies become increasingly sophisticated, the task of accurately estimating their total

cost becomes intricate, demanding a holistic approach that encompasses both immediate and

long-term financial considerations, that can be a challenging process and can be estimated on an

hourly basis (e.g., average costs of various methods) [32].

The subjective perception of security level involves a nuanced analysis of several key factors,

including confidence, security, privacy, usability, effectiveness, and cost. Confidence in a security

system is deeply intertwined with users' trust in its ability to prevent catastrophes. The sense of

security hinges on the perceived strength of protective measures and the system's resilience against

potential threats [33]. Privacy considerations come to the forefront as users evaluate the extent to

which their personal information is shielded from unauthorized access [34]. Usability plays a crucial

role, as an overly complex system may lead to compromise overall security by relying on

components that could become vulnerable. Effectiveness is gauged by how well the security

measures respond to and mitigate real-world threats. Simultaneously, the risk of implementing and

maintaining the security system is a pivotal factor, as it influences the economic feasibility of its

adoption [35]. The subjective perception of security thus emerges from a delicate balance among

these interrelated components, highlighting the need for a comprehensive and user-centric approach
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to designing and implementing security measures [36]. [37] have evaluated surveillance and security

technologies based on operators’ subjective perception as shown in the following Table 2.

Security Privacy Usability Effectiveness Cost Cost-
effectiveness

Visual surveillance Medium Medium Medium Low Low Low

Biometrics High Medium Medium Medium Low Medium

Communication Medium Medium Medium Low Low Low

Location tracking High High Medium Low Medium Low

Dataveillance Medium Low Low Medium Medium Low

Ubiquitous Very Low Low Low Very Low Very
Low

Very Low

Table 2. Evaluation of surveillance and security technologies based on operators’ subjective

perception (Source: [37]).

2.3. Borders

Since the dawn of humanity, many civilizations have naturally evolved in resourceful regions that

insulated from the “others'', these regions allowed an easy movement and interaction internally and

difficulties of being invaded by foreign armies, Egypt as example provided fertile land along the Nile

that does not need outside help in satisfying its basic needs, with regard to water and energy as well

as the production of food, clothes, tools, and construction material. achieving a high level of

sufficiency coupled with hundreds of kilometers of scorching desert isolating them from the outside

enemies Egyptians built an outstanding civilization that lasted around 30 centuries before the

outsiders managed the logistics for a stronger army to pass Egypt’s natural borders. [38] have

mentioned that the ancient city of Jericho had a wall around the city. In the modern era, as [39] puts

it, there are border disputes nearly all over the world making it inevitable that some security

measures be used by all sides of a given border. subsidizing a foreign nation's borders could be

considered an indirect border security policy, [40] specified “that Jordan receives “not less than”

$150 million from the Defense Department’s Operation and Maintenance, Defense-Wide account
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for the Defense Security Cooperation Agency to reimburse Jordan for border security”. The same

act states up to $500 million for the Jordanian armed forces to use for border security.

Perimeter security is a historic continuous challenge, having a valuable resource increases the burden

of protecting it [41]. As the facilities rapidly increase both in number and sophistication, the

advancement of modern technologies must be exploited to obtain an adequate level of protection.

securing the overall facility especially when the risk endangers the extended operationality of the

facility [42]. Nowadays, there are many sites with large areas that fall in this range of long perimeters

that need a high level of security (e.g. International borders, critical infrastructures, energy pipelines,

rivers, and trade routes, etc.). Modern solutions to secure international borders, critical

infrastructures, energy pipelines, rivers, and trade routes have evolved to integrate cutting-edge

technologies and strategic approaches [43]. According to the European Commission [44], 50% of

pipeline accidents are caused by external interference. Advanced surveillance systems, including

high-resolution cameras, thermal imaging, and unmanned aerial vehicles, enhance real-time

monitoring and situational awareness along international borders. Critical infrastructures, such as

power plants and transportation hubs, benefit from integrated security platforms that incorporate

access control, biometrics, and artificial intelligence for threat detection [45]. Energy pipelines are

safeguarded through a combination of sensor networks, drone patrols, and satellite monitoring to

detect potential breaches or anomalies [46]. Talarico in [47] evaluates the intrusion detection sensors

by considering at least three key performance features,

● The probability of detection (pod);

● The nuisance alarm rate (nar), consists in the alarms caused by factors other than an

intrusion;

● The vulnerability is to be defeated or bypassed.

Rivers and trade routes are increasingly protected by smart navigation and communication systems,

with technologies like Automatic Identification System (AIS) ensuring vessel tracking and maritime

security [48]. Cybersecurity measures play a crucial role in securing critical infrastructure and trade

routes, and safeguarding digital networks against potential threats, and a few recent events showed

how vulnerable those infrastructures are [49]. Additionally, international collaboration and
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information-sharing have become essential components of modern security strategies to address

transnational challenges effectively [50]. The synergy of these modern solutions reflects a proactive

approach to ensuring the security of global assets and maintaining the integrity of interconnected

systems.

In 2001 the U.S. and Canada declared the “smart border” where both nations agreed to enhance

their cooperation on security practices [51]. The practices have been implemented by the U.S. on the

Mexican side of the border as well resulting in improvement [52]. The Kingdom of Jordan's

proactive approach to border security, as exemplified by the deployment of a smart border fence and

advanced surveillance technologies, underscores the nation's commitment to protecting its borders

and maintaining regional stability. The utilization of cutting-edge surveillance systems, tailored to the

country's unique geography and topography, reflects Jordan's understanding of the dynamic security

landscape in the Middle East. As the nation continues to invest in technological advancements, it

stands poised to overcome challenges and serve as a model for effective border security strategies in

the region [53]. Nonetheless, transparency and accurate reporting are seldom to be found in the case

of Jordan as the military tradition is to prioritize security over accountability to the public opinion,

and parliamentary committees audit military practices only under strict rules and limited official

publications, Figure 2. map shows the geo-political location of north-west Jordan as an example of a

populated region with dynamic security considerations.
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Figure 2. The map shows the geo-political location of north-west Jordan (www.maphill.com, 2023)

While Jordan has not implemented complete persistent surveillance on its border, many advanced

technologies are already in use throughout sections of the border in the four directions, the “military

and the security apparatus fortified its borders after vast numbers of potential threat actors had left

Jordan” [54].

2.4. UAV Systems

Unmanned Aerial Vehicles (UAVs), commonly known as drones, have emerged as indispensable

tools for border surveillance, offering diverse capabilities to enhance monitoring and security [55].

The dynamic landscape of border challenges necessitates a variety of UAVs, each designed to address

specific requirements and operational environments [13]. Fixed-wing drones are characterized by

their aerodynamic design, resembling traditional airplanes. These UAVs are well-suited for covering

large expanses of border territory due to their extended flight endurance and higher speed

capabilities that exceed 24-hour flight time. Fixed-wing drones are often equipped with advanced
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imaging systems [56], enabling high-resolution aerial surveillance and efficient data collection and in

many instances a communication line to ground bases or satellites. “The design of the first UAV is

said to be connected to Prof. Archibald Low, air minister of England. During IWW (I World War) in

1916 he planned to apply against German-made Zeppelin-airships air torpedoes called Aerial Target

(A.T.)” [57].

Figure 3. Early UAV design, called Aerial Target 1916 (Source: [57])

Rotary-wing UAVs, including the multirotor of quadcopters and hexacopters, are versatile and agile,

making them ideal for close-range and intricate border surveillance missions. With the ability to

hover and maneuver in tight spaces, rotary-wing drones are effective for monitoring border areas

with challenging topography or dense vegetation. They are often employed for rapid response,

situational awareness, and specific target observation, their maneuverability makes them a good

choice to countermeasure other intruding UAVs. However, the endurance is usually much less than

the fixed-wing UAVs, and also much less stable especially in windy situations, “Stability refers to the

tendency of an object to remain in its present state of rest or motion despite small disturbances”

[58].
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In some applications requiring Vertical Takeoff and Landing, VTOL drones combine the benefits of

both fixed-wing and rotary-wing designs. They can take off and land vertically like a helicopter while

transitioning to fixed-wing flight for efficient, long-range coverage. VTOL drones are valuable in

scenarios where flexibility and adaptability are paramount, allowing for seamless deployment in

diverse border environments. Hybrid-wings drones integrate multiple propulsion systems, combining

the advantages of different UAV types. These drones are designed to optimize flight duration, speed,

and payload capacity, providing a flexible solution for border surveillance missions. Hybrid drones

are capable of vertical takeoff and landing, transition to fixed-wing flight, and then revert to vertical

landing, allowing for extended coverage with reduced operational constraints.

Figure 4. Fixed-wing aircraft vs. helicopter vs. a possible hybrid-VTOL aircraft (Source: [59])

Another type is High-altitude long-endurance (HALE) drones, they are designed for extended flight

durations at high altitudes, providing persistent surveillance capabilities. Equipped with advanced

sensors and communication systems, these drones can monitor large border areas for extended

periods, making them valuable for border patrol in hostile areas, intelligence gathering, and

monitoring activities in remote or challenging regions. The diverse designs and variable cost allow
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decision makers a full spectrum to choose from, many border patrolling agents carry a small UAV

with a camera and few other sensors with a cost of less than 1,000 USD, and some of the

continuously operated UAVs might need charging stations, “ the Heisha recharging station costs

about 1000 USD, while a Mavic Air drone that can be recharged using this station costs barely half

the price 600 USD” [60].

Figure 5. UAV Diversity (www.wsj.com, 2022)

The main criteria for selecting a UAV include Altitude (meters). It's the capability of UAVs, it is a

critical factor influencing their performance. Different UAVs are designed for various altitudes to

meet specific mission requirements. Altitude impacts the line of sight, communication range, and

overall effectiveness in surveillance, reconnaissance, or other applications where the UAV height

above the ground is important.

Endurance (hours) refers to the duration a UAV can remain in flight without refueling or recharging.

Longer endurance allows for extended missions and enhanced operational efficiency, making UAVs

suitable for tasks requiring prolonged aerial surveillance, monitoring, or data collection. To enhance
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the endurance without compromising the payload the energy source of the UAV should be

evaluated, adding more battery banks onboard can extend the duration of the flight, [61] and [62]

have compared Nickel Cadmium (Nicad), Nickel-metal hydride (NiMH), Lithium Ion (Li-Ion), and

Lithium polymer (Li-Po) battery and showed that Li-Po battery might be the most suitable selection

primarily because it specific power of 2,800 watt per kilogram.

[63] recommends a hybrid energy source as they state “UAVs have developed with the hybrid

architecture of power supply incorporating batteries, fuel cells, solar photovoltaic systems, and

supercapacitors for extended endurance and improved performance”. The following Figure 6. shows

the UAV energy sources with regard to volumetric-specific energy and mass-specific energy.

Figure 6. UAV Energy Sources volume and mass-specific (DRONII.com, 2023)

Range denotes the maximum distance a UAV can travel from its launch point. A longer range

increases the coverage area and flexibility of UAV operations, particularly in border surveillance,
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where extensive territories need continuous monitoring. “Endurance is the time that the aircraft can

remain airborne before running out of energy” [58], The more endurance a UAV has the more area

range it can cover at the same speed. The speed of UAVs influences their responsiveness and

efficiency in covering large areas. Higher speeds are beneficial for rapid deployment, target tracking,

and reducing mission completion time. Payload (kilogram), Payload capacity represents the weight a

UAV can carry, including sensors, cameras, communication equipment, or other mission-specific

tools. A higher payload capacity allows for the integration of advanced technologies and diverse

sensors, usually, payload has an inverse relationship with the range. The speed could be critical in the

case of an adversary's attack or in the case of chasing a target.

Some designs adopt morphing the structure to improve the endurance time of the flight by gliding,

generating the lift force that opposes their weight and keeps it in the air from environment air

currents [64], other designs are dependent on a wireless electrical charging or onboard photovoltaic

solar panels to supply the UAV with extra energy and improve its endurance. The cost of UAVs

varies significantly (a few hundred to millions of USD) based on factors such as technology

sophistication, payload capacity, range, and endurance. Balancing cost with performance is crucial in

optimizing the efficiency of UAV deployments for specific applications usually by calculating the

cost/value ratio.

According to [65], By 2026 the drone market is anticipated to register $40.7 billion. almost doubling

the estimated market share of 2020. Figure 7. shows the estimated market share by area of

application. American highly advanced unarmed UAVs are still strictly sold even to countries

considered allies, encouraging countries like Turkey to develop its own UAV technology and other

countries to supply their demand from alternatives such as Chinese-made. The nature of surveillance

UAV applications makes them likely to perform better with international cooperation instead of

protectionism and competition.
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Figure 7. Global UAV market share 2020 by area of application in US$ billion (source:

www.statista.com)

The number of humans needed to support operating UAVs including personnel involved in mission

planning, launch, monitoring, maintenance, and data analysis would greatly vary depending on the

mission and the autonomous level of the system. Minimizing the human support needed enhances

the cost-effectiveness and efficiency of UAV operations and reduces human error. The

maneuverability is crucial for adapting to dynamic environments and responding to changing

mission requirements. UAVs with high maneuverability can navigate complex terrains and execute

precise movements, optimizing their operational effectiveness. Also, it’s crucial for operations that

countermeasure other intruding UAVs, maneuverability tends to affect and get affected by stability

and it could be undesirable in some situations [58]. The distance from the operator represents how

far a UAV can be operated remotely. Extended operating distances provide flexibility in deploying

UAVs for missions across vast geographical areas. The autonomous level indicates the degree to

which a UAV can operate independently without constant human intervention. Higher autonomous

levels enable UAVs to execute complex tasks, navigate obstacles, and adapt to changing conditions

autonomously. Noise level is a critical consideration, especially for covert or discreet operations.

Lower noise levels reduce the risk of detection and interference, making UAVs suitable for
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surveillance or reconnaissance missions where stealth is essential, the opposite could be argued for

some search and rescue missions.

Stealth features, such as low radar cross-section and minimal acoustic signature, enhance a UAV’s

ability to operate covertly. This is crucial for missions where avoiding detection is imperative.

Assessing the risk of accidents involves evaluating factors like collision avoidance systems,

redundancy in critical components, and overall reliability. Minimizing the risk of accidents is essential

for ensuring the safety of both the UAV and the surrounding environment.

Many of the small-medium sized UAVs used by civilians, some European groups use them as

acknowledged by [66] “These groups include Migrant Offshore Aid Station (MOAS), Médecins

SansFrontières(MSF), Sea-Watch, and WatchTheMed. The activities of these groups have

complicated the traditional understanding of European border zones as spaces where only police

and military conduct surveillance. These civilian groups also use surveillance technologies, including

drones, aircraft, satellites, GPS, binoculars, radar, and other ship systems, to run or assist search and

rescue (SAR) operations and/or to monitor border authorities.

The durability of UAVs relates to their ability to withstand environmental conditions, harsh weather,

and potential impacts. A durable UAV is more reliable for sustained operations in challenging

terrains, with a reasonable need for regular maintenance. Precision refers to the accuracy and

reliability of a UAV in executing tasks such as following a track, data collection, or payload

deployment. The more precision allows for versatile missions requiring accurate and reliable results.

Responsivity measures how quickly a UAV can respond to commands or change the mission

parameters in the middle of an operation. A highly responsive UAV is better equipped to adapt to

dynamic situations and execute rapid changes in its mission, and it helps in avoiding other objects.

Adaptability is the UAVs capacity to integrate with different payloads, sensors, or technologies,

allowing for customization based on the specific requirements of diverse missions, making it easier

to upgrade, and more versatile to new designs.
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Table 3. Criteria to compare multiple UAV options (Source: Author)

Reliability encompasses the overall dependability and consistent performance of a UAV. It's probably

the most important criterion that ensures that the UAV can successfully complete missions with

minimal downtime or malfunctions.

Considering the worst-case scenario involves evaluating the UAVs ability to handle unforeseen

challenges, system failures, or unexpected environmental conditions. [67] acknowledge some of the

system design for UAV H2 controller, This preparedness is crucial for maintaining mission success

under adverse circumstances. Reusability measures the extent to which a UAV can be recovered,

maintained, and relaunched for subsequent missions. Reusable UAVs reduce overall operational

costs and enhance sustainability, and crash avoidance increases the rating of reusability. Drift from

the Target (meter/kilometer) indicates the deviation of the UAV from its intended path or target

location over a certain distance. Minimizing drift is vital for precision applications, such as

surveillance or reconnaissance, where accurate positioning is essential. I highly recommend multiple
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positioning methods which among their benefits reduce drift. These main parameters collectively

shape the capabilities and effectiveness of UAVs in various applications [58], emphasizing the need

for a nuanced understanding of their specifications to align with specific mission requirements and

operational contexts, weighing them is still to an extent a subjective task, to balance the overall

performance. dependability of some criteria works together to enhance certain functions and tasks.

speed, maneuverability, stability, and computing power would determine the response time to hazard

avoidance, as illustrated in Figure 8.

Figure 8. Response time to avoid collision (Source: [68]).

2.5. The Current State of Border UAVs

Some advantages of using UAV for border security,

● UAVs would extend the benefits of the fixed cameras, and human patrols, dynamically

covering more surveilled areas with different sun angles, leaving no blind spots.

● After detecting an intruder the UAV would have a fast and efficient first response, carrying a

microphone and speaker to communicate with the intruder (also spotlight, siren, …etc)

● Reducing human cost, error, and flexibility to change.

● Initial cost of the system compared to the manned, and stealth of smaller UAVs.
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The use of multiple UAVs for a unified mission is still facing many challenges starting from

communication protocols between them [69]. In the last decades, there has been significant attention

and discussion around the use of UAVs for military and civilian applications. none-offensive UAVs

are getting great attention to be employed for security purposes. One noteworthy domain where this

becomes evident is in the utilization of drones for border control around the world by militaries,

civil organizations, and private contractors. Loukinas in [70] studies the employment of UAVs by

both state and non-state entities at the European border lines.

In many regions around the globe, drones are now deployed to patrol national borders. Yet, this

practice might pose notable challenges to conventional notions of personal privacy and individual

liberties [71]. Moreover, it gives rise to crucial legal, ethical, and moral inquiries regarding the

integration of military technology into civilian society and data collection and processing. The

deployment of drones in border control may even contribute to heightened military tensions in

disputed border areas. For instance, flying a drone close to a border shared with a neighboring state

amid strained relations could be perceived as provocative, potentially leading to hazardous

consequences, one example is the Indonesia-Malaysia border dispute in west Kalimantan [72]. The

current landscape concerning the use of UAV systems for border surveillance and control can be

noticed all around the world. Studying the practical and political challenges associated with

employing such systems for these purposes, and addressing ethical concerns and potential risks. So

we might find some benefits from the opportunities and challenges examined by several nations.

Starting with this century migration to the European Union has dramatically increased, the two

major wars in Afghanistan and Iraq created a substantial wave of migrants, which encouraged people

from many other Asian & African countries to take advantage of the situation and migrate to the

European Union [73], this wave followed by the wars in Syria, Yemen, and Libya creating massive

challenges on the southern borders. Established in 2013, the European Border Surveillance System

(EUROSUR) is a framework established to exchange information, and cooperation between

Member States with agencies such as Frontex to create joint efforts and enhance the capabilities and
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increase control at the external borders. Many European agencies are collaborating by sharing data

and tasks, utilizing various tools and techniques among which are UAVs.

Figure 9. Frontex map of illegal border crossing

(https://www.frontex.europa.eu/assets/Publications/Risk_Analysis/FRAN_Q2_2017.pdf)

Frontex, the European Border and Coast Guard Agency, has been setting up an Aerial Surveillance

Service since 2016 that includes UAV flights. They implemented fixed-wing, multirotor, and hybrid

UAV systems to help EU member states fight cross-border crimes [74]. In other situations where

rules prevent the use of UAVs, an optionally piloted surveillance aircraft was considered by Frontex.
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Figure 10. UAV deployed by the EU Border Agency over the Mediterranean (Source: [74]).

The US military has been conducting operations on the southern border that includes UAV systems

such as the General Atomics MQ-1C Gray Eagle and others, However, the Bureau of Customs and

Border Protection (CBP) is the main entity that carries out the border security responsibilities and

has utilized hundreds of UAV systems on its border patrols mainly the US reaper, predator, and

hawk UAV, as well as a mall multirotor such as the UNID PU-9, Ravens UAV.

The kingdom of Jordan has a continuing border challenge, conflict tensions on the western border,

illegal drug smuggling from the north border, and the wars in Iraq and Syria caused criminal groups

to cross the border from and into Jordan. Another challenge is the limited defense budget. Jordan

has used six of the Chinese-made CH-4 UAVs, the reports are limited and no publications have been

found on the effectiveness and nature of its operations.
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2.6. Observation and Contribution

In this chapter we find that the reviewed researchers' works have investigated perimeter surveillance

by identifying conceptual issues of the dimensionality of border vulnerabilities, the recent strategies

and technologies implemented to improve its security, the costs of both crimes and its

countermeasures, and the psychoanalytic theory and banality of border surveillance, showing the

effectiveness of the technologies while highlighting implementation errors that are correlated to the

policies, regulations, and hype. converging towards identifying a few factors that would affect

perimeter security problems for the next 15 years, and showing that the perimeter security

phenomena are connected to tens of an accelerated multivariate, forcing administrators to

implement multileveled measures to contain or exclude persons, objects, and/or information.

In this research, I have selected a few factors based on,

1. The impact on global security in the years 2020-2035

2. The impact on automation/computerization.

3. The impact on other fields.

4. The adaptability to new situations, conditions, or circumstances.

The first factor investigated in this research is the design for cyber-physical security, as preventive

measures to secure the UAV system itself from getting attacked on the information level by allowing

criminals access to diagnostic capabilities and strategies, therefore operating “under the radar”

rendering the system ineffective. And physical level where secured areas could be breached by

people or objects, sabotaging material, equipment, or infrastructures. Identifying six main threat

spaces to the system, and showing the steps of minimizing these threats starting from the supply

chain of the systems’ component and selecting the suitable antenna, conducting periodic network

mapping, also implementing multiple positioning techniques strengthening the navigation system

immunity to spoofing, as well as selecting an encryption that balances the security and system

resources needs.

The second factor is big data processing. In literature electronically detecting objects in aerial videos
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and tracking moving objects have been successfully demonstrated, which significantly improved

UAV surveillance. I find that computerizing the sign-cutting process is equally important, and I’ve

proposed an image registration technique that electronically detects sign-cutting clues in periodic

surveillance images. In case the preventive layer of the perimeter fails to stop intruders, sign-cutting

would help detect the clues even after a potential breach happens.

The forth factor is design for adaptability, the variety of perimeter security needs, and continuous

changes in situations, conditions, or circumstances impede a “one solution fits all” approach. I have

proposed a design to be adaptable to the uncertainties of perimeter requirements (length, altitude,

technologies…). but based on risk assessment evaluate the cost/benefits ratio of each component by

creating an unlimited dimensional criteria for selection. The foundation would be to regularly assess

the available resources and the future multiple emerging technologies and techniques to help

determine what data to collect, and how to collect. When and where, this will allow decision makers

to design a system based on the available budget, or based on the efficiency level, or based on

expected future innovations, starting with a pilot trial that is scalable to fit higher needs, the models

optimize the technology selection and the distribution along a perimeter.

2.7 Conclusion

Although perimeter surveillance UAVs are a sensitive topic and many results are not disclosed or

published for being classified information, there are hundreds of scientific papers published every

year on the topic. one could argue that the majority has an exploratory nature, or justifies their use

by the high potential results in the near future. However, many researchers have clearly

demonstrated the effectiveness of the approach especially in the field of detection and tracking in

real-time, leaving skepticism only about the comparison between their performance and manned

aerial vehicles, arguing that the high rate of accidents and crashes which makes the overall cost over

the lifespan of both systems similar in terms of cost per a flight hour. The high accuracy of

detection, tracking, and action recognition proves the concept for live detection from one side, keeps

the question of minimizing the flown hours by detecting passive signs open, and urges the need for

new benchmark datasets to allow testing and comparing the performance of different machine
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vision algorithms and sign-cutting detection and tracking. By reviewing the available open literature,

aerial surveillance is an effective and justified approach for perimeter security and the argument of

the high crash costs compared to manned aerial vehicles has been diminished in recent years by the

new models, therefore, the author finds the majority of surveyed related literature converging to

support Hypothesis 1. On the other hand, the author believes that the system optimization is likely

to continue accelerating at a rate faster than the acceleration rate of criminal capabilities.
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3. MANAGING THE CYBER-PHYSICAL SECURITY FOR UNMANNED AERIAL

VEHICLES USED IN PERIMETER SURVEILLANCE

This chapter highlights the vulnerabilities of perimeter surveillance unmanned aerial vehicles to

cyber-physical security threats and discusses some approaches to manage them, as the majority of

cyber threats to the UAVs come through their onboard wireless transceiver, we are suggesting an

Antennas propagation types that limit the vector of the threat, also the importance of vulnerabilities

scanner to evaluate the system risks. And addressing the limited energy and computation power

resources onboard, a computation-efficient onboard encryption method is proposed. and a

sign-cutting machine vision algorithm to provide warning of suspicious activity detected on an

interrupted surveillance imagery.

3.1. Background of Cyber-Physical Vulnerabilities

Millions of new cyber malware are detected every week. Unmanned aerial vehicles UAV has

proliferated into many sectors ranging from low-sensitive applications to higher-sensitive ones such

as surveillance. The vulnerabilities of UAVs to cyber threats are similar to that of any computer

device like a smartphone or a modern internet-connected car. However, some special features of

surveillance UAVs require management for their potential security flaws. In particular, critical

infrastructures often use perimeter surveillance UAVs with the following criteria,

● Flown a repeatable predetermined path around the perimeter

● The path is usually long (e.g. international border, energy pipeline…)

● Surveillance is limited in time (e.g. one or few scans per day)

● Exposed physical space and cyberspace

Many of the advanced tools that are used to counter cybersecurity threats are the same tools the

malicious attacker uses, inventing new methods for reconnaissance, weaponization, delivery,

exploitation, installation, command, and control and actions on objectives.

In the literature, researchers have done good work identifying potential cyber attacks, and

highlighting the need for new designs that minimize cyber threats. The work on this chapter is done
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to determine what are the main criteria of a UAV system that should affect the selection process

from a cyber-security point of view, and how we can utilize the specificity of UAV tasks to manage

cyber threats (e.g. flying predetermined path above well-known objects on the ground could allow

navigation independent from major attack space of the GNSS). Another notable research gap is that

many papers have been published on identifying suspicious activities in an active scene, while very

little research has been done on analyzing passive scenes (e.g. sign-cutting using a passive scene).

Depending solely on third party providers could be itself a vulnerability, in house development of

strategy and customization is recommended to keep the uncertainty dynamic of the system and

reduce the attacker’s knowledge of items, planning a unique operating system cryptography schemes,

and cryptography, network security protocols, operating system mechanisms, database schemes to

reduce the attacker’s ability to exploit public available data and keep a moving target defense

dynamic. An additional layer of protection that is impeded in the design assures having specialized

advanced technology of a third-party solution together with a uniqueness of hybrid security layers,

the cyber criminals are more likely to breach a generalized defense system, and many reports of

hacking into commercial security cameras and commercial well known UAVs, as these systems

totally dependant on the manufacturer security measures and its updates, investing in developing

extra layer of security would help the end user to better understand and exploit the full potential of

the supplied defenses to their optimal use.

Factors of scalability, integration, and periodic upgrading affect the overall cost of buying a

mass-produced tool comparable to customizing special cybersecurity requirements, the

three-dimensional nature of UAV operation necessitates compromising certain methods to fit the

onboard payload, computation power, memory, and energy consumption, force the decision makers

to find new ways to compensate the deficiency of onboard cyber defense hardware and software by

redundancy in the ground control station GCS and achieve a cost-efficient solution that satisfies

standard security requirement. Figure 11. shows a block diagram of a UAV system.
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Figure 11. Block diagram of a UAV system (Source: [75]).

In recent days there have been several different approaches to the meaning of the UAV/UAS

systems. In [76] gave a main and robust framework for the UAS describing its main parts with

further analysis. To get a UAV/UAS system with skills able to fly beyond line-of-sight (LoS) strong

flight automation is required, which is thoroughly evaluated by [76]. according to [77] “most

cybersecurity vulnerabilities are based on sensors, communication links, and privacy via photos”.

It is well-known that any certification of the UAVs often bumps into a lack of existing and widely

accepted regulations. The scientific paper [57] first gave a set of performances proper to use to

evaluate UAVs airworthiness. Going into deep details, Szabolcsi in [78] derived a set of dynamic

performances of the UAV longitudinal motion, whilst in [79] derived a class of dynamic
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performances proposed to be used to evaluate UAVs lateral/directional motion dynamic

performances.

UAVs are suitable for perimeter surveillance tasks as they can cover long distances and reach difficult

areas at relatively fast speeds [80]. a review of several known cybersecurity vulnerabilities and

previous attacks shown in the work of [81]. GNSS spoofing threats were evaluated in [82] and

concluded that even though spoofing currently might be hard to carry out in the field, the low-cost

GNSS jammers indicate that eventually similarly low-cost GNSS spoofers will be developed. The

need for balance between the security level of cryptography protocols and their requirement for

computational power resources can be seen in [83].

The management starts from the manufacturing stage and the supply chain, regulating the main

components as stated in [84] “Internet of Things and cyber-physical systems comprise interacting

logical, physical, transducer, and human components engineered for function through integrated

logic and physics”. Where it is important to design the infrastructure according to certain standards

along the full supply chain “The virtual supply chain itself is a source of vulnerabilities and its

resilience is only as good as the cyber-security infrastructure that it employs” [85]. in their work. [86]

have identified a few key search gaps, and their paper “has presented a systematic survey of the

extant literature on cybersecurity in logistics and supply chain management. The key findings are as

follows:

1) Existing studies rarely use real cybersecurity data;

2) Studies focusing on cybersecurity in logistics are scarce although logistics plays an important role

in supply chains;

3) There is only a limited number of papers adopting quantitative research approaches to study

cybersecurity in logistics and supply chain management;

4) While a few studies focus on real-time recovery and aftermath measures, most studies focus on

precautionary measures;
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5) Blockchain technologies are still in their infancy in the transport and logistics sector;

6) Most studies use one-way encryption schemes that overlook the potential threats in a future

dominated by quantum computing techniques;

7) Studies on information security and digital forensic investigation are scarce”

Cyber-security must be treated as important as the traditional quality, cost, functionality, and

availability of a UAV as “Cyber attacks on drones can pose significant safety risks to physical entities

like large aircraft, airports, and human properties. If compromised, drones can cause a larger impact

than a regular IT device. As a result, UAVs demand highly reliable software and strict regulatory

compliance like the vehicle industry” [87]. And “Proactive prevention for public safety threats is one

of the key areas with the vast potential of surveillance and monitoring drones. Antennas play a vital

role in such applications to establish reliable communication in these scenarios. This paper considers

line-of-sight and non-line-of-sight threat scenarios with the perspective of antennas and

electromagnetic wave propagation” [88]. The development of directional and other types of UAV

antennas has been discussed in the literature as in [89], [90], and [91].

In paper [92] they have proposed “a cyberspace security situation prediction model based on

MapReduce and SVM (MR-SVM)”. A performance assessment of various vulnerability scanners is

reported in [93] and several types of vulnerabilities have been found by analysis using Nessus

Scanner [93]. “GPS-dependent UAVs require accurate, trustworthy, and uninterrupted position

information for their safe operations. However, different research efforts have shown that GPS

signals can be jammed or spoofed owing to its inherent vulnerabilities'' [95]. An analysis of the

spoofing signal effect on a UAV receiver in a navigation spoofing experiment has been done by [96].

A well-designed system will take into consideration the deficiency of expertise on the customer side,

however, it usually gets the least priority making many systems susceptible to attacks.
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3.2. Suggested Solutions

The selection of the optimum UAV to perform specific tasks is not trivial, [97] have suggested a

model that identifies UAV criteria and their weight using an analytic hierarchy process, then ranks

each UAV using the technique for order preference by similarity to the ideal solution.

In this research, I have identified six main criteria that could enhance the cyber-physical security of

perimeter UAVs to be ranked based on their security level, the weight of each criterion will depend

on the specifics of each task and its intersection with the other important consideration of

performance level, cost level and the overall efficiency of the system. “The process of alternative

evaluation is very complex and not well understood, and the information managed is incomplete,

imprecise, and vague… A hybrid fuzzy-weighted average HFWA approach was proposed to offer an

opportunity to carry out fuzzy analysis which takes full advantage of the information available to the

decision maker” [98].

Considering the specific application of perimeter surveillance, the main criteria would differ from

general cyber security, allowing for optimization of the selection process for how to design each

piece of hardware onboard within an acceptable trade-off with its functionality, while at the same

time to using its functionality to support in detecting, identifying, classifying, managing and

preventing cyber-physical security attacks.

3.2.1. Supply Chain

Some incidents of preinstalled malware during the supply chain necessitate that managing the

cybersecurity of UAV starts by studying each stage of the supply chain, the supply chain of UAV

includes all entities who work to make the product’s hardware, software, or service. Typically the

supply chain is complex and dynamic composed of tens of entities cooperating at some level to the

final product, therefore, due diligence of checklist steps should be taken to satisfy the triad of

confidentiality, integrity, and availability requirements. The testing includes an activity that might

affect the final product regardless of the motive which could be due to,

● Malicious
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● Negligence

● Accidental

The transparency of each entity of the supply chain about their security procedure to prevent flaw as

well as their policy regarding reporting previous security incidents. The assessment of the UAV’s

immunity to cyber supply chain threats should be a deciding factor when selecting and purchasing it.

3.2.2. Antennas Radiation

The majority of cyber threats to the UAV come through its antennas (onboard wireless transceivers)

while flying, the antenna is the main physical port for cybersecurity attack vectors, threats either by

sending a hacking code through it, or by receiving sensitive data transmitted by the antenna to the

ground control station GCS, or by jamming it prohibiting it from any communication.

Limiting the propagation beam of the data link between the GCS and UAV to a narrow space can

protect from these threats, and strengthen the antenna’s gain, improving the signal range and

minimizing the fresnel zone radius. Using phased array antennas for the UAV, GCS, or both can

create a safer line of communication, reducing the exposed space of attack to an order of magnitude.

When the data is transmitted omnidirectionally it creates a sphere-like propagation that allows an

attacker to receive the data from any point in that sphere while focusing the transmission direction

into a very limited cone of space minimizes the attacker’s chances of receiving the signal outside,

attacks such as the man in the middle MITM, denial of service DoS. and data capture are examples

for omnidirectional antenna vulnerability. Figure 12. shows the propagation of Omnidirectional and

directional antennas.
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Figure 12. Omnidirectional vs directional antenna propagation (Source: [99]).

The omnidirectional transceiving could be suitable in an emergency situations and not the default,

steered transceiving can be controlled to a selected tolerance that is narrow enough to be secure and

wide enough for flexible operating, the nature of operating surveillance UAV on a predetermined

flying path facilitates steering both antennas propagation direction electronic, based on the planned

flying path to ensure that the transmitted signal is only directed into the specific location of the

targeted area, and the received signal is only possible to interfere from a specific location. Figure 13.

shows patterns of directional antennas electronically steered, and simulated at different phases.
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Figure 13. Propagation patterns of directional antennas are electronically steered, and simulated at

different phases (Source: Author).

3.2.3. Network Mapping

Knowing the network characteristics, all (used & unused) devices, hosts, ports, hops, operating

systems, services, and applications is essential for managing its security, therefore, regular scanning

of the network to ensure the hardware and software connected are benign and adequately secure

would reduce the risk of attack. Scanning is the main tool that an attacker would use to find

vulnerabilities, incidents of attackers getting access to the UAV control, WiFi connection, and GCS

computers have been reported. Identifying the ports and their functions will help eliminate the

unnecessary ones and adequately secure the rest of them.

A 5G network provides an extended wireless connection to the Internet, which exposes the UAV

interconnectivity to a much wider range beyond the line of sight BLoS of the GCS, with a fraction of

a second latency and a data rate of multiple gigabytes per second, however, keeping the network

private would reap the benefits of the technology without heavy cost on the cybersecurity, the

proximity of surveillance UAV to the perimeter works well for the limited distance range of 5G, and

the operational altitude would have few to none signal-impenetrable-obstacles.

An automated vulnerabilities scanner can highlight most of the critical attack points in the network,

with a detailed description of the cyber issue comparable to the common vulnerabilities and
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exposures CVE, and suggest a variety of possible solutions and advisories to secure them. Figure 14.

shows An overview of a vulnerability scan report.

Figure 14. An overview of the Nessus vulnerability scan report (Source [100])

3.2.4. Navigation System

Global positioning system GPS is the most widely used system for navigation, GPS spoofing is an

attack that denies or distorts the GPS signal, although a large number of countermeasures methods

have been published for UAV navigation system spoofing attacks, and many are implemented by

manufacturers, this type of attack is still reported. A combination of multiple computing efficient

methods could reduce susceptibility to spoofing. Onboard positioning of the UAV using multiple

techniques and comparing them would help create a voting mechanism to determine the real

position at any time.

● Positioning based on GPS

● Positioning based on inertial measurement unit IMU

● Positioning based on machine vision
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● Implementing a geo-fence (restricting flying outside the surveillance path)

3.2.5. Encryption

Lack of adequate encryption is one of the most common vulnerabilities, Wi-Fi protected access®

WPA is a common data encryption for wireless networks and can establish secure wireless

communication between the UAV and the GCS, the third version WPA3 could use 128-256 bit

session key size with simultaneous authentication, it uses the advanced encryption standard AES

method from an encryption point view it’s sufficient for adequate security and is widely used in

modern UAVs, however, for an onboard UAV the computation power and memory might in some

cases require a lighter encryption method such as Bleep64 which is a small, fast, and effective,

consuming much fewer computations and memory, and require no special encryption hardware.

[101] have concluded that “general IT cryptography cannot meet all UAS requirements”.

3.2.6. Machine Learning

The big cybersecurity data and its complexity are beyond human manual ability to organize and act

on, however, machine learning ML models thrive on big data. The use of ML could classify

suspicious network activities and predict some threats changing the reactive nature of cybersecurity

and assisting the available human resources.

Onboard the UAV machine learning models could instantly identify potential threats, models such as

motion and event detection have a high accuracy to provide early warning of suspicious activity. For

surveillance UAVs where the perimeter is large, the area will be under periodically interrupted

surveillance, leaving segments of the protected area unsurveilled for an extended amount of time,

using a machine analytics model for man-tracking and sign-cutting would help in terms of acquiring

information about previous events, and it can identify if suspicious electronic devices have been

planted near the perimeter, by comparing the current video stream with the stream from the

previous days and highlight the differences in the two videos. An example of a surveillance sign

identified by the model. Figure 15. shows a sign of a previous activity detected by a machine learning

model.
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{C}

Figure 15. {A} Shows the first surveilled scene, {B} shows the same location after time interruption,

{C} shows the machine model identifying the highest difference between {A} & {B}. highlighting a

sign of a potential suspicious event, in this case, the highlighted garage door was opened during the

absence of the surveillance UAV. (Source: [102], and author)

3.3. GPS\GNSS Spoofing

This section discusses the vulnerabilities of perimeter surveillance unmanned aerial vehicles to GPS

spoofing threats and discusses some approaches to manage them, reviewing complementary

positioning methods using onboard IMU and camera sensors, and local positioning systems to

increase the overall positioning accuracy and decrease the dependency on GPS. The vulnerable,

weak, and unauthenticated GPS signal necessitates techniques to handle the worst-case scenarios

independent of GPS.

GPS spoofing is of high interest in the UAV cyber-physical security community. Unmanned aerial

vehicles UAV has proliferated into many sectors ranging from low-sensitive applications to
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higher-sensitive ones such as surveillance. The vulnerabilities of UAVs to cyber threats are similar to

that of any computer device like a smartphone or a modern internet-connected car. However, GPS

spoofing could result in an attacker gaining access to the physical UAV, flying it to attack people or

damaging physical equipment. While depending on the large cooperation to fully be responsible for

providing the immune system with regular updates leads them to prioritize a high level of security, at

the same talk it usually leads to a susceptibility to issues like monopoly of service provider instead of

combining multiple navigation sources (e.g. BeiDou, Galileo, and GPS).

The investigations of previous attacks might cause a false sense of security, the biased sense could be

attributed to the airplane crash investigation that led to a robust and in most cases an everlasting

solution, however, spoofing is unlikely to have an everlasting solution as most advanced systems are

continuously fail, recent attacks such as the 2017 Black Sea attack where a the location of an on-land

airport was transmitted, resulting some ships to read false information of their current location. In

2023 a Boeing airplane was probably spoofed over Cairo airspace, while the aviation authority

mistook it to be stationary for 30 minutes, in the same year fake navigation signals were detected.

GPS signals received near the earth's surface are considered unauthenticated and weak (around

–155dbW), an easily produced signals at a similar frequency and higher power would overwrite them,

exposing the UAV antenna to intentional and unintentional interference from other signals, and

enabling a low-cost attack point, especially on an exposed UAV by nature of the operation. The

limited onboard capacity in terms of payload, computation power, memory, and energy

consumption, forces the decision makers to find new ways to compensate for the deficiency of

onboard cyber defense hardware and software by installing alternatives in the ground control station

GCS and achieve a cost-efficient solution that satisfies standard security requirements. Figure 16.

shows a spoofing attack illustration.
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Figure 16. Signals spoofing attack illustration, (Source: [103])

The main three levels of securing the UAV against spoofing are prevention, detection, and

mitigation. A total dependency on one positioning method exposes the system to higher risk, the

onboard receiver is the first line of defense, and one or more differences between GPS and spoofed

signal can be detected and then acted upon by the receiver discrepancies such as the signals timing,

direction, strength, and noise ratio are among the detectable anomalies identified in the literature.

One of the most cost-effective performance techniques is comparing the Doppler residual which

results from the relative motion of satellites and the UAV, producing a spoofed signal that matches

the Doppler residual of the legitimate signal is relatively complex. Detecting the spoofed signal is

normally effective at rejecting their data, however, it has a low chance of isolating the legitimate data

for correct positioning. The consequences for failing to receive legitimate GPS data by analyzing the

signals can be mitigated by integrating other positioning methods as described in the next section.
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3.4. Complementary Positioning Methods

3.4.1. Positioning Based on Inertial Measurement Unit IMU

This method is independent of wireless control signals and requires no additional onboard hardware,

the IMU is an accelerometer that measures the linear acceleration of the UAV and a gyro sensor to

measure its rotation in the 3-dimensional space, and many IMU units include a magnetometer. The

processor can estimate the real-time position in reference to the launch platform by accumulating

the summation of distances and directions data with relatively poor accuracy (meters), fusing other

sensor data and software techniques such as the Kalman filter to improve the accuracy. The main

disadvantage of this method is the cumulative error, therefore, it’s mostly used simultaneously with

other methods, its low requirement of computation power and no additional hardware attract the

designer to include it with various positioning techniques, one example of an integration mechanism

of two positioning methods is shown in Figure 17.
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Figure 17. The integration mechanism of two positioning methods to determine position, velocity,

and attitude PVA, (Source: [104])

3.4.2. Local Positioning System LPS

The local positioning system uses 3 or more ground-based radio signals, which are often used as an

alternative or complementary to the GPS satellites, developed mainly for indoor and in areas where

the GPS signal is weak, the concept could be used to provide limits for the flight path that protects

the UAV from being spoofed away but not necessarily provide a precise position, a fully integrated

network of sensors and beacons positioned on the ground environment along the UAVs path can

provide a precise position but it would be an additional cost with small security leverage.

Unlike GPS signals, LPS signals can be authenticated and encrypted reducing the probability of

spoofing attack, however, this is a high-cost complexity solution, and only suitable for a dedicated

purpose infrastructure, the accuracy is relatively good especially when combined with another

method, also it works in all weather day and night conditions, the current rate improvement in

electronics performance in parallel with reduction of cost have increased the feasibility and

effectiveness of such methods in some critical infrastructures. Different approaches have been

suggested in the literature reviewed as the following,

● Measuring the signal attenuation to estimate the traveled distance from the

transmission point.

● Measuring the angle of the received signal to estimate the orientation of the

transmission point.

● Measuring the time delay of a clocked signal from different transmission points.
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Figure 18. Illustration of Ultrawide-band (UWB) ranging positioning system, (Source: [105])

The inherited complexity of real-life application vs a controlled environment makes the risk of signal

reflection a major drawback of the method and limits its usability in specific operation sites. The

main advantage of this method is that the energy and computation consumption are mostly on the

ground stations not onboard the UAV.

3.4.3. Positioning Based on Vision

This method uses known ground visual cues to estimate the UAV position, and it achieves high

positioning accuracy, the main disadvantages come from higher consumption of onboard

computation power but still feasible, and low effective when operating in low visibility environment,

many algorithms for navigation aid and estimator of distance to approaching obstacles could be

implemented, and the camera is standard hardware on the UAV, to operate during low visibility

thermal camera or radar have been reviewed in the literature with effective performance. The

optimization for a shortest path that is suitable to navigate through some limited visibility

requirements, has been researched extensively in the field of computational geometry, known as the

“Watchman Routing Problem” [106].

58



Surveillance UAVs are mainly tasked to collect and analyze visual data, an onboard model that

integrates imagery light intensity with accurate time and location of each image frame is an essential

key performance of the system, although computational consuming, vision positioning by feature

matching is an accurate, reliable, and cost-effective solution which has characteristics to override all

other methods in an autonomous mode.

3.4.4. Positioning Based on other Sensors

LiDAR uses laser pulses to estimate distances to the ground objects by measuring the time for the

reflected pulses to return to the receiver. In addition to all the vision limitations, LiDAR is limited in

range, and expensive (not a standard UAV sensor). The arguably higher accuracy has no added value

over the vision method accuracy to countermeasure a spoofing attack. Acoustic sensors have similar

limitations in range.

In practice the challenge arises for navigation priority in case of mismatching positioning, assigning a

voting power is sufficient in one specific scenario, but should be abruptly changed according to the

overall situation, accurate collision avoidance and potential landing site detection still has many

challenges in real life scenarios, computer vision is one domain that has the potential of satisfy

multiple UAV system robustness requirement, it’s a cost-effective in terms of hardware, software and

onboard resources consumption.

The environment in which the UAV operates could affect the overall reliability, IMU is susceptible to

a drift error, which can accumulate over time, and blurring and low visibility conditions impede the

vision performance. Any change in the operation environment dynamically changes the reliability of

certain sensors, therefore human supervision is still needed.

Positioning is the cornerstone for autonomous navigation, GPS spoofing is a potential

cyber-physical threat mostly for poorly designed systems, and many effective techniques could be

implemented to mitigate the consequences of the attack, positioning based on multiple methods is

feasible, and optimal to negate the disadvantage of individual methods, a combination of inertial and
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visual positioning can aid by improving accuracy and provide redundancy, autonomous flight system

are not fully mature for the majority of locations.

3.5. Protection from Physical Threats

Dealing with external threats is one of the highest priorities when it comes to securing critical

infrastructure. Protecting such facilities requires continuous adaptability. The proliferation of drone

technology accentuates a new threat, the low cost and ease of access makes it an effective weapon

that poses a great danger to most facilities. In this section we discuss the need for a slat armor to

protect from aerial objects, the traditional fences protect against objects at ground level only. an

overhead slat armor is necessary to protect against flying objects and drone intrusion.

Up until recent years, building a regular fence around the perimeter of critical facilities was

considered enough to comply with regulations. Most vulnerability and risk assessments had assumed

a low risk of aerial intrusion. Flying objects (either birds, objects carried by wind, or vehicles) were

considered to be a lower risk than ground intrusion, therefore, no physical barriers were required to

protect the overhead space.

Traditionally, a state that had the capability of conducting an intentional aerial attack was deterred by

the risk of open war. and a high-tech defense system is much more effective than physical armor.

For some facilities such as military airbases the risk/reward assessment favors 3 dimension

reinforced hangars to shelter military aircraft.

In recent years the world has witnessed a proliferation of Unmanned Aerial Vehicles (UAVs). It is

affordable and easy to access and able to carry multiple kilograms of explosives for many kilometers

and hit a target accurately. These capabilities are now available to individuals who can use them to

access equipment, installations, and materials causing sabotage, damage, or theft. A physical fence

against UAVs is an important part and serves as a last line of defense together with other elements

and components.

In September 2019, the attack on the world’s largest oil processing facilities showed the danger of

drone intrusion to critical infrastructures. The missile defense system failed to stop the swarm of

drones and cruise missiles that struck the oil infrastructure Figure 19. Shows some of the physical

damage caused by the attack.
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Figure 19. An aerial photo showing some of the damages on the oil processing facility, (Source:

Digital Globe).

Many unique offensive advantages of drones could be reduced by an overhead slat armor, the small

size which makes a drone less visible to radars means a small mass of explosives, and the low flight

altitude will result a less kinetic energy impact, similar thing with the high maneuverability which

means lower speed and therefore less kinetic energy impact. Similar to the API Std 650 standard

published by the American Petroleum Institute (API) European standard EN 14015 code for oil

storage tank shell’s thickness doesn’t take into the equation any external up-normal impact as we can

see in the equation used to the outer shell thickness shown here:
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e = (D/20S) (98W (Hc -0.3)+p)+c

Where: c is the corrosion allowance in millimeters. D is the tank diameter in meters. e is the required

thickness in millimeters. Hc is the distance from the bottom of the shell course. P is the design

pressure at the top of the tank in millibar. S is the allowable stress for the appropriate condition in

N/mm2. W is the density of the liquid under consideration in kg/l.

For the shielded spherical-shaped tanks we can see that although the impacts have created holes and

started a fire, the explosion was not strong enough to destroy the tanks. For decades fences have

been rated by performing the fence crash test, where different types of vehicles crash into the fence

at different weights and speeds. The fences are usually rated based on how far past the fence the

vehicle travels in each scenario. Figure 20. Illustrate the crash testing.

Figure 20. An illustration of a crash test for fence rating.

The American Society for Testing and Materials (ASTM) has developed crash certifications for

different types of vehicles. They are as follows:

C-ratings: small passenger car (2430 lb.)
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PU-ratings: pickup truck (5070 lb.)

M-ratings: medium-duty truck (15,000 lb.)

H-ratings: heavy goods vehicle (65,000 lb.)

A similar rating could be applied for different types of slat armor A similar rating to certify different

types of slat armor against aerial objects will help designers and security officials consider the

feasibility of integrating the armor into the facility relatively small, the additional costs, weight, and

space required will be evaluated with a vulnerability and risk assessments and how it can affect the

insurance policy of each facility.

Aerial objects could be classified based on whether the object is loaded with specific weapons

(explosives, firearms, chemicals... etc.). Most of the drones that can be acquired by individuals and

groups (including the ones used in the Abqaiq attack) weigh less than 150 kg (nearly half of it a

payload), with a maximum speed of 500 km/h and a maximum altitude of 4 km. giving it limited

kinetic energy. Together with other security systems elements and components an overhead slat

armor can be very effective for this specific threat, the cost, weight, and space of such construction

would allow for a multiple layer to stop these drones. or detonate the explosives before reaching

their targets, therefore, reducing the overall impact. The rapid increase of UAV capabilities and their

affordability is likely to intensify their use for criminal attacks, especially for the convenience of

crossing fences, air defense would be effective in no-fly zones, the overall benefits-to-cost ratio

between slat armor cost and protection level compared to the cost of the air defense system and the

cost resulting from prohibiting flights would be the differentiator in case of critical infrastructures

and a combination of both in case of indiscriminate risk.

3.6. Conclusion

The focus of this chapter is to identify the main criteria to achieve adequate cyber-physical security

levels for surveillance UAVs despite the exposed nature of the operation and the limitation of
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onboard resources capacity, whenever possible the defensive tools should be installed in the ground

stations.

1. We found that using directional antennas could improve power consumption, increase the

signal range, and reduce the attack space on the communication line significantly.

2. WPA3 encryption is effective for ground stations, lighter encryption for onboard such as

Bleep64 would save onboard resources.

3. Machine learning models have already achieved a high level of performance analyzing big

data to predict and prevent cyber attacks, as well as increase the performance efficiency of

the system.

4. The main limitations are the high cost of the solutions, and the complexity as cybercriminals'

threats are inventive and innovative of new strategies and techniques.

From a cyber-physical point of view, a few incidents of advanced UAVs have been spoofed or

gunned down during surveillance, raising the risk concerns of both economic and more importantly

the information cost. However, for a security technology the current security measures are

considered to be sufficient enough for the predefined level of security, with no evidence of

substantial extra risk from the use of perimeter surveillance UAVs, and compared to other security

technologies the author finds recent advancements are enough to provide an adequate cyber-physical

security level, supporting Hypothesis 1 which posits that “Utilizing UAVs equipped with advanced

sensors and processors can enhance the surveillance of lengthy perimeters, supporting their ongoing

use in border security from a cost-benefit perspective” and supporting Hypothesis 2 which posits

that “The cyber-physical security of a perimeter surveillance UAV system can be managed to achieve

a predefined level of security, ensuring resilience against potential threats”.
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4. SIGN CUTTING AND IMAGE REGISTRATION

Man-tracking and sign cutting are some of the most essential tools to analyze surveillance footage as

they provide clues about events that have happened during the surveillance absence. However, it’s

highly recommended to automate the manual process that consumes a lot of time and manpower.

The recent advances in Unmanned Aerial Vehicles (UAVs), Camera resolution, and most importantly

computer vision & visual recognition technology make the argument to computerize the

Man-tracking process so compelling. In this research, we investigate the possibilities and limitations

of computer vision in this field. It’s important to highlight here that our focus is on past events

tracking, detecting signs 1-24 hours old, not the ground moving target tracking where the computer

vision detects a moving object and follows it in real-time.

In the Large-Scale Visual Recognition Challenge 2015 (ILSVRC2015) a trained artificial neural

network “ResNet” had better results than human experts, and since then computer vision has even

improved in terms of speed and accuracy, therefore it has been deployed in many industries and

applications most famously in autonomous cars.

The cornerstone of man-tracking is to find the signs, which are the physical evidence of any

disturbance of the environment left behind by animals, humans, or objects. The search for this sign

is called sign cutting. A person (or animal) cannot traverse the ground without leaving some sort of

telltale sign. This sign is what we’re trying to find and track in video footage/images using computer

vision.

Large region continuous surveillance is usually cost-prohibitive, leaving the periodic surveillance the

only viable option for the majority segments of the surveilled region. The analysis of the collected

data should include a search for clues about events that occurred during the unsurveilled period.

One way to increase the effectiveness of finding those clues is by performing image registration to

highlight the disturbances of the environment that might contain signs of certain events. This

chapter discusses the possibilities and limitations of applying image registration techniques in sign

cutting for the data collected by surveillance unmanned aerial vehicles and shows some detected

signs in surveillance imagery by an automated image registration model.
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4.1. The Challenge

The security challenges for the 21st century are immense, according to the United Nations Office on

Drugs and Crime in 2009, transnational organized crime was estimated to generate $870 billion —

an amount equal to 1.5 percent of global GDP [107]. That is more than six times the amount of

official development assistance for that year, and the equivalent of close to 7 percent of the world’s

exports of merchandise. The gangs are growing bigger and getting more sophisticated, and as any

other business, they are in continuous efforts to expand.

Trespassing of an individual is relatively easier than before due to advances in smartphones, global

positioning systems, electronic maps, and weather forecasts which enabled an average person to

cross transnational borders from terrains traditionally considered as hard to cross e.g. (deserts,

jungles, and heights...etc.)

The need for reliable and efficient solutions is urgent, and it has become a mainstream debate for

many policymakers.

Millions of sensitive kilometers around the world are left unfully surveilled due to high cost,

resulting in numerous breaches, and large stretches of energy pipelines are getting attacked and

vandalized, [108] studied the global consequences of oil theft, he estimated that the total losses

reached USD 133 billion, which equate to 5–7% of the global crude and refined petroleum market,

and give criminal groups large amount of financial resources to be used in other criminal activities

that affect and claim many lives. Unmanned aerial vehicles UAV have been utilized in many

industries, providing reliable and cost-effective solutions, surveillance UAV covers a wide spectrum

of capabilities. One surveillance UAV carrying a camera could fly daily to collect imagery of oil pipes

that stretch hundreds of kilometers. This type of minimal surveillance, although limited to one scan

per day, could provide significant security benefits, and require analysis to extract the most

high-quality information out of the collected data. Image registration procedure could be automated

to highlight some segments of the surveillance area that need the highest attention and further

investigation by detecting areas with the most clues of disturbance and changes.
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To overcome the variation of image field view, a geometric transformation is needed. The procedure

starts with selecting some common features in the images, each matching feature will be considered

as a control point, then a final transformation of the control points is shifted using an estimated

matrix function to align the images group, the following Figure 21. shows some transformed images

from the original scene.

Figure 21. Shows some transformed images from the original scene (Source: the original image is
taken from [109], the rest of the images are processed by the author).

This process is cost-prohibitive, especially for a large amount of imagery, therefore, it should be

automated by selecting specific parameters from each registration type, the application will

determine the fine-tuning of the procedure to maximize the overall precision.

Chemical Sensing UAVs

Besides cameras, surveillance UAVs could be equipped with many other sensors. Chemical sensing

UAV is emerging in agricultural and air quality applications and can play an important role in the

surveillance of critical infrastructures by detecting and localizing foreign scents. The Airborne

Ultra-light Spectrometer for Environmental Application, or AUSEA, is a project initiated by Total
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Group in partnership with France’s National Center for Scientific Research (CNRS). AUSEA is a

miniaturized gasses sensor, fitted onto a commercial UAV and used by Total Group [110], scents can

be from various sources, and some volatile organic compounds have resulted from bruised

vegetation, hormones, and pheromones produced by insects [111].

Chemical sensing UAVs is a rapidly emerging technology and have more limitations than visual

imagery, the main limitations are the concentration of specific gasses in an open environment, the

time & effort needed to localize the source of these gasses, and the sensor sampling method, the air

sample must be taken from the least disturbed space, the main disturbance is caused by the airflow

generated by the propellers of the UAV, to avoid any impairment of the measurement results and

maximize uniform sampling. [112] has calculated the aerodynamics of multi-rotor UAVs, similar

studies are important to design the optimum sample intake for a chemical sensing UAV. Figure 22.

shows the velocity vectors and static pressure values on a multirotor UAV body.

Figure 22. Velocity vectors and static pressure values on a multirotor UAV body (Source: [112]).
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4.2. The Limitation

The practical operation of surveillance UAVs requires maximum flexibility in terms of some

updating on the flight path, and requires precise positioning and high position repeatability. [76]

described a 3D flight path planning for multirotor UAVs emphasizing solutions for the UAV take-off

and UAV landing. in [113] terrain-following missions for low-altitude UAV flight path planning.

Image registration has aided Landing a UAV on a runway [114], as well as UAV localization [115].

Some localization of geometric differences techniques have been described in [116] & [117].

[118] Investigated the airflow pattern caused by the multirotor UAV, Figure 23. shows the airflow

pattern caused by the multirotor UAV (DJI S900) using three colored pyrotechnical smoke cartridges

with (a) flying the multirotor UAV below the lowest smoke plume, and (b) below the middle smoke

plume; Side wind from right to left. Dilution of the smoke plume and thus mixing of the

surrounding air occurs essentially only on the lee side and below the multicopter UAV, while in

windward and above the multicopter UAV, the approaching plume remains largely unaffected.

Figure 23. Distorted airflow caused by the multirotor UAV and its effect on the gas plumes
(Source: [118]).

Both the wind and the UAV downwash affect the air sample. Using metal oxide semiconductor

(MOX) gas sensors, some attempts have proved the concept such as [119] and [120], although both

attempts have many limitations of needing a high external computation power, limited mapped

space, and accurate external positioning for the UAV.
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One significant practical detection of a person to rescue him is reported by [121] that studied a

real-life human rescue using an automated Search and Rescue with Unmanned Aerial Vehicle

SARUAV software that used an external laptop to analyze 782 JPG images, successfully locating the

person in a few hours. The regulations regarding surveillance UAVs are behind the state of the art of

the field, slowing down practical demonstrations of new technologies and techniques, [122] report

on the lack of defined norms, stating what to be done in the future to fill gaps, create missing

regulations. The magnitude of areas to be monitored as a potential crossing point is huge which

requires an overwhelming number of manpower of human analysts. Besides finite resources &

insufficient manpower, poor training, inadequate surveillance equipment, and corruption make the

task much more difficult.

The varieties of critical infrastructure laws and regulations demand a flexible security system, many

of the energy pipes are near the ground surface and subject to theft or sabotage on a daily basis.

Monitoring such lengthy stretches of terrain requires reviewing millions of images and hours of

video footage daily, which is inefficient and practically impossible to accomplish by manpower alone.

UAVs could fill a gap in the current lengthy border surveillance by improving coverage along remote

sections of the borders. Moreover, the flight distance range of UAVs is a significant asset when

compared to border agents on patrol or stationary surveillance equipment. One of the most

important questions of UAV flight is the real-time flight path design. The upgrade from manual

UAVs flying by an operator to an autonomous flight substantially reduced the operating cost. Some

new software optimized the auto-pilot flight path by visually detecting a certain moving object

(moving target indicator) and following it. However, to cover a lengthy path the surveillance UAV

would have only one or few flights over a certain area per day, leaving the area un-surveilled for the

rest of the day. to increase efficiency, we propose using visual recognition to detect the signs left by a

trespasser e.g. (footprint, tire impressions, kicked-over rocks, soil depressions, changes in

vegetation...etc.)

In 2010 [123] indicated that “the cost comparison between UAVs and manned aircraft is

complicated. UAVs are less expensive to procure than manned aircraft but may cost more to operate.

Thus, the life cycle cost of UAVs could be greater than the life cycle cost of manned aircraft. The
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disparity in operating the two types of aircraft may be offset by the fact that UAVs can remain in the

air more than 10 times longer than the helicopters currently being used by A&M to support the

USBP. Further, UAV command and control systems are being developed that can control multiple

UAVs simultaneously. When fielded, these new capabilities may change the cost comparison to favor

UAVs over manned aircraft”. Since then the UAV’s overall cost is getting down and they have already

become the optimum option for certain cases cost-wise.

4.3. The Proposed Approach

The surveillance UAVs are usually equipped with one or a combination of normal camera, an EO

camera, Forward Looking Infrared Radar (FLIR), a multi-spectral camera, and synthetic aperture

radar (SAR).

The first step would be using convolutional neural networks (CNN) to detect the signs from the

video footage. CNNs such as GooglNet, Inception...etc. have shown excellent recognition

capabilities, and these CNNs could be retrained to detect the signs of our interest (footprint, tire

impression…etc.) and upon that, we can optimize the flight path accordingly. Figure 24. shows a tire

impression near the U.S-Mexico border, in this case, if the impression was detected by the UAV

during the routine surveillance flight, the auto-pilot would adjust the flight path and make an extra

tour in the area within predetermined limits to collect more data which may lead to the intruder, and

at the same time signals the border agents for further tracking actions. The flight altitude and the

camera resolution would affect the detectable object size. A large benchmark dataset is needed to

train and test algorithms and provide metrics such as the top-5 accuracy and error rates of different

algorithms.
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Figure 24. Tire impression near the U.S-Mexico border (Source: Author)

For the best performance, the training dataset should consider the flight altitude, different soil types,

and changes in weather. Another difficult factor is to estimate the age of the impression, it could be

done by comparing the current footage with an older one to verify if the impression is new or not.

It’s important also to consider that some impressions could be caused by the border patrol vehicles.

Using special cameras could help find some other signs for example using (FLIR) cameras we detect

thermal signs. One of the most detectable signs is the shadows made by our target object, even if the

object had left the area before recording the surveillance video. Its thermal sign could be detectable.

Figure 25. is an FLIR image taken by Global-Hawk UAV, the thermal shadows of airplanes and cars

are still detectable even after the cars have been already left. CNN can recognize this kind of thermal

shadow as well.

The use of small drones to smuggle drugs and guns across the border has been reported, canons as

well used to shoot drugs packages across the border for an accomplice on the other side. Such a

smuggling operation includes a criminal member to monitor the surroundings and provide an early

warning to the other members that a surveillance UAV has been detected, therefore they could hide
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just before the area being surveilled. Having a computerized way to detect thermal signs would lead

to a stop or even apprehension.

Figure 25. The thermal shadows (source: Northrop Grumman)

4.4. Signs To Look For

The summary of all events that happened in a certain region of the border within the periodic

surveillance time is represented in signs left behind these events. These signs could be physical or

chemical, requiring different types of sensors to detect them. any change in the environment of that

region resulting from human, animal, object, or natural phenomena would be of interest, and the

computerized model task is to help find these signs.
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A. Physical signs

Physical signs could be vehicle or footprints, soil disturbances, broken branches, bruised vegetation,

recent campfires, leftover objects, and any changes to the environment. Detecting these signs could

increase the effectiveness of surveillance. these clues are detected by object detection algorithms that

use machine learning and deep learning architectures to analyze image data and recognize objects

working on the principles of convolutional neural networks (R-CNN), Region-Based Convolutional

Neural Networks, Fast R-CNN, and (YOLO) You Only Look Once with recognition efficiency of

around 80-90%, or by human aided by image registration algorithm that highlights the existence of

the new changes in the UAV surveillance path.

In some instances objects could be left behind either by trashing them or intentionally planting them

in the vicinity to collect data, the target would be detecting the object itself or its effects e.g.

electro-magnetic signals could be searched for. Atmospheric variations are the main contributor to a

high noise-to-signal ratio, as the various intensities of sunlight, clouds, and seasons require a large

versatile dataset to train the neural network on, the image can be divided into smaller images in case

of a large body of water is visible in the frame, the sky and clouds have similar effect. Shadows

usually create smaller differences than real objects.

The scanning mission starts flying the initial predetermined surveillance path, collecting imagery

data from the defined parameters of altitude, lens angle, and zooming, the automated image

registration detects the number of changes per frame and the percentage of that change and

calculates the total weight of that change, based on a predetermined threshold, the algorithm could

call for a human supervisor action or continue the scan, the collected data are used for self-learning

of the algorithm, illustrated in Figure 26.
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Figure 26. Flowchart illustration of a scanning mission. (Source: Author)

Physical signs detected by analyzing the imagery data are the main surveillance objective as image

analysis is a well-studied and matured concept, it has accumulated knowledge for over a hundred

years. Another important emerging sensor is electronic chemical sensing, despite being relatively at

its experimentation phase, the data collected by the current sensors shows potential to improve

surveillance.
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B. Chemical signs

The movement of vehicles or living creatures across a region would probably leave distinctive

chemical residues that are foreign to that environment, the exhaust gasses of internal combustion

engines, spelled out fuel and fluids, and cooking and human odors are chemical signs that are usually

detected by trained dogs and could be detectable by UAV’s sensors, however, trained dogs are not

precise scientific, for example in the Netherlands this identification process is not valid as it is

considered to be unscientific [124], hundreds of volatile, semi-volatile and non-volatile chemical

compounds that forms the unique human scent are already identified by the scientific community

[125] and [126]. Gas chromatography–mass spectrometry (GC/MS) analysis is a testing method that

combines gas chromatography and mass spectrometry to identify these substances in a volatile

sample, however, it’s large heavy equipment and has a high response time which prohibits its use by

a UAV. [127] demonstrated a successful differentiation of body odors of two persons with similar

lifestyles and activities using an array of E-nose sensors,

Even a small size residue could generate an airborne scent that is detectable when performing a

three-dimensional scan by the UAV, a close up ground test might reveal some of the shredded hair

or skin cells, those hold microbes and scents foreign to anything found in the environment, human

hygienic products would leave similar vapor that can be recognized as a foreign scent. Although the

electronic sensors are not as good as the dog nose sensors, it is sufficient to improve the overall

performance of the surveillance. and that requires keeping the UAV and its payload sanitized from

contamination. The Sniffer 4D Multi-Gas is a system that can detect up to nine gasses and particles

at once. [128] demonstrated a 16-fold improvement with a commercial explosives detector using a

bio-inspired design principle and making the device “sniff ” like a dog instead of the conventional

steady inspiration for sample intake, to reduce the downwash effect, a vertical tube has been

suggested to carry the air sample to the sensor from a few meters distance away from the UAV

rotors.
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The spatial resolution is dependent on the response time of the sensor and the UAV speed, for a

typical sensor with a sample rate of 5 samples per minute the speed of the UAV should be at a very

slow speed e.g. 5 meters per minute to achieve a spatial resolution of 1 meter. placing a vertical tube

to pump the air sample into the onboard sensor will further decrease the response time and slow the

process. Placing the sensor on the tip of an electrical cable would allow a faster response time by

reducing the purge of the tubing volume, the measurement result from the sensor will be transferred

to the UAV computer as an electrical signal by the cable as illustrated in Figure 27.

Figure 27. Illustration of vertical air sampling (Source: Author)

C. Machine Model & Image Registration

Image registration is the procedure where two or more images of the same field and aligned together

using markers, it’s widely used in the medical field diagnostic tests such as Magnetic resonance

imaging that collects 3D data of living organs to monitor changes inside the organ tissues, Also it’s a

common procedure in analyzing satellite imagery, in our case the first imagery taken to the certain

region are the baseline to compare with the future imagery of the same region, if the field view angle
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is not completely the same, a geometric displacement is necessary to realign them together, changing

the UAV position, camera, the scene lighting, or any element in the scene will result in a change in

the alignment of that image group.

Computerizing the process of image analysis is solving the overwhelming size of surveillance

imagery collected daily, one approach would be dividing the surveilled area into smaller pieces that

fit the UAV camera frame, selecting the same spatial position to capture the image to ensure the

maximum possible overlapping between the two images which will ultimately reduce the

Signal-to-noise ratio (SNR). For the same area, images from multiple angles and altitudes could be

taken. The repeatability of the UAV positioning is important to increase the overall quality of the

process although there are many techniques to compensate and automatically realign the two images

all of them would affect the final efficiency.

The algorithm assumes a same-size image feed for every iteration, and to reduce the effect of

different brightness and contrast, a multimodal intensity registration has been used. To evaluate the

accuracy of the registration the mean squared error was selected, and the optimization of the overall

alignment feedback is done by phase correlation for the initial images. The final judgment of

registration result quality was evaluated subjectively case by case as some signs need emphasis on the

intensity, while other cases might need more emphasis on the misalignment between the two images.

So far, I could not find one universal metric to quantify the overall quality of detection. In all cases,

manual fine-tuning of parameters gave slightly better results, however, for this research only

automated setup was considered. All trials performed on stable images taken minutes apart to prove

the concept, longer gaps are likely to be more challenging, especially in terms of false positive alarms

from detecting noise.

One example to illustrate sign-cutting by finding an added object using image registration from a

video taken at Steveston Harbour, the fishing village on the south arm of the Fraser River in Canada.

In the video a truck enters the Harbour wharf and unloads an object on the wharf then the truck

leaves the area. If we assume that the surveillance captured an image of the site before the unloading
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event (Figure 28. A) and returned to its ground base, then on the next day the UAV surveillance

performed its routine surveillance and captured an image of the site (Figure 28. B). The automated

image registration (Figure 28. C) is showing a sign of the unloading event, which will instigate

further investigation, and could update the UAV mission to focus on the area looking for more signs.

Figure 28. Detecting an object that was added to the scene during the unsurveilled period
(Source: [109], processed by author)

Onboard the UAV machine learning models could instantly identify potential threats, models such as

motion and event detection have a high accuracy to provide early warning of suspicious activity. For

surveillance UAVs where the perimeter is large, the area will be periodically surveilled, leaving

segments of the protected area unsurveilled for an extended amount of time, using a machine

analytics model for man-tracking and sign-cutting would help in terms of acquiring information

about previous events, and it can identify if suspicious electronic devices have been planted near the
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perimeter, by comparing the current video stream with the stream from the previous days and

highlight the differences in the two videos.

The misregistration caused by the different brightness can be in many regions of the image, the

algorithm can be set to contour the N segments of the image that have the highest intensity

difference. (Figure 29.) shows a sign of a previous activity detected by a machine model, the original

image registered to grayscale, green shows segments with less brightness, and the magenta represents

segments with higher brightness.

Figure 29. {A} Shows the first surveilled scene, {B} shows the location after time interruption, {C}
shows the detected sign ({A} & {B} were sourced from [102], {C} is processed by Author).

As the goal is to process a large size of data automatically, intensity-based registration would be the

most suitable technique, and detection of the alignment feature points to optimize the geometric

transformation has been automated, with a few exceptions, the best-estimated results have been

found with the following correlation,
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● The less sky, water bodies, or glass in the background, the better detection.

● The less altitude, the less sign size can be detected

● The more images registered per scene, the better detection.

To quantify the performance of registration the structural similarity index measure (SSIM) can be

used, however, in practical implementation, the number of detecting signs, the size of detected signs,

and the recognizability compared to a human expert would be the quality criteria.

4.5. Discussion

The proposed approach has the potential to increase the efficiency of borders and energy pipeline

surveillance, currently, the surveillance videos are not fully reviewed, and the computerized video

analytics process is focused on detecting objects (humans, cars). integrating signs detection would

have a positive impact with minimal added cost. The tolerance of the system is easily controllable,

depending on the alert status and the availability of verification manpower, the amount of false

positives detected could be adjusted.

The most important part of such a system is training the CNN, based on previous visual recognition

projects a variety and large number of image datasets is required for the training (5000-10000

images), preferably the training images to be taken by the same surveillance UAV to keep as much

similarity as possible to the terrains characteristics and flight altitude, therefore increase the overall

accuracy of signs identification, the dataset images should include images with made up signs

simulating the expected signs to be identified by the CNN, and images with no signs at all. The

system is expected to give good results immediately after being implemented, and it’s updatable, the

original training dataset can be updated regularly, where new images are added from the real

experience of both false positive & false negative identification, so anytime the system makes a

mistake by identifying a sign which is not, or missing a sign. Those images should be added to the

original training dataset and re-train the CNN so the same identification mistakes will not get

repeated, this way the system will be in continuous learning, and with more time it will compound
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experience and increase accuracy.

The main challenge for UAV surveillance is weather conditions which could affect the flight itself or

block the camera view, synthetic aperture radar (SAR) penetrates through the clouds and foggy

weather, some other challenges like the four seasons, and the sign’s size, shape, angle, age, and signs

caused by border agents themselves, and many other factors might cause false identifications but as

the training dataset increase by adding those new false identification images to it, the errors will

decrease.

The smugglers are forensically aware, as with any other deterring technology the smugglers will try

to minimize its effect, in this case using a sort of camouflage to hide the signs is expected, a possible

method is holding a tree branch while walking to erase and camouflage their footprints or attach

objects to the rear of their cars in order to disturb the tire impression as in Figure 30.

Figure 30. Refreshing the road soil so footprints show up more easily (Source: [129])

There is a possibility to train the CNN to identify such a camouflage as the soil is freshly disturbed

so it’s still distinctive from the environment.

A similar concept could be used for other special cameras like spectral cameras which record
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hundreds of different light wavelengths for the same scene, which allows the CNN to detect certain

chemical compositions, therefore, many other signs could be detected using hyperspectral images,

many signs won’t be detected by other technologies would be detectable, at the same time it makes

camouflaging extremely difficult, signs like scrapes on the soil, bruised grass and vegetations, broken

twigs or branches, small rocks kicked over, wet ground, clothes fibers, and many other disturbances

are detectable signs. Detecting disturbed soil in a different color wavelength than the surrounding

was demonstrated, although no accuracy has been established for true detection, also the same

object is much easier to detect by spectral technology when the texture of the material is different.

image arrays produced by a hyperspectral camera are much larger than normal camera videos, which

furthermore urges the need to computerize the sign cutting.

The automated intensity-based image registration could improve the sign-cutting process through

UAV surveillance imagery, feature/point-based registration could produce a higher structural

similarity index measure (SSIM) score but has consistently shown less overall detectability, the

natural changes in sun light would create residual misalignment usually with lower SSIM score which

could allow an identifiable distinguishing threshold score that allows the system to discard certain

misregistration changes. The main advantages are the affordable computation power for large

imagery data, the ability to automate, and the sign detectability. The disadvantage is the

noise-to-signal ratio that produces high false positive alarms.

Chemical sensing UAVs are still an emerging technology especially when implemented for

unidentified scent tracking, nonetheless, it could produce some sign clues if it’s targeted specific

chemicals e.g., explosive trinitrotoluene (TNT), Narcotics, or hydrocarbon. The main disadvantage is

the high cost, precision, and slow response time. The speed of chemical scan could be improved by

using multiple sensors in an array, however, it’s limited to niche applications and limited surveillance

area covering.
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4.6. Conclusion

We can summarize the benefits of the suggested concept mainly by its effectiveness and speed, and

the ability to process large amount of video footage that is very difficult to process otherwise by

manual methods. The main limitations are weather conditions, and discarding signs made by other

natural sources (e.g. wild animals).

1. Automated image registration can detect signs from surveillance imagery. and can process

big data of periodic surveillance videos with minimal human supervision.

2. The overall accuracy is not measured yet, but we suggest that an approach similar to the

Large Scale Visual Recognition Challenge (ILSVRC) could be used to measure the accuracy

and to evaluate algorithms for sign detection.

3. Chemical sensing technology might be useful in certain situations, but it’s not mature

enough, and is far from practically detecting and tracking scents of border intrusions.

Comparing the lifecycle costs of UAVs to manned aerial systems reveals inherent advantages due to

the absence of life support systems, resulting in reduced equipment, weight, size, and overall

expenses. However, concerns arise regarding accidents and crash rates, often attributed to ground

pilot errors or mechanical failures. Over the past three decades, strides in safety standards and pilot

training have mitigated these risks for UAVs. From a cost perspective, despite recording 23 crashes

per million flying hours, the RQ-4 Global Hawk UAV maintains a competitive edge per flying hour

compared to the P-8 manned navy aircraft.

The investigated technologies in this chapter are promising, given the industry rate of evolving,

autonomous sign-cutting and tracking by surveillance UAVs might be possible in the foreseeable

future. However, despite being important the topic remains understudied and the author finds the

results supporting Hypothesis 1 which posits that “Utilizing UAVs equipped with advanced sensors

and processors can enhance the surveillance of lengthy perimeters, supporting their ongoing use in

border security from a cost-benefit perspective”. and support Hypothesis 3 which posits that

“Machine vision can be applied for clues detection, to aid automating the process of sign-cutting in a
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perimeter surveillance imagery data”. and identify some of the current limitations to achieving

autonomous sign-cutting challenging Hypothesis 4 which posits that “Perimeter surveillance UAVs

can operate autonomously, and detect the majority of sign-cutting clues of intrusion using

electro-optical imaging systems”.
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5. CASE STUDY OF A PROPOSED SOLUTION: EXAMPLE OF JORDAN

Jordanian border security is a historic continuous challenge, as the threats rapidly increase both in

number and sophistication advanced modern technologies could help to obtain an adequate level of

protection. securing the outdoor perimeter of any facility, especially if it is with large dimensions.

Nowadays, there are many sites with large areas that fall in this range of long perimeter that need a

high level of security (e.g. critical infrastructures, residential compounds, International borders,

rivers, etc.). Designing a comprehensive solution based on the Unmanned Aerial Vehicles (UAV)

system has the potential to aid in solving many problems that come with the current conventional

security systems in terms of efficiency, reliability, and cost. The proposed plan is to study the

concept of the UAV systems applied in different environmental conditions to improve the efficiency

of the UAV systems. The proposed UAV system is based on modern methods and principles to

reach the basic goal of surveillance covering the Jordanian border. In this chapter, we have applied

integer programming optimization techniques to help the overall project design minimizing the

number of bases and optimizing the number of selected surveillance technologies. Transitions from

manned vehicles to UAVs for surveillance purposes have been widely adopted by the U.S. military

more than other potential operations as shown in the following Figure 31.

Figure 31. U.S. Army transition from manned to unmanned aerial vehicles (Source: [130])
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I used the example of Jordan as a case study for the proposed solution. Jordan is an Arab country in

southwest Asia located between N. Latitudes 29° 11’ and 33° 22’ and E. Longitudes 34° 59’ and 39°

12’. It is bordered by Syria to the north, Iraq to the east, Saudi Arabia to the east and south, and

Palestine to the west, and the country is in a continuous effort to stop smuggling activities on the

border that include drugs, guns, and foreign violent personnel. Iraq shares 181 kilometers of

international border with Jordan, Syria 375 kilometers, Palestine 335 kilometers, 26 kilometers of

coastline, and Saudi Arabia 728 kilometers, adding to 1,645 kilometers of total border length. Figure

32. shows the topography of Jordan.

To cover the whole length, Jordan currently uses physical barriers of walls and fences at some

segments of the border, in addition to regular security manpower patrolling areas near the perimeter,

as well as multiple layers of technologies including cameras and other types of sensors both

permanent fixed and mobile sensors carried on ground and aerial vehicles. The proposal is to

optimize the number of UAVs that are needed for surveillance while at the same time optimizing the

number of UAVs operational and maintenance bases together with the quality and quantity of

technologies carried by each vehicle. The approach is evaluated from an engineering technological

analysis accompanied by an economic constraint. For the complexity of the system, we are going to

use a heuristic method whenever a certain estimated or exact information is not available while a

good practical estimation can be made.

The large variety of sensors and the frequent circumstances changes require multiple optimization

needs for the decision maker, therefore creating a model to prioritize different options will be

helpful, the suggested model is capable of optimizing a large set of variabilities. For each scenario,

the decision maker would need to input the distance between the number of potential areas for

ground bases and the range on the UAV in kilometers and the model will generate the minimum

number of ground bases that cover the whole segment. For model B the decision maker will need to

input the operational value for each technology and the cost of it, as well as the budget, and the

model will select the sensors with the overall maximum value of that given budget.
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Figure 32. Topography of Jordan (Source: Royal Jordanian Geographic Center)
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5.1. Technologies Selection

The system is based on adding the element of UAV surveillance to increase the protection level of

the border against various threats, each technology will be given a value based on the threat

assessments in terms of severity and probability of occurrence, the history of intrusions along the

certain segment of the border as well as the natural condition of the different terrains will influence

the effectiveness of the countermeasure, therefore, based on the operational value of each

technology and its cost the model would prioritize their selection.

The evaluation sequence is as follows,

1. Identify which border segment needs surveillance

2. Identify the potential threats for that segment

3. Analyze the appropriate surveillance technology to detect threats

4. Assign a benefits value for the technology and the cost of acquiring it

When a segment of the border is to be evaluated consideration of the terrain of both sides of the

borders, in the case of Jordan, the majority of its border is a flat desert plateau and has no natural

features that separate both sides, for such segment a camera with night vision would be sufficient

and add great value while for a heavy forest segment a LIDAR technology would add the most

value.

To select among tens of different technologies used in security drones a comparative assessment of

their overall cost-benefit ratio is needed. While one technology may vary greatly in terms of quality,

or performance, the assessment is useful as a baseline for selection that can be overvoted by the

decision-maker whenever a valid need arises in a particular application context. The rating is based

on ten criteria, (criticality of data, quantity of data, data integrity, human support, ease of use).

Camera data (videos and still imagery) is the most widely used sensor for border security as it

acquires a high amount of critical data, it’s reliable and relatively easy to use, the competition for

UAV cameras are satellite cameras, manned aircraft cameras, or fixed & mobile ground cameras at

certain areas of the border, the trade-off benefits of UAV camera are the mobility, cost, ability to
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operate unobtrusively, and cover a massive area. For many technologically advanced countries,

security cameras are a better option than using costly and deadly mines. It also can reduce the use of

extra physical obstacles or fences, it’s highly difficult for intruders to avoid being caught by a UAV

camera. The advancement of machine learning for recognition and video analytics software has

reduced the number of human analysts needed to maintain a sufficient security level.

Electro-optical/infrared (EO/IR) systems are imaging technology that combines electronics and

optics to detect, identify, and track targets in the visible light and infrared spectrum, Figure 33.

shows the characteristics of electro-optical/infrared sensors used for aerial imaging.

Figure 33. Electro-optical/infrared camera used for aerial imaging (Source: Northrop Grumman)
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The basic job of a camera is to create an image from the light, in order to capture the most amount

of light, a monochrome “black & white” complementary metal–oxide–semiconductor CMOS sensor

is used (or other technologies like charge-coupled device CCD). to create colored images 25% red,

50% green, and 25 % blue filters (a Bayer filter array) are placed over the monochrome sensor

blocking around two-thirds of the light intensity. For the same sensor size a trade-off between light

sensitivity and colored information must be made, for a well-lit area the colored information

(spectral information) is usually more important to optimize than light intensity.

Figure 34. Principle of (a) color and (b) monochrome CMOS camera (Source: [131])

Practically most sensors are sensitive to the visible portion of the Electro-magnetic spectrum and to

a lesser extent near-infrared radiation as well as near-ultraviolet, Figure 35. shows the wide portion

of UV and IR wavelengths detectable by sensors, many sensors are specifically designed to capture

certain wavelengths beyond the visible. Ultraviolet, short, medium, and long infrared wavelengths

can be captured as well, this is especially helpful in capturing heat images at the infrared wavelength.

One of the most important aspects of the camera sensor is resolution (pixel size) as the detection of
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an object depends on it, ideally smaller pixel size and higher pixel density (pixel per inch PPI), and

larger sensors help identify smaller objects on the ground for the same focal length and flight height

above the object.

Figure 35. A wide portion of UV and IR wavelengths are detectable by sensors (Source: [132])

To overcome the limitation of the light-sensitive sensor a different type of lenses are usually used to

focus the light into the sensor, focal length, aperture, and depth of field are important considerations

when selecting the lens. besides the object size object detection depends on two camera

specifications and one flight specification,

● Pixel size: the distance between two pixels centers in (m)

● Focal length: the distance between the lens and the sensor when the object is in focus in (m)

● Flight height: the distance between the camera and the the object in (m)

Ground sampling distance GSD = (Pixel size x Flight height / Focal length).

As a practical rule of thumb, in a well-lit area, successful object detection happens when the object

width is at least 3 times larger than the GSD. This is the best-case scenario, in practice many other

factors can disturb the image such as the weather conditions, transmitting and handling the data, and

camouflage. having multiple overlapping images from different angles could help overcome

disturbances and result in successful object detection.
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Figure 36. The appearance of grid lines from different lens orientations (Source: [133])

The real value of an image comes from interpretation, and orientation Figure 36. and it’s important

to collect other types of data (metadata) for each image, the time, location, focal length (focal length

is commonly controlled and frequently adjusted), audio and other relevant data. The Global

Positioning System GPS has made collecting precise location for image acquisition possible adding

great value to aerial imaging. In flat terrain it is easier to estimate the height of the camera above the

object and the orientation, however, in many cases, the terrain is variable in height and orientation

requiring special equipment and/or techniques to estimate an accurate enough object size, and what

is the desired accuracy and precision of object delineation. The altitude above the object would

affect the scale in the image, Figure 37. shows how different terrain affects the distance between the

lens and the object.
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Figure 37. Difference between (Left) flat terrain imaging and (Right) variable terrain imaging

(Source: [134])

More spectral information increases the chances of object detection, when many spectral

(Hyper-spectral) wavelengths are used to create an image, a signature of the chemical composition

can be identified as each chemical element or molecule has its unique reflection of specific

wavelengths and absorption of other wavelengths, such images help to detect specific chemicals (e.g.

explosive material) and camouflaged items, by comparing the received spectral with known spectral

signature, Figure 38. shows how a TNT explosive residual could be detected by analyzing a

hyperspectral image array.
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Figure 38. Detecting chemical signatures in Hyperspectral image array (Source: [35]).

In terms of detecting signs and clues such as soil disturbance, spectral image arrays could provide

additional data when the conventional image processing fails to register the phase difference or

intensity, image registration at each wavelength also improves the confidence of the detected change,

especially by avoiding shadows in the scene. [136] investigated the level of discriminatory

information that could be extracted from the object texture using spectral imaging, Figure 39. shows

disturbed soil in visual imaging compared to spectral images.
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Figure 39. Visual image (left) spectral image (right) of a newly disturbed soil (Source: [136])

A significant time of each year the weather conditions will not allow clear imaging within the visible

range (especially from high-altitude flights), Synthetic-aperture radar SAR is a type of radar

technology that can create images even through media (fog, clouds, tree canopies, storms…etc), as it

uses much lower electromagnetic spectrum frequencies (micro and radio waves) that can penetrate

most of low visibility weather conditions (Not useful for objects under the surface of water bodies).

unlike visible light which is mostly supplied by the sun’s illumination, SAR sends its waves and

receives their reflection back to create an image that reconstructs the shape of the object, that

advantage allows imaging during nights (all-weather, day-and-night imaging sensors) however SAR

images are monochrome and has a poorer resolution (around 1-foot resolution) making it difficult to

detect signs at this resolution but allowing detecting large object or humans, Figure 40. is a SAR

image showing four detected humans.
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Figure 40. SAR image showing four detected humans (Source: [137])

Depending on the specific application, certain electro-magnetic wavelengths could be selected to

optimize the performance beyond the common advantages of SAR technology, the European

remote sensing SAR is a satellite that has a ground range resolution of about 25m and a maximum

azimuth resolution of 5 m, while NASA’s uninhabited aerial vehicle (UAVSAR) has a range

resolution of about 2 m, a range bandwidth of 80 MHz, and a range swath of over 16 km. The radar

is fully polarimetric and has a center frequency of 1.2575 GHz, Table 4. shows the typical

application of SAR at different wavelengths.

Detecting vehicles prints and oil spills from a pipeline are typically successfully performed tasks by

the radar, however, the potential future resolution would allow detected smaller signs, it’s worth

mentioning that the Gartner group report in 2023, most of the earth observation technologies are

still on the innovation trigger stage, SAR being on the peak inflated expectation, that and the high

cost might limit their use to areas where the flight altitude required to be above the clouds level and

other special niches. The all-weather low visibility capability will keep the demand for this

technology despite the cost.
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Table 4. Shows the typical application of SAR at different wavelengths (Source:[138])

Physical bodies with a temperature above absolute zero emit thermal radiation. People, animals,

vehicles, and electronic devices are sources of thermal radiation. the power of this radiation depends

on the emissivity of the body (its ability to emit energy), surface area, and temperature as shown in

the following equation,

P = σ * ε * A * T⁴

P: is the power of the body's thermal radiation.

σ: is the Stefan Boltzmann constant, equal to 5.670367 * 10⁻⁸.

ε: is the emissivity of the substance.

A: is the surface area of the body.

T: is the temperature of the body(Kelvins).

Thermal radiation is emitted at a relatively wide range of wavelengths, the intensity of the radiation

can be best captured at certain wavelengths, while human body peak thermal radiation is at the long
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wavelength infrared LWIR, jet engine exhaust radiates at the medium wavelength infrared MWIR,

and the sun peak radiation is on the visible wavelengths. Each segment of these wavelengths behave

differently, the fact that glass is not transparent to thermal radiation dictates the design and material

of the focal lenses and the reflected rays in the image.

Gartner's Hype Cycle is an estimation that represents the stages of a technology from the early

phase of inception through innovation trigger development, and it shows the inflated expectation

about it before a more realistic understanding of its productivity to the adoption, and eventually, it

might decline and obsolescence. The tool helps track the maturity and potential of certain

technologies, Figure 41. Shows the development of commercial UAVs 2017-2022.

Figure 41. The development of commercial UAVs 2017-2022 (Source: Gartner Group)
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The Gartner hype cycle could also give an insight into the future potential of a technology aiding the

designers to design with the consideration of future upgrades, border agencies have been using

roadmaps to optimize the implementation of current systems with a futuristic vision of potential

upgrades, listing mature and expected technologies. The surveillance uses UAV technology as the

prime tool and base for the model, UAVs come in many different shapes and forms, flight range

varies from a few meters to several tens of thousands of kilometers. similarly and dependably

payload weight has a relatively wide range, and lastly the wide spectrum of technologies and

sensories that can be carried and operated on those vehicles, to maximize the field results, a flexible

effective model that can be implemented on a small pilot to be experimented on while at the same

time is scalable to an order of magnitudes is aimed for. So the model can start with one UAV

carrying one camera and using one ground base for operation and maintenance to a multiple of each

and additional equipment and technologies depending on the budget and risk level.

Consideration to include a much larger set of technologies based on the potential development, or

design for tasks on under-developed technology that might be valuable to our model, for example,

the “Ground-effect vehicle” which is a good fit for the UAV yet is not matured, although the

ground-effect is a well known century old phenomenon yet it has not been exploited to its potential,

especially on UAV as it reduce the impact of its main disadvantage of hazardous accidents on human

pilot flying near ground. In my point of view, this technology would have a potential improvement

in the field of perimeter security using UAV, and such could be added to the model in a later stage.

The following Table 5. shows some specific sensor payload characteristics, sensor rating for the

selection model depends highly on the application details and the interoperability of the whole

system sensors combined, the system should be responsive to the current and expected operations

demand.
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Table 5. Sensors payload characteristics (Source: [139])
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5.2. The Design Aspects

To select the optimum surveillance UAVs for the border we need to identify the following,

Demarcation of the border line, Identifying the potential threats, sensor capabilities to detect

potential threats, methods of deterrence, methods of delaying threat sources, methods of defeating

the threats, methods of mitigating the effect of an attack, negative feedback markers, potential

future upgrading and integration, and the levels of security for the information.

Demarcation of the borderline. Full dimensions must be identified for the border, the threats from

aerial - and Space - as well as from underground incumbent a demarcation of border lines in these

domains, practically the border lines imply a specified operational space around them. In an extreme

case, the optimal way to detect a missile is at the moment of launching it thousands of kilometers

away. One approach is to divide the UAV operation area horizontally based on the levels of required

surveillance, and vertically into ground, underground, and aerial space levels, so the integration of

the UAV into the other layers of the system (physical fences, intelligence, ground devices…etc) will

be optimized.

Figure 42. Illustration of the UAV operational ground area around the borderline (Author)
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To identify the potential threats. A list of potential threats with the level of risk for each would be

identified by analyzing the history of incidents at the said border and also analyzing the incidents on

similar borders around the globe, this will ultimately predetermine the selection of security

technologies and justify the spending. The UAV would look for threats of intrusions on a foreign

ground or aerial vehicles, persons, animals, objects (carried by animals or wind), fire, hazardous

material, or radiation. also any suspicious traces, activities, and markings such as foreign objects,

digged holes, broken plants, disturbed soil, and foot impressions.

Identify Sensors Capabilities To Detect Potential Threats. A variety of sensors can contribute to the

detection of a threat, an overall assessment of the probability of contribution to each of the listed

threats multiplied by their level of risk.

Value of the sensor = ∑ (contribution to detect Tn) X (probability of Tn) X (risk level of Tn).

It is highly important to keep in the design the concept of “hide and seek” as many threats are

initiated by cunning consciences who gather intelligence and try to achieve their goals by least

expected methods.

Identify methods of deterrence. Deterrence is the main priority of the system, it is achieved by

assuring an appropriate punishment for every criminal intruder and instilling fear of a worst

outcome as a consequence of their intrusion. To evaluate the effectiveness of deterrence technology

an estimation of the fear level it is likely to generate among potential intruders multiplied by the

number of potential intruders who would be affected by it.

Effectiveness = (Fear level) X (number of affected intruders)

Identify methods of delaying threat sources. The surveillance UAV is often the first contact with the

threat source and it has the potential to perform some immediate response, therefore equipping the

UAV with interaction technologies to communicate certain messages to the intruders and delay their

advances toward the secured perimeter.

Identify methods of defeating the threats. Many of the modern time threats are swift, not allowing

for conventional response, it should be treated with disabling countermeasures seconds after its

detection to fully block and defeat it.
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Identify methods of mitigating the effect of an attack. Minimizing the effect of an attack should be

considered by including UAV technologies that expedite recovery (e.g. first aid, fire extinguishing…

etc). an accurate risk assessment is necessary to budget the ratio of cure measures to prevention

measures.

Identify negative feedback markers. For the system to be adaptable, a unified measurable marker

should be identified to evaluate the performance of each input; this feedback loop could help

improve the system and reduce inefficiencies.

Identify potential future upgrading and integration. As many technologies double their capability

every few years, the discounted value of future capabilities should be calculated and compared with

the selected current technologies on a cost-to-benefits ratio merits.

Identify the levels of security for information. For security, the system capability is not sufficient for

optimal results, the secretive element is very important as the system is dealing with human

psychology, a primitive technology might outperform an advanced one when unexpected by

intruders. Depending on the goals some technologies deter intruders best when publicized, while

other technologies deter best by yielding their performance in secret. To estimate the total financial

cost and payback of the project, it would be necessary to estimate the following inputs,

1. Total initial cost

2. Yearly operation & maintenance costs

3. Lifespan of the project

4. Yearly revenues (cost of the prevented crimes)

5. Salvage value (at the end of lifespan)

6. Interest rate
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5.2.1. ILP Model A

Figure 43. Map of the Royal Jordanian Air Force bases distribution (Source: [140])

The Kingdom of Jordan air bases are King Abdullah Air Base at Marka which is right on the edge of

the capital governorate of Amman, King Hussein Air Base at Al Mafraq Governorate just a few

kilometers to the northeast of Mafraq city, and Prince Hassan Air Base at pumping station H5 in the

desert of Safawi 75 kilometers northeast of Amman. Muwaffaq Salti Air Base at Azraq in the eastren

desert, and King Faisal Air Base at Al Jafr in the southern desert as shown in Figure 43. The ground

bases for the UAVs would be selected based on the security demand along the border, the allocated

budget, and the proximity of existing force stations and patrols.

The first, discrete optimization model, the maximum covering formulation based on 10 potential

base sites near the border, to find the minimum number of ground bases that can cover the selected
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segment of the border. starting from Irbid city as an area1 in the northwest and flying

counterclockwise along the border up until Ramtha city as area10, the border is divided into

segments each has a length of 200 kilometers, a 35 kilometers of overlap between every two

segments represented as x1, x2, ...x10, the UAV flight range is 600 kilometer so the UAV can bypass

at least one ground base at a time whenever needed.

The objective function is:

Minimize ∑ 𝑥𝑗,  𝑗 ( 𝑗 𝑓𝑟𝑜𝑚 1 𝑡𝑜 10)

Set of constraint:

x10+x1+x2 ≥ 1 (area 1)

x1+x2 ≥ 1 (area 2)

x2 + x3+x4 ≥ 1 (area 3)

x3+x4 ≥ 1 (area 4)

x4+x5+x6 ≥ 1 (area 5)

x5+x6 ≥ 1 (area 6)

x6+ x7 ≥ 1 (area 7)

x6+ x7+x8 ≥ 1 (area 8)

x8+x9 ≥ 1 (area 9)

x9+x10+x1 ≥ 1 (area 10)

(x1,....,x10) are binary.

5.2.2. ILP Model B

A knapsack model is proposed to optimize the number of sensors to be carried on each UAV, as the

same vehicle can cover the whole border, it will have at least 2 bases to land for maintenance and

refueling, no one technology can be selected (n+1) independent times unless all other needed

technologies got selected for at least (n) times, the following Table 6. shows the technologies costs

and operational values for the Camera, Lidar, Physical/Biological samples collectors (PBSC),
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Hyperspectral Camera, Radar, Tele-communication human to machine means (TCHM), Object

installer capability (OIC).

Camera Lidar PBSC Spectral

Camera

Radar TCHM OIC

cost (thousands) 1 20 28 15 1 5 40

value 100 60 55 90 90 70 100

Table 6. Samples of technology costs and operational values (author)

Given a budget of $80,000, the following model is used to maximize the values/cost. Yj represents

technology (1 if selected, 0 otherwise).

The objective function is:

maximize 100x1 + 60x2 + 55x3 + 90x4 + 90x5 + 70x6 + 100x7

Set of constraints:

x1 + 20x2 + 28x3 + 15x4 + 1x5 + 5x6 + 40x7 <= 80

5.3. Results and Conclusion

Applying the above models Shows that at least 4 ground bases are needed to cover the length of the

border (x2,x4,x6, and x9). Technology-wise running the model result of selecting (4 Cameras, 3

radars, 2 TCHM, 1 Spectral Camera, and 1 Lidar). However, from a practical view, the result in this

case shows repetitive selection of the same technology reducing the overall operational value, while

other technologies did not get selected at all due to budget limitations. an additional 2000 dollars to

the budget would result in getting six different technologies (all except PBSC). The metric for

estimating the operational value is a dynamic multi-dimensional equation that considers the

repetitiveness of selecting a technology, also provides insight into the budget brackets, and most

importantly modulates the interoperationility of multi-sensory data. Table 7. was used to evaluate the

operational value of different sensory systems.
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Table 7. Sensor operational value evaluation used for ILP Model B (author)

Linear programming optimization is a valuable tool for complex system design, it can provide

insight into a large set of variability, it’s a good fit for synchronization but difficult to implement

interoperability, the initial model works well as a proof of concept, the next step is scaling up and

including more considerations, such as future expectations of the challenges, and what kind of new

technologies would be introduced, adding models and increasing the dependencies among them will

be critical for the solution, and require high difficulty level of model formulation. more Mixed

Integer Programming (MILP) techniques to be investigated to have a central and holistic approach

to the problem at hand. The proposed system factoring the security needs of the targeted user

(Jordan in this case) to have a chance of implementation, a small yet scalable pilot experiment that

utilizes the current infrastructure of Jordanian border security. For UAV surveillance solution we

found that,

1. Reports on the surveillance operations on the Jordanian border are rather limited,

prohibiting baseline for comparison.

2. ILP optimization models are a good fit for the system design uncertainties, optimizing the

distribution for the ground bases and UAVs along the border.

3. The value of surveillance technology gives the model the main metric to select from

multidimensional options, however, the interoperability value is difficult to incorporate.

4. Although not investigated at all in this research, the next improvement of the models is likely

to be integrating a blockchain ledger to evaluate the interoperability of potential technologies

and multiple UAVs.
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5. ILP models are scalable and fit to synchronize between ground fixed & mobile technologies

and the UAV technologies.

This chapter showed that both UAV and sensor technologies are effective for perimeter surveillance

as of today's performance, at the same time the system is not fully optimized in terms of each

particular technology and the interoperability potential. deriving from the results it supports

Hypothesis 1 which posits that “Utilizing UAVs equipped with advanced sensors and processors

can enhance the surveillance of lengthy perimeters, and justify continuing using them for border

security from a cost-benefits pointview”. and finds no evidence for Hypothesis 4 which posits that

“Perimeter surveillance UAVs can operate autonomously, and detect the majority of sign-cutting

clues of intrusion using electro-optical imaging systems”.
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6. CONCLUSION

This research highlights the imperative need for additional security measures to safeguard the

expansive perimeters of critical infrastructures, investigated utilizing UAV systems equipped with

advanced sensors to minimize potential threats by gathering and processing surveillance data with a

focus on three main objectives identifying the current capabilities of collecting quality data,

identifying what needs to be added such as automating the filtering and analysis process and

contributing to reaching these needs by proofing the concepts on the level of technologies,

techniques, and strategies for designing a case study. My research findings indicate that UAV systems

cannot be replaced by alternative systems for increased efficiency, and revealed that periodic

surveillance can provide valuable information.

Jordan currently uses physical barriers of walls and fences at some segments of the border, in

addition to regular security manpower patrolling areas near the border, as well as multiple layers of

technologies including cameras and radars with variant bands of the spectrum, buried in the ground

seismic and acoustic sensors, both permanent fixed and mobile sensors carried on ground and aerial

vehicles. Border surveillance design is practically identical to looking for a needle in a haystacks, risk

assessment, budget, technologies selection, operation locations, strategies and techniques are all

representing haystacks covering the potential border crime that we are trying to prevent. The nature

of the Jordanian border is sandy loam in texture and generally devoid of vegetation making it

suitable for sign-cutting in aerial surveillance, especially for the imminent concerns of recent

smuggling of drugs and weapons operations across the Syrian border into Jordan, which have been

identified by the foreign ministry as a threat to national security, emphasizing that Jordan will

continue to confront this danger and the criminal groups behind it
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7. NEW SCIENTIFIC RESULTS

The essence and meaning of my scientific research work made during my Ph.D. studies can be
summarized in the following theses:

Thesis No1
I have proved that cost-prohibitive persistent surveillance could be optimized in a periodic
surveillance system which substantially reduces the number of sorties, while still providing valuable
data (Chapter 9. [2] and [4])

Discussions
UAVs can provide critical surveillance value that cannot be substituted by satellites, aerial balloons,
or fixed and mobile ground sensors, leaving the arguments of performance efficiency comparable to
only manned aerial surveillance, comparing the total cost per flown hour of the two systems, specific
advantages such as endurance & maneuverability, and the objective of minimizing human power and
human risk. The author accept Hypothesis 1 proven, which posits that “Utilizing UAVs equipped
with advanced sensors and processors can enhance the surveillance of lengthy perimeters,
supporting their ongoing use in border security from a cost-benefit perspective”. For most
applications, the high and advanced sensors are not affordable in case of fixed on the ground
scenario, mobile on the ground is also limiting the range and the speed of scanning.

Thesis No2
I have identified the extra potential threats and examined them, revealing that an industry-adequate
security level can be reached. I have identified six methods that increase the immunity of the system
and keep the overall cost advantage, clarifying that the high ratio of crashing incidents can be mostly
attributed to the new designs, or underinvestment by selecting compromised technologies. I found
no evidence that non-compact manned surveillance vehicles are significantly safer than UAVs.
(Chapter 9 [1] ).

Discussions
Until the year 2024, there were many reported cases of UAVs either crashed, or spoofed or gunned
down, also incidents of hacked information. Despite the lack of a sizable data on border surveillance
UAVs, we could judge by the industry metrics, comparable to similar autonomous vehicle and
manned surveillance systems. Therefore, the author accepts Hypothesis 2 proven, which posits that
“The cyber-physical security of a perimeter surveillance UAV system can be managed to achieve a
predefined level of security, ensuring resilience against potential threats”. I have shown that UAV
systems are not necessarily riskier to fly when similar budgets are invested in the available capabilities
to manage their cyber-physical security,

Thesis No3
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Using an automated image registration technique, I have demonstrated the successful detection of
clues that aid in automating the process of sign-cutting (Chapter 9 [1] and [4]).

Discussions
Herefore, the author accept Hypothesis 3 proven, which posits that “Machine vision can be applied
for clues detection, to aid automating the process of sign-cutting in perimeter surveillance imagery
data''. Despite the limited tested data, an automated intensity-based image registration algorithm can
filter out a large amount of imaging and quantify how much a certain scene frame is changed from
the last scan, allowing the user to set a threshold of which level of change must be further analyzed,
this could aide analyst to distribute their attention accordingly and mark a milestone to build on and
develop further.

Identified in Chapter 4. are the main clues that needed to be detected by an automated algorithm,
being a new topic, the open literature has very limited data on the accuracy of sign-cutting clues
recognition by machine vision algorithm, urging the need for a benchmark dataset to train and test
recognition algorithms and produce a measurable accuracy level of the process. Therefore, the
author rejects Hypothesis 4, which posits that “Perimeter surveillance UAVs can operate
autonomously, and detect the majority of sign-cutting clues of intrusion using electro-optical
imaging systems”. A reliable detection model is when the system is able to recognize clues in a
standardized way of measuring the performance, for instance, the Top-5 accuracy is a measure of
how often a model's top five answers match the expected answer, which is common in the field of
machine vision.
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8. OUTLOOK AND FUTURE WORK

Every sunrise there is a new knowledge mastered by humans, a new technology or technique.

In terms of perimeter security, new challenges are continuously arising as well, and the same

technologies and techniques are being used against the security system by many well-resourced

criminal groups. The philosophy of this research was to contribute to a framework that connects the

security system design aspects and associate each aspect to its historical experience, functionality,

means of conduct, and results, mindfully extrapolating from the collective knowledge towards a

better way to achieve the task of an impenetrable perimeter, where the objective is to find the

optimum security system that can detect intrusions on a stretched perimeter.

This work marks a milestone towards complete expansive perimeter security, the limitations of open

information, and lack of universally defined key performance indicators that are specific and

measurable left some challenges unsolved, for instance, creating a benchmark dataset to train and

test the machine vision algorithms on, the current image registration convert images to grayscale

then process it to quantify misregistrations. More investigation is needed to compare the

performance using the three separate chromatic bands of red, green, and blue, and also to answer

questions such as would a multi-spectral imaging enhance clues detection? and by how much?

The practical optimization of sensor technologies selection for the anticipated near future

development, answering questions such as how new technologies could upgrade the existing ones to

achieve the objective result, evaluate the interoperability of potential technologies and multiple

UAVs, and how a certain combination of different sensors and techniques working together might

differ from another, to overcome the limitation of the ILP models to a few dimensions that

determine the overall cost-benefits of a particular technology.
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