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1. INTRODUCTION 

Since the start of Blockchain in Satoshi Nakamoto's 2008 study[1], it has evolved as a 

popular way for safeguarding the storage and movement of information in an environment 

that is devoid of trust. A literature review of decentralized technology and peer-to-peer 

systems is included in this thesis. Additionally, a scientific study of the blockchain 

security applications that are most frequently used in cybersecurity activities is presented. 

Based on the findings, the Internet of Things (IoT), machine visualization, and public-

key cryptography are all suitable for blockchain applications. Especially true when it 

comes to the safe storage of identifiable information as well as online applications and 

certification schemes. This study is based on systematized research that was published in 

several different scholarly journals. The purpose of this research is to provide a 

supplementary appraisal of prospects in Blockchain and cybersecurity research. More 

specifically, the research will concentrate on the safety of Blockchain in the Internet of 

Things and sidechain security, as well as blockchain security for artificial intelligence 

data. 

 Recently, blockchain technology has received much interest due to the extraordinary 

tamper-resistant properties it possesses as well as the robust security it offers. It is 

anticipated that the industry will reach 1.2 billion United States dollars by the year 2030, 

expanding at a rate of 82.8 percent on an increasing annual basis[2]. 

 In recent reports, many vulnerabilities and breaches in blockchain technology have been 

discovered; this highlights the vital demand for a robust blockchain security and 

proficient management to guarantee safety and optimal functionality. 

Research Goals and Questions 

To narrow the scope of the task, that is, examining previous studies and their conclusions, 

we have established the two research questions given in the table below: 
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Table 1. Research Questions 

Research Question 1: What is the role of the Blockchain in enhancing Cyber Security? 

Blockchain characteristics may address issues with the security of devices, networks, 

and users. 

Research Question 2: Which are the most recent blockchain security applications? 

Blockchain applications have expanded beyond money. A survey of the most recent 

practical applications will help comprehend the entire scope of blockchain technology's 

influence on cyber-security. 

Research Question 3: What are the Blockchain-Based applications in the healthcare 

industry: challenges and limitations?  

Integration, safety and privacy, sustainability, efficiency, and patient engagement have 

been identified as barriers to creating blockchain-based applications. Concerns have been 

raised about the security and privacy of blockchain-based healthcare applications 

because, despite the encryption methods, it may still be feasible to determine a patient's 

identity on a public blockchain by connecting enough data related to that patient. 

 

1.1. Research Aims and Their Relevance in the Context of the State-of-the-Art 

For the purpose of investigating the use of blockchain technology in a variety of crucial 

industries that are necessary for the development of technology, such as the military, 

finance, and healthcare. A case study of the healthcare industry served as the basis for 

this implementation, which was designed to ensure safety. 

A summary of the study endeavors in blockchain applications for cybersecurity and their 

deployment in the healthcare sector is going to be provided by this research. The purpose 

of this research is to investigate the present studies and the findings that they have 

reached. Subsequently, we will establish a policy that asserts that employing Blockchain 
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for the storage of all healthcare data is the most secure option, hence boosting user-

friendliness. This policy will be based on previous studies regarding the security of 

Blockchain. In addition, it might be helpful in other research that concerns protecting the 

privacy of patients. Why not create a system that can be used all over the world and that 

can be implemented within hospitals? The system would provide them the ability to fund 

themselves using the cryptocurrency that is generated by the integrated Blockchain. 

1.2. Organization of The Thesis and Main Directions 

The profound theoretical aspects of control and signal processing are pervasive in all 

mechanical or electrical systems. This theoretical aspect offers a systematic methodology 

for designing control and signal processing algorithms for practical engineering 

challenges involving big data. Consequently, more advanced algorithms are necessary in 

adaptive systems like Blockchain. This project proposes novel algorithmic strategies for 

collecting and protecting substantial amounts of sensitive data, and a policy that might be 

followed for better security. 

1.3. Research Methodology 

We have selected cybersecurity in Blockchain Technology, both theoretically and 

practically, as the focus of this Ph.D. thesis based on the research design. In principle, 

cybersecurity trials rely on on-chain data; nevertheless, software development's current 

status and centralization complicate this process. We have successfully implemented it in 

a bank in Albania to assess how the Blockchain interacts with sensitive and large datasets. 

CI has conducted a comprehensive study on Blockchain Technology, including an in-

depth analysis of historical cyber dangers and the steps implemented to mitigate them. 

Thus, we refrain from undertaking studies that have already been conducted. 

Additionally, we investigated the potential applications of Blockchain within the medical 

system to facilitate its internationalization. Based on the information collected, we 

developed these three algorithms to serve as the primary framework for implementing 

Blockchain in healthcare. 
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Figure 1. Main Algorithms 
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2. LITERATURE ANALYSE  

We have collected data and conducted research using RStudio and the Biblometrix library 

to enhance our comprehension of existing Blockchain studies and identify future research 

directions for a deeper understanding. 

This research commenced in January 2022 and is scheduled to conclude in May 2025. 

The criteria employed to select the research include actual data about Blockchain and its 

security, the publications in which it appears, and the citations it has received. Among the 

selections, we identified numerous research studies; however, those pertinent to the 

research questions yielded 986 findings, which were then reduced to 894 after removing 

duplicates. After reviewing them and the criteria required for this study, we selected only 

20 for the first review. However, we have chosen an additional 124 for the forthcoming 

research. 

Upon analyzing the study data and their efficacy, we selected nine publications to inform 

our work. The paper should be critiqued, focusing on the application of blockchain 

technology to address a specific issue. Secondly, the study must have sufficient material 

to precisely elucidate the application of the Technology to a specific context, solve the 

research questions we have posed, and clarify the security concerns and data collection 

methods. We can evaluate the accuracy and the methodology of data collection, 

measurement, and presentation. 

For this Ph.D. thesis, we have selected the topic of cybersecurity in Blockchain 

Technology, encompassing both theoretical and practical aspects, based on the study 

design. In principle, cybersecurity trials rely on on-chain data; nevertheless, software 

development's current status and centralization complicate this process. 

We have conducted a comprehensive study on Blockchain Technology, including an in-

depth analysis of previous cyber threats and the steps implemented to mitigate them. 

Thus, we refrain from undertaking studies that have already been conducted. 

Additionally, we have investigated the potential applications of Blockchain within the 

medical system to facilitate its internationalization. 
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Figure 2. Studies' percentage related to my research topic. (HEALTHCARE)1 

In the theoretical study, we analyzed numerous articles and studies related to the 

objectives and two research issues. A technique was employed to select the principal 

research conducted in recent years. Subsequently, we eliminated any duplicates to pick 

the primary studies conducted thereafter. We reviewed the abstracts of the chosen study 

to ensure alignment with the research questions pertinent to the paper's objective. We then 

reviewed the entire document to identify the primary implications of their research and 

select the key elements for further investigation. 

Based on the study, further research is necessary in Data Storage and Sharing, as it is the 

primary subject with the most issues. The Internet of Things (IoT), a field with extensive 

research and current popularity, should address issues, particularly in smart homes and 

Healthcare, if we explore new methods for securing data within blockchain technology. 

 

1 https://www.bibliometrix.org/home/index.php/layout/biblioshiny 
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This report offers further proof of Blockchain Security research. It has contributed to a 

greater comprehension of the principal areas that require further investigation. Additional 

research is necessary to examine the resolutions of Data Storage and Sharing issues. 

Blockchain technology may eliminate the necessity for one central authority to oversee 

and authenticate agreements and transactions among many parties. All mining nodes 

cryptographically hash and authenticate each transaction in the Blockchain. It produces 

immutable, secure, and accessible time-stamped records for all parties. A significant topic 

that is swiftly gaining prominence is artificial intelligence (AI), which enables robots to 

gather information from data and make decisions based on their acquired knowledge, 

despite numerous competing technologies designed to render data in smart homes 

impervious to attacks. The progression of distributed ledger technology is considered one 

of the most promising methods for safeguarding network connections from command-

and-control attacks on encrypted data and providing a secure interface for all networked 

devices. The blockchain nodes reach a consensus to guarantee the permanent recording 

of all transactions. Consequently, executing a controlled attack on information 

transmitted or saved within a singular transaction is challenging. Consequently, for an 

attack to succeed, the supremacy of centers must be compromised. The concept of 

decentralized artificial intelligence has progressed in recent years. Decentralized AI, or 

blockchain-based AI, integrates both technologies. It enables the transmission and 

preservation of dependable, precisely labeled, and disseminated data on the Blockchain 

in a collaborative and intermediary-free manner. Currently, it is anticipated that 

Blockchain will provide a secure platform for data storage, whereas simulated 

intelligence is expected to operate with substantial data quantities. Smart contracts can be 

inscribed into blockchains, facilitating reliable third parties to manage user data sharing 

and access. Algorithms may adapt and learn once integrated into an electronic system, 

under various technological conditions; This results in accurate and reliable decision-

making outcomes that receive universal consensus from all blockchain network nodes. 

Consequently, trust and endorsement for these decisions may originate from all parties 

invested in the outcome. Blockchain-based AI methodologies facilitate the decentralized 

determination of optimal strategies to foster trust and security in disseminating 

information and decision-making outcomes among numerous independent participants 

who contribute to, organize, and vote on future resolutions. The integration of AI with 
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blockchain technology yields numerous beneficial consequences. Blockchain technology 

enables the secure storage of patient records in the healthcare sector. Medical practitioners 

may acquire valuable insights from the patterns identified by AI in this data if granted 

access. BurstIQ, a blockchain-based company offering data solutions for the healthcare 

sector, utilizes Blockchain, artificial intelligence, and big data to manage patient 

Information through a health wallet, which exemplifies innovation. Medical practitioners 

may utilize the wallet to access patient health data as needed. The integration of these 

technologies is revolutionizing the financial services sector by enhancing transaction 

speeds and fostering mutual trust. This study will analyze the literature on the 

combination of AI and Blockchain to aid new researchers, stay up to date with 

developments in the field, and provide suggestions for improving the quality of future 

research. 

2.1. Blockchain Security, AI and Healthcare 

The responses to the RQs from the critical review that came before are included here. The 

application of the AI, blockchain, and healthcare combo has significantly advanced 

thanks to this study. This section discusses the foundations, variants, development teams, 

systems, and consensus mechanisms of the AI and smart contracts combo. In the future, 

more in-depth discussions will be held on the significance and uses of blockchain 

technology in conjunction with AI. Here are the answers to the RQs from the previous 

comprehensive examination. This research improves distributed ledger technology and 

AI combined to help the healthcare industry and others.  

We used RStudio to conduct this research. The research is included below in Why 

RStudio. 

2.2. Analysis of Databases and Bibliometric Data 

The primary pertinent issue is the growing accessibility of bibliometric data [3]. Datasets 

may be amalgamated and reevaluated to tackle various research questions. The 

availability of many types of organized, unstructured, and semi-structured data [4] that 

can be integrated in diverse ways. In recent years, there has been an increase in large-

scale databases and the growth of various data type typologies, including full texts, 
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abstracts, citations, keywords, and co-authors [5]. Scientometrics is an emerging field that 

is currently evolving. Mingers and Leydesdorff (2015) [6]illustrate the various phases in 

the evolution of regions. The authors identify various phases in the sector's development. 

Scientometrics encompasses distinct phases that can be delineated: Garfield articulated 

the quotation's significance and introduced the Science Citation Index [7] The relevance 

was associated with the network analysis of various papers, considering de Solla Price's 

work (1965)[8], which emphasized the significance of paper networks. The expansion of 

the paper network is notable and aligns with the overall increase in datasets within the 

sector. 

In the literature on Symbolic Data Analysis [9], an approach has been developed that 

focuses on aggregate observations, referred to as 'higher observations,' which represent 

'higher-level concepts,' rather than solely on individual observations. [10]examined an 

approach that facilitates the consideration of big data. The author examined extensive 

network data, decomposing it and representing it as symbolic observations. 

Symbolic observations (aggregate data) enable the conduct of big data analysis. Relevant 

knowledge will be extracted from these data, specifically from co-occurrence networks, 

co-authorship networks, and co-citation networks. Relevant knowledge will be extracted 

from these data, specifically from co-occurrence, co-authorship, and co-citation 

networks. 

The initial step involved the creation of the library data set. 

Data were collected from the SCOPUS database on January, 2022, using the query 

"regression and discontinuity," which was then limited to the technology field. 

We have conducted a targeted search for papers in AI, Economics, Finance, and 

Econometrics. A total of 969 papers have been collected. The papers were gathered using 

bibliometric data, including the title, authors, abstract, keywords, and related elements. 

Ultimately, we achieved the initial summarization of the relevant literature by examining 

its overarching bibliometric trends. 
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We have explicitly considered various data types, including numeric data (e.g., the year) 

and textual data (e.g., the abstract). The primary transformation of the initial data matrix 

is the capacity to generate a network that illustrates the co-occurrence of the keywords 

analyzed in the studies. 

2.3. How Bibliometric Works on Big Data Analysis. 

Below, you can find the reasoning behind my choosing Bibliometrix to analyze the data 

that I gathered for the literature review. 

The adjacency matrix 𝐴𝑖𝑗 is as follows:  𝐴𝑖𝑗 if an edge exists between the distinct vertices 

i and j; otherwise, 𝐴𝑖𝑗  = 0. [11] 

We commence by defining a network in this manner: 

G = (V, E) [11] 

Let V represent the network's vertices, and E denote the edges that connect the various 

vertices[12] 

Networks are defined as undirected, unweighted graphs devoid of self-loops. A graph G 

is defined as a pair G = (V, E), where V = {𝑣1, ..., 𝑣𝑛} represents a finite set of vertices  

with |V| = n, and E = {𝑒1, ..., 𝑒𝑚} ⊆ V × V denotes the set of edges with |E| = m. 

A graph can be depicted using an adjacency matrix of size An × n. The generic element 

is as follows: 𝑎𝑖,𝑗 = 1 if (𝑣𝑖,𝑣𝑗) ∈ E; 𝑎𝑖,𝑗 = 0 if (𝑣𝑖,𝑣𝑗) ∉ E. 

The adjacency matrix of an undirected graph is generally symmetric. 
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Figure 3.Network Visualization23 

For each vertex 𝑣𝑘, we calculate the structural indicators for the complete networks, 

specifically the Freeman degree: 

 𝐶𝐷(𝑣𝑘) =  ∑ 𝑎𝑘,𝑗𝑗   j and the betweenness centrality: 

𝐶𝐵(𝑣𝑘)= ∑
𝜎𝑖,𝑗(𝑣𝑘)

𝜎𝑖,𝑗
⁄𝑘≠𝑖≠𝑗𝜖𝑣    

σij k̸=i̸=j∈V, which denotes the centrality of each vertex vk within the network. 

At the end: 

𝐶𝐶(𝑣𝑘)= (∑ 𝑑(𝑣𝑘 , 𝑣𝑗))𝑛
𝑗=1

−1
 

 

2 https://www.bibliometrix.org/home/index.php/layout/biblioshiny 

3 https://blogs.cornell.edu/info2040/2022/09/03/graphs-as-adjacency-matrices/ 
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Where d(𝑣𝑘,𝑣𝑗) is the distance between two distinct nodes, the clustering coefficient, 

which measures the degree to which different nodes are likely to cluster on a specific 

network, can also be considered. 

𝐶𝑖(𝑣)= 
3 ∗ number of network triangles

 number of connected triple of nodes⁄     

Simultaneously, pertinent metrics for the entire network can also be represented. 

Density: The ratio of the total number of vertices to the potential number of vertices in a 

network. Centralization of the network for each structural indicator of centralization 

𝐶𝑥 =
∑ 𝐶𝑥(𝑧∗) − 𝐶𝑥(𝑧𝑖)

𝑛
𝑖

𝑚𝑎𝑥 ∑ 𝐶𝑥(𝑧𝑖)
𝑛
𝑖=1

⁄  

𝐶𝑥(𝑧∗) represents the highest value of the structural indicator inside the network, and 

𝐶𝑥(𝑧𝑖) denotes the value of the individual observation i. 
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Figure 4. Community Composition45 

A network has a specific community structure if the nodes can be grouped into densely 

connected sets with" many edges joining vertices of the same cluster and comparatively 

few edges joining vertices of different clusters"[13] 

Communities typically provide a distinct and pertinent role inside a network. 

Distinct patterns, such as analogous node properties, typically define them. 

 

4 https://www.bibliometrix.org/home/index.php/layout/biblioshiny 

5 https://blogs.cornell.edu/info2040/2022/09/03/graphs-as-adjacency-matrices/ 
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A pertinent issue is identifying communities inside a network. The precise number of 

communities remains undetermined. The many communities inside a network can be 

distinctly defined by their sizes and densities. A variety of algorithms have been presented 

to accomplish this task. It is essential to evaluate the computational expense of employing 

a community discovery technique on extensive networks [14] 

Community structure 

The definition of interval is: 

I[X]=[α,β]={X ∈R:α≤X ≤β}  

We represent the community structure with interval data [15] 

In particular, we consider each community as a single interval by considering the different 

structural indicators of each community [16] 

Thus, we acquire interval data, each representing a distinct community: 

𝐼[𝑋]𝑏 = [𝛼𝑏 , 𝛽𝑏]  

Each structural indicator or property b possesses a distinct interval [𝛼1, 𝛽1] , [𝛼2, 𝛽2] ,…, 

[𝛼𝐵, 𝛽𝐵]  

The intervals exhibit pertinent qualities that may be significant in applications: the radii 

and the midpoints. 

We can determine the midpoint of the interval: 

𝑋𝑐𝑒𝑛𝑒𝑟
𝑏 =

1

2
(𝛼𝑏 + 𝛽𝑏) 

The radius of the interval: 

𝑋𝑟𝑎𝑑𝑖𝑢𝑠
𝑏 =

1

2
(𝛽𝑏 − 𝛼𝑏) 

The communities can be regarded as distinct entities denoted by their intervals. To get 

the mean for each community [17]we can proceed as follows: 
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𝐼[𝑋̅]𝑏 = 1
𝑛⁄ ∑ 𝐼[𝑋]𝑏𝑛

𝑖=1   

Ultimately, we depict the complete community structure by utilizing interval scatterplots. 

 

 

 

Figure 5.  Community Composition: Example67 

 

6 https://www.bibliometrix.org/home/index.php/layout/biblioshiny 

7 https://blogs.cornell.edu/info2040/2022/09/03/graphs-as-adjacency-matrices/ 
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K-means clustering can be applied to interval data to categorize various communities 

while considering their characteristics. 

The objective is to partition n observations into k ≤ n sets, denoted as S = {𝑆1,  𝑆2, … ,  𝑆𝑘 

}, representing the various sets under consideration. 

Multiple criteria exist to determine the number of sets k in the clustering process. 

We have 𝐼[𝑋]1, 𝐼[𝑋]2, … , and 𝐼[𝑋]𝑚, which can be derived from standardized variables 

[18] 

It is essential to minimize the sum of squares across the various clusters. 

We can determine:  

𝑎𝑟𝑔𝑚𝑖𝑛𝑆 ∑ ∑ ‖𝑋𝑐𝑒𝑛𝑡𝑒𝑟
𝑏 − 𝜇𝑖‖

2

𝑋𝑐𝑒𝑛𝑡𝑒𝑟
𝑏 ∈𝑆𝑖

𝑘

𝑖=1

 

In this context, 𝜇𝑖 represents the mean of each distinct cluster 𝑆𝑖. 

Specifically, we focus on the centers of the examined intervals. Prototypes can be derived 

from the centroids. 

Finally, we may interpret the results. 

We examine many simulated networks with distinct structural attributes to test the 

algorithms. 

• The Forest Fire Network Model [19] 

• The Barabási-Albert Model [20]  

• The Random Erdős-Rényi Model [21]  

We have also evaluated various network sizes. 

This exemplifies the Barabási model with 50,000 nodes. 
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Figure 6. Community Composition. Example89 

We can evaluate these interpretative principles derived from our simulations: 

The interpretation of the scatterplot graphic depends on the selected variable. Similar 

communities can be identified by inspecting their shapes. 

Identification of pertinent nodes: Nodes with elevated values are distinguished by a 

certain morphology. 

 

8 https://www.bibliometrix.org/home/index.php/layout/biblioshiny 

9 https://blogs.cornell.edu/info2040/2022/09/03/graphs-as-adjacency-matrices/ 
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Due to the network's centralized topology, the communities are often represented on 

scatterplot diagrams as overlapping. Greater betweenness is associated with a higher 

degree. In other instances, the outcome is not evident. 

The lower bound is of minimal significance in the simulations conducted. In this context, 

the upper bound demonstrates significant disparities among the communities. The 

discrepancies in the upper bound dictate the variations across the distinct intervals. 

The statistics pertain to the network of researchers in theoretical physics. The dataset is 

available on the SNAP website [22] 

Specifically, we utilize the dataset about the "General Relativity and Quantum 

Cosmology collaboration network"[23] 

Utilized methodologies: conventional procedures in Social Network Analysis, 

community detection, definition of interval data, statistical analysis of communities, 

visualization of community structure through structural indicators, and clustering via the 

K-Means algorithm. 
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Figure 7. Community Composition: Example1011 

After analyzing the network in question, we conducted a community detection assessment 

to identify the relevant communities that reveal significant patterns worth extracting from 

the literature. We employed the Walk Trap Community Detection Approach [24] yielding 

significant findings in the existing literature. 

The approach outlined in "Symbolic Data Analysis" [25] facilitates the identification of 

pertinent communities of symbolic data that can be regarded as distinct "data" entities. 

Consequently, we can analyze and interpret the various observations as a significant 

collective. R has seen extensive application in computing [26] 

Ultimately, we considered 1207 keywords in our network analysis [27]. The various 

keywords were examined through the lens of centrality indices, including Freeman's 

degree. 

 

10 https://blogs.cornell.edu/info2040/2022/09/03/graphs-as-adjacency-matrices/ 

11 https://www.bibliometrix.org/home/index.php/layout/biblioshiny 
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The significance of these two specific approaches in our examination lies in their ability 

to effectively illustrate the centrality patterns within our network. The significance of the 

literature within the network can be assessed by evaluating multiple metrics. The 

relationship is a comprehensive measure of centrality, determined by the ratio of paths 

that facilitate movement from a specific node to the entirety. 

The degree is a local centrality measure, quantifying a node's connections with its 

neighboring nodes. The degree is the number of connections, referred to as "edges," that 

a single node can have with other nodes [27]. The primary objective of community 

detection is to identify groups of keywords that exhibit maximal connectivity within the 

works [28]. This may be pertinent for visualizing and identifying the relevant groups of 

keywords among the various w. The results facilitate identifying several communities in 

the literature associated with various groups of keywords. 

2.4. The findings  

Regarding community interpretation indicate a connection between the various themes 

associated with applying regression discontinuity and the methodologies that define or 

are related to regression discontinuity. The symbolic data facilitates comprehension of 

the centrality range applicable to each community or group. 

Each community can be regarded as a "semantic core" within literature in this context. 

Notably, the "1" community, pivotal to literary growth, is founded on regression and has 

significant applications in policy formulation, labor markets, and education. 

Community "8" illustrates the relevant facets of health concerns. This community is 

associated with the interplay between health technology and regression discontinuity. 

This group is founded on the premise that the methodology of regression discontinuity, 

or causality analysis in general, is highly pertinent to health. 

Notably, the term "propensity score" is included in this semantic core. This indicates a 

demand for applying this particular methodology within this specific domain, and 

observing this phenomenon in this context is intriguing. 
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This study addresses a critical issue in the application of Big Data. 

An approach utilizing Symbolic Data Analysis has been considered, alongside a method 

that converts various communities within networks representing the original large data 

sets into symbolic observations. These specific data typologies enable us to examine 

semantic cores compared to isolated keywords. 

We have identified the most pertinent features of the economics literature concerning 

"regression discontinuity," focusing on significant applications and methodologies 

employed. 

Simultaneously, we have pinpointed pertinent focus areas for the new implementation of 

approaches and gained new insights into the existing literature. 

The value derived from the literature is contingent upon the results obtained by examining 

various themes and keywords associated with the extracted communities. 

After knowing why I have used Bibliometrix, we can provide the data selection to make 

the literature study.  

2.5. Bibliometrix Research 

This search produced 144 items in total, 144 of which were examined. This critical review 

includes all articles. The chosen papers are presented below, and the classification's 

general findings are described. Using RStudio ges' >library(bibliometrix), web-interface 

>biblioshiny(). 

Bibliometrix is a R package developed for quantitative analysis in scientometrics and 

bibliometrics. It offers instruments for importing bibliographic data from scientific 

databases (such as Scopus, Web of Science, PubMed, etc.), refining and analyzing the 

data, and producing visual representations. 

2.5.1. Below are several significant characteristics of Bibliometrix: 

Data Import: Compatible with formats exported from Web of Science, Scopus, PubMed, 

Dimensions, CrossRef, and others. 
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Descriptive Analysis: Provides insights into publishing trends, authorship patterns, 

significant sources, and keywords. 

Network Analysis: Develops and examines co-authorship, co-citation, and keyword 

networks. 

Thematic Mapping: Utilizes clustering and mapping techniques to identify emerging or 

declining subjects. 

Visualization Tools: Produces graphs and plots for bibliometric mapping and summary. 

2.5.2. Why Biblioshiny for interface? 

Biblioshiny is the web-based interface for the Bibliometrix R package. It is intended for 

users who prefer a point-and-click graphical user interface to scripting in R. It enables the 

execution of robust bibliometric analysis and the interactive generation of visuals.  

Essential Features of Biblioshiny: Import and examine bibliographic data from Scopus, 

Web of Science, PubMed, and other sources. 

• Descriptive analysis: publishing trends, leading authors, most cited papers, etc.  

• Network analysis: co-authorship, keyword co-occurrence, and co-citation 

networks.  

• Thematic analysis: development of themes, thematic cartography. 

• Interactive visualizations: tailored plots and graphs. 

2.6. What is the current state of the research field? 

This critical study examines the descriptive information obtained from the various 

publications published each year, the publication sources, and the average annual number 

of citations that academic publications receive. It also examines research papers that 

integrate AI and blockchain-based health, published between 2017 and 2025. Most of the 

articles on this topic were published in the Web of Science (WoS) journal (144 articles). 

Using RStudio. 
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Cybersecurity is a paramount worry linked to the proliferation of internet-based 

Technology, products, services, and networks. If cybersecurity constitutes prevention, 

then cyber forensics serves as the remedy. Both are equally vital components of digital 

security. This report offers a comprehensive bibliometric analysis of cybersecurity and 

Blockchain research published in the Web of Science over the last decade (2017–2025). 

The analysis encompassed annual publications, types of publications, and trends across 

many sectors, including publishing sources, organizations, researchers, nations, and 

keywords. The whole counting method was employed for citation analysis. 

In contrast, fractional counting was utilized to examine co-citation, co-author 

collaborations, and keyword co-occurrences across all three domains. Additionally, 

timeline and burst detection analyses were conducted to elucidate notable topic trends 

and citations during the past decade. The study presents bibliometric findings for authors, 

organizations, countries, keywords, sources, and documents that exhibit the strongest 

collaborative linkages globally in cybersecurity and forensics. Current trends in subjects 

that have not been sufficiently explored, as well as prospective avenues, are also outlined. 

The main information about the literature review is based on Bibliometrix. 

In the figure below, we will find the main information about this research. Firstly, the 

timespan is based on the research conducted from 2017 to 2025. The sources for the 

articles are 106. The documents used are 144. Based on the articles, the biblioshiny has 

an annual growth rate of 26.36%. There are 542 authors in total, and 8 of them have 

articles alone. So 39.58% are International Co-authorships. The average number of co-

authors for documents is 4.1, and the total keywords is 488. References are 8739 of all 

the documents taken into consideration. Documents' average age is 2.31, meaning most 

are in their last years. The average citation for the document is 15.81. 
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Figure 8. Main Information12 

Key Words in the First Exploration: The full Records (Blockchain* AND 

cybersecurity* AND Healthcare*) is limited to English. 

Key Words in the First Exploration: Full Records (Blockchain*OR cybersecurity* OR 

Healthcare*) is limited to English. 

For both searches, we added AI, but it did not make any change. The change was with 

2% which is the reason why we decided to use AND for the research, and without adding 

AI to the keywords. 

The objective of the present study is to offer profound insights into, firstly, the principal 

contributors and collaborations in the domains of cybersecurity and Blockchain over the 

last decade and, secondly, to elucidate the most critical research areas, temporal trends of 

topic clusters, keywords, and scholarly articles. In light of the aforementioned studies, 

this work guides future research in this rapidly evolving field. The significance of this 

study is apparent due to the essential functions that cybersecurity and Blockchain serve 

in safeguarding the integrity and dependability of our digital information and transactions. 

Any concession in this matter may result in breaches of sensitive information or 

functioning, causing significant and irreversible losses. This research is significant for its 

bibliometric analysis, which comprehensively contributes to cybersecurity and 

Blockchain. Acknowledging the most influential researchers, institutions, nations, and 

 

12 https://www.bibliometrix.org/home/index.php/layout/biblioshiny 
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journals and their collaborative efforts in this sector benefits the scientific research 

community. Secondly, the chronological progression of study subjects, topics, and 

keywords during the past decade aids researchers in directing their inquiries into obscure 

and underexplored areas. This study identifies significant future and emerging themes to 

assist forthcoming scholars and businesses in this sector. 

Data origin, acquisition, and preliminary processing: bibliometric analysis of the current 

study. This database comprises an extensive collection of high-quality, high-impact 

research articles published in the world's most prestigious journals. It comprises a 

database of publications released in indexed journals from 1990. The Emerging Science 

Citation Index (ESCI), Science Citation Index Expanded (SCIE), Social Sciences Citation 

Index (SSCI), Arts and Humanities Citation Index (AHCI), Conference Proceedings 

Citation Index—Social Sciences and Humanities (CPCI-SSH), and Book Citation 

Index—Social Sciences and Humanities (CPCI-SSH) constitute the core collection of the 

Web of Science (WoS). BCI-SSH (Book Citation Index—Science), CPCI-S (Conference 

Proceedings Citation Index—Science), and BCI-S (Book Citation Index—Science) are 

also incorporated in WoS. This study's WoS document search string was formulated as 

follows: (Blockchain OR Cybersecurity OR Healthcare) covering a decade, from 2017 to 

2027. The search parameters for the aforementioned phrases were configured to 'full 

record and cited references.' The search conducted in February 2025 resulted in 1,041,343 

entries when employing the term "OR," and 144 entries while utilizing "AND" 

(Blockchain AND Cybersecurity AND Healthcare). We pulled the relevant articles from 

the database in BibTeX format for this research, which focuses on the intersection of 

Cybersecurity, Blockchain, and Healthcare. The search yielded accurate document entries 

that closely aligned with the keywords about cybersecurity, Blockchain, and Healthcare. 

2.6.1. Analysis of publication structure  

This section elucidates the distribution of the examined articles based on publication 

years, types, source titles, subjects, and trends in cybersecurity, Blockchain, and 

Healthcare studies. Furthermore, the leading nations, organizations, authors, and 

nationalities in cybersecurity, Blockchain, and Healthcare research, and their respective 

publication totals are also included. All results in this section were derived directly from 
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the Web of Science's filtered analysis options and applied to the complete document 

corpus retrieved using the search phrase referenced in the preceding section.  

2.6.2. Annual publication analysis  

Figure 9 illustrates the annual progression of Web of Science research publications in the 

domains of cybersecurity, Blockchain, and Healthcare. The x-axis represents the 

publication years spanning from 2017 to 2025, whilst the  

The y-axis represents the quantity of WoS publications. The precise publishing counts 

are at the top of the annual publication bars. Between 2021 and 2025, the quantity of 

Cybersecurity, Blockchain, and Healthcare papers steadily rose. Since 2017, these figures 

have escalated significantly, indicating an increasing interest and demand in 

cybersecurity Blockchain Research in Healthcare. The volume of publications from 2021 

to 2025 substantially increased compared to previous years. In 2021, the number of 

cybersecurity and Blockchain articles published in WoS exceeded four times the number 

of manuscripts released in the early years of the previous decade.  

The proliferation of social networking and internet usage has led to an increase in 

cybercrime, necessitating accelerated research initiatives in cybersecurity and 

Blockchain. Consequently, scholars' interest in this perennial subject is expected to 

persist, as demonstrated in Figure 10. This Figure illustrates an exponential decrease in 

2017-2019 citations, but between 2020-2021, we can see an exponential increase and then 

a drop somewhat until 2025 for cybersecurity and Blockchain WoS publications. This 

subsection delineates the various categories of WoS publications in this domain. 
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Figure 9. Annual Scientific Progression of Cybersecurity, Blockchain, and Healthcare from 2017-202513 

 

 

13 https://www.bibliometrix.org/home/index.php/layout/biblioshiny 
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Figure 10. Average annual citation per year.14 

2.6.3. Publication Type 

The WoS database search produced 144 publications in cybersecurity, blockchain, and 

Healthcare, including research articles, conference proceedings, review papers, early 

access materials, and additional formats. Figure 11 illustrates all categories of 

publications together with their respective counts.  

 

 

 

14 https://www.bibliometrix.org/home/index.php/layout/biblioshiny 
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Figure 11. source Dynamics15 

Source: RStudio Bibliometrix 

2.6.4. Co-occurrence analysis utilizing author keywords 

This subsection provides a co-occurrence analysis of keywords cited by writers in 

cybersecurity research publications over the previous decade. The co-occurrences of 

these keywords were examined with the fractional counting approach, with a minimum 

threshold of 10 occurrences per term. A total of 122 keywords were identified as meeting 

this requirement. The ten co-occurring terms with the best TLS values are presented in 

Figure X. This graphic illustrates the thirteen primary keywords cited by researchers in 

 

15 https://www.bibliometrix.org/home/index.php/layout/biblioshiny 
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their cybersecurity and forensics research publications published in WoS. The list 

indicates that the keyword 'Blockchain' was present in 144 published publications (P). 

authentication systems, network schemes, medical technologies, technological networks, 

cloud security, frameworks, cybersecurity concerns, management, Healthcare, 

consortium blockchain, industrial applications, artificial intelligence, information system 

device assaults. 

The term' Machine Learning' co-occurred with 458 other blockchain author-keywords in 

these papers. The TLS of 'security' is 2707, representing the aggregate of its co-

occurrences with each of the 109 other terms, each having a minimum of 10 occurrences. 

In this context, if 'n' author-keywords co-occurred in an article, the strength of the link 

between each pair of co-occurring keywords was calculated as 1/n (attributable to the 

citing article). The green-hued co-occurrence network comprises author keywords 

including 'security,' 'internet of things,' 'scheme,' 'frame,' 'artificial intelligence,' and 

'system,' among others. 
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Figure 12.Co-occurrence16 

As we can see from Figure 11, the main sources listed are IEEE, Scopus, and the Web of 

Science. The primary sources listed do not change if we add the AI word. Based on this 

research, we can display, as shown below in Figure 13, the Three with the main research 

in terms of citations for cybersecurity, Blockchain, and Healthcare systems. 

 

16 https://www.bibliometrix.org/home/index.php/layout/biblioshiny 
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Figure 13. Displays the three-field plot from 2017 until 2025.17 

Based on the tree-field plot in Figure, we can see that the main research was done in 

Cybersecurity, Permission Management, Blockchain, Smart Contracts, Service 

Providers, Deep Learning, the Internet of Things, Privacy, IoT, Security, Artificial 

Intelligence, Machine Learning, and Cryptography. 

 

 

17 https://www.bibliometrix.org/home/index.php/layout/biblioshiny 
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Figure 14. Displays the tree map based on the research using R Studio18 

Additionally, the articles used the following 50 keywords frequently (at least 10 times 

each): "Blockchain," at 9%, "Internet"  at 8%, "Security" at 7%, "Framework" at 5%, 

"Internet of things" at 5%, "privacy" at 5%, "challenges" at 4%, "scheme" at 4%, "system" 

at 3%, "Artificial Intelligence" at 3%, "attacks" at 2%, ["systems," "network," 

"technology," "authentication, ""healthcare," "intrusion detection", "model"] at 

2%,…(for more see the Figure above). 

Based on the tree map, we can see word dynamics with the frequency that it has grown 

from 2017-2025. From this, we can see that the word Blockchain has started to grow 

exponentially from 2022 until now. So, the most used words are Artificial Intelligence, 

security, Blockchain, challenges, internet, privacy, scheme, security, system, and things. 

In the Figure below, we can see their frequency of growth through the years.  

 

18 https://www.bibliometrix.org/home/index.php/layout/biblioshiny 
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Figure 15. Occurrences19 

2.6.5. Citation analysis based on documents. 

Below, you can find the most globally cited documents, almost the same as those in the 

most cited countries.   

 

 

 

19 https://www.bibliometrix.org/home/index.php/layout/biblioshiny 
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Figure 16. Most global cited sources on WoS20 

Most cited documents, we can see, are the same as most global cited sources. 

 

20 https://www.bibliometrix.org/home/index.php/layout/biblioshiny 
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Figure 17. Most cited documents21 

 

21 https://www.bibliometrix.org/home/index.php/layout/biblioshiny 
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Figure 18. Most cited countries22 

Co-citation network: Since most of the articles have co-authors, we can have a map of the 

citation network between the authors. 

 

22 https://www.bibliometrix.org/home/index.php/layout/biblioshiny 
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Figure 19. co-citation-network.23 

This Figure shows the most relevant authors on whom this paper is based. By naming 

these authors, we can see the density of the degree of relevance of studies done until this 

moment. Figure 20 shows the thematic evaluation (using time slice 1) from 2017 until 

2025, the same as the most cited authors. 

 

23 https://www.bibliometrix.org/home/index.php/layout/biblioshiny 
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Figure 20. Most Relevant Authors.24 

2.6.6. Best sources. 

Below, you can find the most relevant sources, beginning with IEEE, then Artificial 

Intelligence and Blockchain Technology, International Conference on Advanced com, 

applied Sciences-Basel, Electronics, Internet of Things, Sensors, 2019 IEEE Southeast, 

 

24 https://www.bibliometrix.org/home/index.php/layout/biblioshiny 
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ACM Computing Surveys, and Cluster Computing -The Journal of Networks Software.

 

Figure 21. Most Relevant Sources.25 

The majority of contribution documents, as we can see from the Figure 22, are from 2020 

until 2024. Based on cluster 1, we can see a factorial map with the most contributed 

articles. 

 

25 https://www.bibliometrix.org/home/index.php/layout/biblioshiny 
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Figure 22. Most contribute documents from 2017-2025.26 

2.6.7. Thematic evaluation from 2017-2025 

The thematic evaluation figure shows the differences from 2017-2023 and 2024-2025. It 

makes a big difference even though it doesn't seem like it in daily life. So, as we can see, 

the "authentication," "issues," "network," and "scheme" from 2017 until 2023 were 

studied separately. From 2024-2025, they are studied by "intrusion detection". Moreover, 

"scheme," "encryption," and "attacks" are now in the framework capacity. Moreover, the 

main difference is the "security," which was one field from 2017 until 2023. Now it is 

part of Framework, Challenges, and Blockchain. We can see a big difference in the 

security field. So, we are giving it the importance that is needed. 

 

26 https://www.bibliometrix.org/home/index.php/layout/biblioshiny 
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Figure 23. Thematic evaluation.27 

2.6.8. Best topics for research. 

Topics that are more popular at the moment are: 

• Blockchain 

• Privacy 

• System 

• Internet 

• Security 

• Framework 

• Challenges 

 

27 https://www.bibliometrix.org/home/index.php/layout/biblioshiny 
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As we can see from the figure 24, this topic has been trending since 2021. The importance 

of Blockchain and security has grown over the last few years. 

 

Figure 24. Trend Topics28 

The collaboration between universities has grown over the years. Even though 

Blockchain security and Healthcare have been touched on in recent years, the 

collaboration seems to be global in terms of research. It is crucial to exchange information 

and experiences so we can have better quality research and reach the end faster. Below, 

you can find the country collaborations from 2017 until 2025. 

 

28 https://www.bibliometrix.org/home/index.php/layout/biblioshiny 
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Figure 25. Country Collaboration29 

2.6.9. Reference burst detection 

Based on the Figure 26, we can see that from 1999 until 2021, there was no big change 

in the research on Blockchain, Security, and Healthcare. This is why the reference 

spectroscopy graph shows no change. However, from 2013 until 2025, we can see a big 

difference in the reference spectroscopy. This shows that this topic is getting the attention 

it deserves.   

 

29 https://www.bibliometrix.org/home/index.php/layout/biblioshiny 
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Figure 26. References Spectroscopy30 

At the end of this literature review, this topic has much to gain and needs more research 

in all the countries.   

Future research in cybersecurity, blockchain, and healthcare combined studies, informed 

by a comprehensive bibliometric analysis from the past decade, may explore advanced 

deep learning and transfer learning architectures to enhance anomaly and threat detection, 

classification, and expeditious resolution with increased precision. System condition 

monitoring, cybersecurity, data modeling, and security necessitate more exploration. 

Significant potential exists for cybersecurity, Blockchain, and Healthcare research in 

hardware architectures, automation control systems, and multi/interdisciplinary software 

applications—applied physics, military, banks, government systems, instrumentation, 

image science, and photographic Technology. Researchers may perform comprehensive 

bibliometric analyses in specific domains of cybersecurity, Blockchain, and Healthcare 

 

30 https://www.bibliometrix.org/home/index.php/layout/biblioshiny 
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research, such as malware detection and deep neural networks, to uncover underlying 

trends that influence current cybersecurity and Blockchain and shape the future of 

information and data security. The aforementioned observations and recommendations 

guide broader and more diverse applications in this domain, favorably influencing several 

disciplines and industries worldwide toward a more digitally secure future. 

 

3. ADVANTAGES OF COMBINING HEALTHCARE WITH BLOCKCHAIN. 

3.1. Main Advantages  

1. Authenticity (The issue of explainable AI is solved by using the digital copy that 

blockchain technology provides to better understand the underlying structure of AI and 

the information sources it is using. As a result, confidence in data and AI-generated ideas 

increases. Security measures may be improved whenever a blockchain transmits and 

maintains AI models, especially when paired with AI.) 

2. Extension (Blockchain-based business networks get a competitive advantage from AI's 

ability to scan, evaluate, and find that it is possible with lightning speed and depth. 

Blockchain allows access to vast volumes of data from both within and outside the 

organization, allowing for more useful insights, greater control over information use and 

model distribution, and a more secure and transparent data market, all of which help AI 

advance. Using oracles, or third parties, to process data) 

3. Automation (Blockchains, AI, and automation may add value to cross-business 

processes by requiring less human involvement, increasing throughput, and promoting 

improved data integrity. Incorporated AI models in smart contracts that are put into place 

on a blockchain could, among other things, recommend recalling out-of-date products, 

reordering, paying for, or buying shares based on specified threshold values and events, 

settling issues, and selecting the most environmentally friendly shipping option) 
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3.2. Healthcare  

AI may improve nearly every element of Healthcare, from highlighting medicinal 

discoveries and supporting user requests to identifying insights from trends and clinical 

information. Blockchain technology allows electronic medical records (EMR) and other 

sensitive patient data to be safely shared between healthcare providers. 

Conventional EHR systems are built on a centralized design, which delegates the entire 

system's management, coordination, and supervision to a single entity. AI is quick enough 

to evaluate healthcare data rapidly and has the computational power to handle massive 

amounts of patient data. Some doctors are still hesitant to employ AI to influence a 

patient's health despite the Technology's amazing capabilities, which have demonstrated 

that it can complete numerous dynamic and cognitive tasks faster than a 

person.  Information hiding, which uses technologies like encrypted multi-party 

computing and zero-knowledge evidence to transactions worldwide without divulging 

any personal information and to ensure the validity of the results, successfully protects 

the user's transaction privacy. However, the system becomes less successful due to the 

intricacy of the computations, necessitating additional effort to maximize its effectiveness 

in real-world settings. Understanding how to utilize AI algorithms effectively to enhance 

subpar performance can be challenging. Additionally, a dispersed environment requires 

a revision of the present AI system. However, past research has shown that model 

inversion assaults could be utilized to reverse-engineer Private AI, which was recently 

designed to integrate AI with encryption techniques to tackle the data security problem. 

The main usages of the blockchain technology combined with AI in the HealthCare sector 

are: 

• Health Data Analytics,  

• Biomedical research and education,  

• Remote patient monitoring,  

• Health insurance claims, and  

Pharmaceutical supply chain 
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3.2.1. The main reasons for an approach to applying Blockchain Technology 

are:  

• data Login,  

• Data Versioning,  

• Non-Repudiation,  

• Data Integrity, and  

• Access Control. 

3.3. Security 

Because blockchains have built-in encryption, data is highly secure. Storing sensitive and 

confidential data on a blockchain, such as health records or personalized 

recommendations, is an excellent idea. AI requires a constant flow of enormous volumes 

of data. The intense research and development emphasize AI algorithms that can securely 

process encrypted data. 

However, there is a different perspective on improving security. Although the Blockchain 

has high security, any additional layers or technologies are not impenetrable. Machine 

learning in the banking industry will hasten the adoption of blockchain technology and 

make it possible to anticipate potential system flaws. 

It is impossible to ignore the speed with which blockchain and AI-based concepts are 

gaining popularity. Although both paradigms provide something fresh, there are 

significant differences in originality and complexity. Blockchain technology may one day 

automate payments and enable the safe, distributed transmission of sensitive data, 

Information, and transaction records due to the widespread usage of digital money in 

today's society. Blockchains and AI have both lately received attention. Blockchain 

technology uses a decentralized, secure, and reliable method to automate Bitcoin 

payments and provide users with access to a shared ledger of transactions, records, and 

data. The smart contracts of blockchain technology may not require a central authority to 

regulate user interactions. Contrarily, artificial intelligence (AI) endows robots with 

human-level capacities for reasoning and decision-making. However, fusing these two 

technologies might result in a significant shift in the industry. Although both technologies 
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are cutting-edge, they might be combined to expedite and simplify operations. This 

understanding prompted a thorough examination of papers that combine security, 

Blockchain, Healthcare, and AI, published between 2017 and 2025. 

The use of blockchain technology in cybersecurity is essential. The pursuit of building 

huge electronic circuits raises the possibility of hacking even the most contemporary 

cryptography techniques. Cybersecurity in the healthcare industry is a significant and 

challenging topic because of the ethical and legal ramifications of a patient's medical data. 

Image secrecy is highly susceptible to several kinds of attacks. For this reason, special 

care must be taken regarding data protection when creating a cybersecurity model for 

healthcare applications. The blockchain algorithm maintains the security of the medical 

image by using a hash function. 

The study sheds light on using blockchain technology to secure health services. A 

blockchain system's security is paramount in preventing manipulation, ensuring privacy, 

eliminating double-spending, and enhancing credibility. Its distributed nature and lack of 

reliance on trust make the security defense of the blockchain system one of the most 

crucial measures. 

This study recommends strengthening the healthcare system by integrating blockchain 

technology with big data, IoT, AI, and machine learning. The aim is to stimulate further 

study and discussion on blockchain security and to offer more reliable security assurances 

for the application and advancement of blockchain technology, in response to the ever-

evolving threats and challenges, which necessitate continuous upgrades and 

enhancements in defense technologies. 

Blockchain technology upends the status quo by providing a productive and decentralized 

platform for data management. Blockchain is a data management system that has the 

potential to enable accountability and transparency. Every computer network user may 

have a duplicate copy of the Blockchain, a ledger of transactions where network members 

validate data submitted into the ledger; once entered, the data cannot be changed. Revenue 

cycle administration, doctor credentialing, electronic health records, and supply chain 

administration are applications in the healthcare industry. However, their widespread 

adoption is threatened by prospective government regulation and internal concerns. 
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Additionally, the fact that the data in the Blockchain is duplicated across all of the 

network's nodes fosters openness and transparency, enabling healthcare stakeholders, 

particularly the patients, to understand how, by whom, when, and how their data is 

utilized. More crucially, since the data in the ledger is duplicated throughout several nodes 

in the network, it has no impact on the ledger's current state. As a result, Blockchain, by 

its very nature, can defend against possible data loss, corruption, and security threats like 

ransomware assaults. 

In a cross, multi-system world, blockchain technology is rapidly used to facilitate 

transaction security and safety, supply Chain, cryptographic protocols, and identity 

authentication. This facilitation occurs because blockchain technology, a digital ledger of 

exchanges cloned and distributed across an entire computer network, structures the 

recording of critical data unchanging and transparent to anyone and everyone, making it 

difficult, if not impossible, to change or hack without being discovered. Given these 

advantages, it is no surprise that Blockchain is gaining traction in various industries, 

including financial services, energy, Healthcare, real estate, telecoms, and others 

involving several entities whose accounts or activities could not be verified. The 

advantages of Blockchain may also be applied to another critical sector for different 

states: national security. Through its capacity to assure confidence in communication and 

information technology (ICT) and malware protection and verification, which are critical 

to the functioning of 5G and communication infrastructure, the technology shows 

potential for resolving some of today's cybersecurity challenges. More methods, use 

cases, and guiding principles are smoothing the route forward while new blocking hurdles 

emerge daily. A skills gap resulting from a scarcity of blockchain engineers has worsened 

the problem. Innovative solutions will be driven by high customer demand from 

enterprises eager to utilize blockchain technology, despite its complexities. With the 

continuous usage of Blockchain, ICT technology's 5G network will change. The advent 

of Blockchain presents the world with the opportunity for improved mutual trust beyond 

boundaries between untrusted external stakeholders, something the world sorely lacks. It 

allows providers to automate and link communities and societies worldwide. 

Blockchain health information technology (HIT) has advantages, including assuring data 

security and privacy of health data, easing interoperability of diverse HIT systems, and 
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enhancing the standard of health care results. Security and privacy flaws, user reluctance, 

high computer power needs, implementation costs, ineffective consensus algorithms, and 

difficulties integrating Blockchain with existing HIT are all obstacles to adopting 

blockchain technology to construct HIT. 

Only trust can underpin the interaction between a patient and a healthcare practitioner. 

Every medical record must be protected. All health information about any specific patient 

will always be kept private by the doctor and any other healthcare team members with 

the legal and professional authority to access such data. Such Information must always 

be kept secure to prevent access by unauthorized parties and disclosure to family members 

unless required by law or when the patient has expressly requested it in writing. As far as 

safely securing the data from unauthorized sellers, the evidence from any of the results 

mentioned above indicates 

Blockchain technology still needs to do so. This theoretical assumption is that medical 

records should always be preserved in a secure location without fail. The theocentric 

system must be used when entering patient data following the generally accepted medical 

record-keeping standard. Anyone accessing the data must log in and enter a password. 

This element is irrelevant because each data set in Blockchain is presented in blocks and 

may be viewed separately. 

Additionally, it is crucial to back up all data to a portable storage device, allowing for 

data recovery in the event of system failure. When a dental professional divulges private 

Information about a patient to a third party without the patient's consent or a court order, 

it is always a violation of confidentiality. Equally, while being a popular technology used 

in many nations worldwide, Blockchain needs appropriate Standardization. Blockchain 

has been shown to lack appropriate security standards, particularly inside networks and 

worlds. When appropriate security control systems are in place, such attempts may be 

thwarted even though those not concerned with the patient's data may deliberately try to 

access Information on the patient's identity or location by intercepting communication 

between the patient and the healthcare providers. Many breaches may be avoided by 

implementing a top-notch security strategy focusing on the blockchain system's most 

straightforward and frequent causes of data breaches. 
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Table 2. Types of Blockchain31 

 Type One Type Two Type Three 

 Only Cryptocur Only Business 

 Cryptocurre rency+ B2B 

 ncy Business  

 C2C B2C  

Mode of Peer- Public Public Authorized 

to-Peer Blockchain Blockchain Blockchain 

 with no   

 permissions   

Consensus Proof-of- Public or Private 

Mechanism Work (PoW) Private blockchains 

  Blockchain  

Scalability Low- Proof-of- Pluggable 

 Performance Work Consensus 

 Scalability (PoW) Algorithm, which 

 and High Low- is PBFT at the 

 Node Performance moment 

 Scalability e  

  Scalability  

  and High  

  Node  

  Scalability  

Cryptocurrency Integrated Integrated Low Scalability of 

 

31 S. Qose, Z. Rajnai and B. Fregan, "Blockchain Technology in Healthcare Industry: Benefits and Issues," 2023 

IEEE 17th International Symposium on Applied Computational Intelligence and Informatics (SACI), Timisoara, 

Romania, 2023, pp. 171-176, doi: 10.1109/SACI58269.2023.10158669. 

keywords: {Industries;Law;Supply chains;Medical services;Writing;Regulation;Blockchains;4.0 

Technology;Healthcare system;Blockchain Security;Smart Contracts;Cybersecurity}, 
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 cryptocurrency 

cryptocurren

cy Nodes 

 y is known as ncy as Scalability for high 

 (Bitcoin) (Ether) performance 

   No cryptocurrency 

   integrated 

Programming C++ has Solidity- Golang chain code 

Language extremely few written with a lot of 

 programming smart development 

 options and contracts potential 

 makes with  

 developing significant  

 applications developme  

 challenging. nt potential  

  (Dapp)  

Public, private, and consortium Blockchains are the three forms of Blockchain. Every 

node can access the Blockchain-based system and engage in Blockchain activities in a 

shared Ledger, such as Bitcoin. A private Blockchain is a limited Blockchain that 

functions within a private network within an entity, with just a few people participating 

in the Blockchain network. When Scalability, accordance with data protection standards, 

and other regulatory difficulties are necessary, private Blockchains are utilized, upwards 

of one organization, to manage the Consortium Blockchain. Banks and network providers 

are the most common users of consortium blockchains. The following are the significant 

components and properties of Blockchain: 

1. A smart contract is a programmable binary code stored on the Blockchain and 

activated when specific circumstances are satisfied. 

2. Consensus—In a peer-to-peer network, the agreement includes an agreement 

among many active nodes to authorize a transaction. 

3. There is no dependence on a third party to ensure the Information's legitimacy and 

security. Using a consensus process, the Decentralized network of interconnected 

nodes defends the network and creates confidence. 

4. Shared database or ledger — A shared database or ledger is an incremental backup 

database that records all transactions and is accessible to all participants. 
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5. Transparency - All participating nodes know all operations and can authenticate 

each one effectively. 

6. Provenance- All internet backbone interactions may be monitored and verified to 

see how data ownership has shifted. 

7. Immutability—All data collected on the Blockchain is tamper-proof. 

Transforming the data recorded on Blockchain necessitates ownership of most 

nodes inside the Blockchain network (51 percent assault). 

The new generation of mobile Technology, 5G, connects everything and everyone, 

providing new opportunities for customers, society, and industries[29]. However, the trust 

related to the reliability and security of 5G equipment and systems has been the main 

topic of several discussions. Blockchain-based models can facilitate the exchange of 

automotive and traffic data. Our work identifies and debates significant open research 

problems that the research community should address and provide answers to fully 

harness the considerable benefits of upcoming 5G networks and services. We conclude 

that Blockchain can transfer Information between participants in a safe, dependable, and 

controlled manner that is constantly monitored and evaluated with the help of specialized 

tools. 

3.4. Blockchain for better seciurity 

3.4.1. Distributed Storage 

Ethereum is a blockchain-based platform that makes the Blockchain programmable. 

Blockchain is a costly storage medium, particularly when handling vast amounts of data. 

As a result, the Interplanetary Storage Device (IPFS), Swarms, Filecoin, BigChainDB, 

and Storj are launched as distributed peer-to-peer storage systems[30]. As a result, the 

advantages of Blockchain became evident, leading to the creation of Digital Assets. 

3.4.2. Decentralized Apps (DApps) and Smart Contracts 

DApps[31], decentralized applications, are frontline user applications that interact with 

payment systems by triggering transactions that call innovative contract functionalities. 

A smart contract is software that manages the interactions and agreed-upon terms and 

conditions among participants. All decentralized and trustworthy nodes verify and agree 

on the conclusion of the smart contract's execution. 
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3.4.3. Blockchain Platform Types 

There are three types of blockchain platforms: permission-less, which means the 

blockchain network is open to the public; private Blockchain, which means the 

blockchain network is secure and personal references award connectivity; and network 

management is typically completed by a known superintendent, and partnership 

agreement, which is a hybrid of permission-less and validates transactions. The 

blockchain administration is carried out by several administrators and not in cooperative, 

federated, or hybrid blockchains, which are analogous to permissioned networks. 

Future 5G mobile carriers are expected to gain more from employing a collaboration or 

permissioned Blockchain. Because consumer and supplier data are made publicly 

available, a public blockchain may threaten privacy. A public or private blockchain would 

be preferable if the operator intends to utilize the Blockchain for internal purposes. A 

blockchain network would be more suited when providers offer telecommunications 

services to vertical businesses, such as roaming cost settlements involving several 

corporate relationships. 

3.4.4. Verified Oracles 

Smart contracts are unable to obtain external data on their own. Oracles or source streams 

should call particular functions within smart contracts to relay outside data and 

Information to the smart contracts. It is impossible to trust a singular oracle to publish 

data. As a result, numerous oracles are required to report inputs to smart contracts. Smart 

contracts must examine and review reported data from multiple oracles to ensure that the 

data is reliable. The oracles employ decentralized sharing, consensus, and reputation 

processes to establish high confidence in the available results. 

In this work, we have introduced two significant approaches: NESAS and Blockchain 

integration[32]. NESAS is focused on the technical aspects of product development, 

which rely on the legal and policy aspects defined by processes. 

The implementation of Blockchain-based models may be used as a rapid and permanent 

record for settling vehicle insurance claims. The need for a massive network of IoT 



56 

 

systems to interact with each other through millisecond latency in situations including 

green infrastructure and UAV [33] fleets may be met by blockchain-enabled 

administration and verification of such equipment. Thus, we outlined blockchain 

technology and the decentralization elements that make it possible, such as consensus 

mechanisms, distributed storage, and decentralized applications. In addition, future and 

innovative opportunities and use cases that result from combining Blockchain with 5G 

networks (not previously explored in the literature) are highlighted. 

Blockchain in the cloud data center eliminates the need for a scheduler, resulting in lower 

energy costs and excellent reliability. Handling a sequence of requests uploaded to the 

Blockchain as a transaction and confirmed by consensus by participating data centers 

reduces the energy cost. Thanks to the Blockchain, the data center can plan requests for 

resource allocation without relying on a centralized scheduler. A smart contract is run 

every time a transaction is received, and the request and V.M.s are migrated. The data 

center with the least traffic accepts requests, and virtual machines present a Blockchain-

enabled federated cloud infrastructure to close the breach detection gap (BDG). 

This research has shown how Blockchain, including accompanying decentralized 

technologies, may be used for 5G by providing technical specifics inside system 

implementation architecture and diagrams. Nonetheless, as in every system, Blockchain 

naturally faces some challenges in social media. The present study revealed that there are 

still problems related to guidelines and regulations in many countries: delayed 

frameworks, key protection, self-centered excavators, information control, cloud 

stockpiling, limit obliges, fork problems, smart contracts, and property. 

More research is needed to enhance and expand the opportunities offered by this 

Technology. Blockchain has potential for social media and several research topics such 

as economics and business, social interaction, and national and international security. 

Therefore, future research should concentrate on the opportunities in specific areas and 

investigate the present and possible issues. Further enhancement is still needed in the 

security area. 
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Table 3. Advantages of blockchain applications in healthcare32 

   

Enhanced  Every health information on the 

privacy and  Blockchain is timestamped, 

data security 

 encrypted, and added in  

 

Chronological sequence. The   

  The identity or privacy of the patients is 

  further protected by using  

  cryptographic keys to store health 

  Data on the Blockchain.  

Ownership of  Patients must be the owners of their 

health data  data and in charge of how it is 

  Utilized. Patients  

  should be able to notice instances of 

  Data misuse requires the 

  assurance that third parties will 

  not misuse their health  

  Information.   

Decentralization  A decentralized management 

  The Structure is necessary for Healthcare. 

  because of the spread of  

  Stakeholders. Blockchain has the 

  potential to become the 

 integrated healthcare delivery data 

 Management.  

 

32 https://ieeexplore.ieee.org/document/10158669  
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Trust and Transparency Blockchain fosters confidence in 

 distributed healthcare apps because 

 of its openness and  

 Transparency.  

Authenticity of data The legitimacy and integrity of the 

 Records kept on Blockchain may be 

 confirmed even without access to 

 Their plaintext.  

Accessibility and robustness The availability of health data 

 saved on Blockchain is ensured 

 Since records are duplicated across 

 numerous nodes, making the system 

 resistant to data loss, data 

 corruption, and various security 

 Attacks on accessibility. 

  

3.5. Innovation and Design. 

Between early 2018 and 2025, we identified over 933,224 research studies relevant to 

Blockchain, cybersecurity, or healthcare. We subsequently selected only primary research 

that conformed to the quality assessment criteria. We researched using the following 

terms: Blockchain, Cybersecurity, and Healthcare. Based on these criteria, we obtained 

144 results from the Web of Science. We may incorporate other studies into analyses in 

future research; nevertheless, this is sufficient for progressing to the subsequent 

investigation quickly after the initial assessment. We meticulously assessed the data 

contained within the subset of the study and publications. We presented the data to convey 

the study, insights, and reflections on the supply chain and security domain. Ultimately, 

we outline the current terms and strategies for implementing Blockchain to enhance the 

security of existing and emerging cyber technologies. 
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We conducted a literature study by examining 20 publications or studies relevant to the 

topic we have presented for this occasion. We can thoroughly analyze the research on a 

single issue. 

3.6. Primary Studies 

Applying keywords to the search functionalities of specific publications or search engines 

yielded all relevant studies and the principal research articles. All selected keywords were 

intended to promote the dissemination of the research findings to meet the research 

questions. The primary keywords included cybersecurity in Blockchain, blockchain 

technology, security problems, security challenges within the chain, data privacy, and 

blockchain assessment. The platforms consisted of: 

1) Web Of Science 

2) IEEE Explore Digital Library 

3) Research Gate 

4) ScienceDirect 

5) Google Scholar 

Based on the keywords, we have extracted seven papers, which you can find in the table 

below. 

Table 4. Keywords and Research Papers keywords Papers Research 

keywords 
Papers  

Research 

Cyber security in 

Blockchain 

A systematic literature review of Blockchain cyber security 

[17] 

How the development of Blockchain affected cybersecurity 

[18] 

Bitcoin and Blockchain Security [19] 

BSS: Blockchain Security over software-defined. [20] 

Blockchain 

performance 

Blockchain for Cybersecurity and Privacy: Architectures, 

Challenges, and Applications [21]  
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keywords 
Papers  

Research 

Data Privacy in 

Blockchain 

Cybersecurity, Data Privacy, and Blockchain: A Review [22] 

AI-empowered, Blockchain and SDN integrated security 

architecture for IoT network of cyber-physical systems [23] 

Blockchain 

technology security 

concerns 

Four ways Blockchain Technology will Disrupt 

Telecommunications [24] 

Cybersecurity Risks of Blockchain Technologies [25] 

Blockchain in 

Healthcare 

Technology 

 Distributed Ledgers: Definition, How They’re Used, and 

Potential  [6] 

A survey on blockchain technology and its security,” 

Blockchain: Research and Applications  [7] 

 

This study analyzed many publications and studies concerning the objectives and two 

research inquiries. A process was employed to choose the foremost research conducted 

in recent years. Rapidly review the entire report to identify the substantial implications of 

their research and select the primary elements for conducting this study. Subsequently, 

all duplicates will be eliminated to pick the primary studies conducted; thereafter, the 

chosen abstracts will be reviewed to ensure their alignment with the research issues 

pertinent to the objectives of this work. 

According to the study, we have determined that further research is necessary on Data 

Storage and Sharing, as it is the primary area with the most issues. Furthermore, the 

Internet of Things (IoT), a highly researched and now popular domain, should focus more 

on addressing the challenges it faces, particularly in smart homes, and devising innovative 

methods to safeguard data within Blockchain technology. 

This report offers further proof of Blockchain Security research. It has improved 

comprehension of the principal domains that warrant further investigation. 
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Blockchain technology disrupts the existing paradigm by offering an efficient and 

decentralized framework for data management. Blockchain is a data management 

technology capable of facilitating accountability and transparency. Each computer 

network user may possess a duplicate of the Blockchain, a transaction log wherein 

network participants authenticate the data entered; once recorded, the data is immutable 

(OECD, 2020). Revenue cycle management, physician credentialing, electronic health 

records, and supply chain management are applications within the healthcare sector. 

Nevertheless, their extensive implementation is jeopardized by potential government 

regulation and internal apprehensions (OECD, 2022)[34]. 

The duplication of data across all nodes in the Blockchain promotes transparency, 

allowing healthcare stakeholders, especially patients, to comprehend how, by whom, 

when, and in what manner their data is employed. More importantly, the duplication of 

data among multiple nodes in the network does not affect the present status of the ledger. 

Consequently, Blockchain protects against data loss, corruption, and security risks like 

ransomware attacks. Transparent and immutable record-keeping is essential in the 

healthcare sector for specific transactions, including procuring and distributing 

pharmaceuticals and medical equipment and overseeing personnel access to facilities, 

patient records, and other health-related data. The necessity of blockchain technology for 

preserving the integrity of these transactions poses an issue for policymakers. Do its costs 

and benefits surpass rival technologies, such as a traditional, centrally managed database? 

Blockchain health information technology (HIT) offers benefits such as ensuring data 

security and privacy of health information, facilitating interoperability among various 

HIT systems, and improving the quality of healthcare outcomes. Obstacles to 

implementing blockchain technology for constructing Health Information Technology 

(HIT) include security and privacy vulnerabilities, user apprehension, substantial 

computational power requirements, implementation expenses, inadequate consensus 

algorithms, and challenges integrating Blockchain with current HIT systems. 

Trust is the fundamental basis for connecting a patient and a healthcare practitioner. All 

medical records must be safeguarded. All health information on any specific patient will 

consistently be kept confidential by the physician and other healthcare professionals 
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possessing the legal and professional capacity to access such data. Such Information must 

be safeguarded to prevent unlawful access and disclosure to family members, except 

when mandated by law or when the patient has explicitly requested it in writing. The 

Information from the aforementioned outcomes suggests that blockchain technology still 

needs improvement in securely safeguarding data from unauthorized vendors. This 

theoretical premise posits that medical records must invariably be maintained in a secure 

location. Theocentric methodology should be employed when inputting patient data by 

established medical record-keeping standards. Access to the data requires users to log in 

and provide a password. The presentation of each data set in Blockchain as distinct blocks 

renders this element meaningless. 

Furthermore, it is imperative to back up all data to a portable storage device to facilitate 

recovery during system failure. A dental professional's disclosure of a patient's private 

Information to a third party without the patient's consent or a court order constitutes a 

breach of confidentiality. Similarly, despite widespread adoption across numerous 

countries, Blockchain requires proper Standardization. Blockchain has demonstrated 

insufficient security standards, especially inside networks and ecosystems. When suitable 

security control systems are implemented, such attempts may be obstructed, despite 

individuals unrelated to the patient's data intentionally seeking Information regarding the 

patient's identity or location by intercepting communications between the patient and 

healthcare providers. Numerous breaches can be averted by employing a superior security 

strategy that targets the blockchain system's most fundamental and prevalent sources of 

data breaches. 

3.7. The expected result and applications: 

The rapid ascent of Blockchain and AI concepts is undeniable. While both theories offer 

novel contributions, they exhibit substantial disparities in originality and complexity. 

Blockchain technology has the potential to automate payments and facilitate the secure, 

decentralized transmission of sensitive data, Information, and transaction records, owing 

to the prevalent use of digital currency in contemporary culture. Both blockchains and 

artificial intelligence have recently garnered attention. Blockchain technology employs a 

decentralized, secure, dependable mechanism to automate Bitcoin transactions and grant 



63 

 

users access to a communal ledger of transactions, records, and data. Blockchain 

technology's smart contracts may operate without a central authority to govern user 

interactions. Conversely, artificial intelligence (AI) equips machines with human-like 

abilities in reasoning and decision-making. Nevertheless, integrating these two 

technologies could lead to a substantial transformation in the sector. Despite both systems 

being state-of-the-art, their integration could streamline and accelerate processes. 

The expansion of the Bitcoin system has led to the rising popularity and advancement of 

blockchain technology in recent years. Blockchain technology generates several 

interconnected data blocks through cryptographic processes. Crucial data encircles each 

Block to validate its authenticity and facilitate the subsequent generation of blocks. 

Consequently, Blockchain operates as a distributed database, acquiring essential 

attributes such as immutability, privacy preservation, and decentralization that facilitate 

secure data sharing. Furthermore, it enhances openness and data integrity inside the 

information system, which accounts for its utilization in numerous key applications, 

including supply chains, industries, gaming systems, identity management, and food 

monitoring. 

Furthermore, the electrical sector, the Internet of Vehicles, and the healthcare industry 

extensively utilize the advancements of blockchain technology. Implementing 

blockchains in the healthcare sector engenders a significant transformation. Patient data 

is typically straightforward to manage; however, handling unstructured data can 

sometimes require additional effort. 

This medical data is compiled from several users and is accessed or modified by multiple 

individuals for significant objectives. Patient data must be managed safely, reliably, and 

safeguarded due to its critical importance. Consequently, when the blockchain system 

accommodates numerous users generating vast quantities of data, such as from the 

Internet of Things (IoT), it encounters particular challenges, as a substantial user base can 

impede the system's processing speed, leading to complications with blockchain 

scalability and authentication. The cybersecurity system employs various techniques, 

including the Elliptic Curve Integrated Encryption Scheme (ECIES), Convolutional 

Neural Network (CNN), Fuzzy Computing, Ring verification methodology, and deep 
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belief network combined with ResNet. Consequently, African Buffalo Optimization 

(ABO) [35], Whale Optimization[36], Ant Lion Optimization (ALO) [37], Improved 

Particle Swarm Optimization (IPSO) [38], Genetic Algorithm (GA) [39], and various 

other instances of meta-heuristic optimization have gained prominence in the 

enhancement of cybersecurity recently. Conventional healthcare systems' security and 

privacy safeguards are insufficient and susceptible to hostile assaults. 

Moreover, traditional methods have been associated with a substantial rise in 

computational complexity and latency. This study introduces an innovative security 

enhancement method utilizing Blockchain for data sharing in Healthcare to mitigate 

cybersecurity issues. 

Every medical institution employs distinct data storage technologies and protocols, each 

governed by stringent policies regulating the exchange and transfer of patient 

Information. The existing data collection process fails to ensure the integrity and 

reliability of patients' medical records. 

Classical healthcare systems face numerous issues, including patient data storage and 

secure transmission across healthcare information networks. All players and stakeholders 

can swiftly and securely integrate healthcare data with a distributed blockchain platform. 

A significant challenge for the medical community is protecting patient data while 

ensuring its accessibility when required. This issue can be rectified, as data may be shared 

securely and unchanged due to blockchain technology's distributed and immutable nature. 

Incorporating blockchain technology into healthcare systems may address the previously 

listed difficulties through diverse encryption methods, consensus mechanisms, and peer-

to-peer networks. 

Blockchain is a distributed, decentralized, peer-to-peer database network that allows 

numerous parties, including untrustworthy ones, to execute transactions without external 

interference while ensuring data integrity. It is a distributed ledger that executes 

transactions and generates verifiable informative entries that are permanently retained. 

Three essential concepts—peer-to-peer networks, public key cryptography, and 

distributed consensus—constitute blockchain technology's and its transactions' core. 
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The transaction data is encapsulated within the Block, which serves as a record and 

comprises the following Information. 

• The Block's alphanumeric identifier is hashed for recognition. 

• The hash of the preceding Block of the current Block. 

3.8. Temporal resource 

A solitary random integer is employed to modify the hash value. 

In a blockchain network, a Merkle root represents the hash of all transactions constituting 

a block. 

Transaction data include details on numerous transactions. 

One of the fundamental aspects of Blockchain is its peer-to-peer network structure, 

allowing anyone to join without altering the data. Time mining is employed to illustrate 

the existence of records inside a designated time window and may also assist in 

identifying any unlawful alterations. Data is immutable because it cannot be altered once 

recorded on a blockchain. 

 

 

Figure 27. Blocs of Blockchain33 

 

33https://epa.oszk.hu/04100/04186/00018/pdf/EPA04186_biztud_szemle_2022_ksz_099-108.pdf  
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The decentralized nature of blockchain technology prevents network failures. The 

complexity of establishing a revocation procedure, coupled with the public nature of 

Blockchain, imposes costs on other users, rendering transactions irreversible by the 

sender and, given the attributes of blockchain technology, safeguarding patient medical 

Information and ensuring its secure transfer when necessary is imperative. 

What is hash rate, and why is it crucial to comprehend it to evaluate the security of the Blockchain? 

The hash rate quantifies the computational capacity of a proof-of-work (PoW) 

cryptocurrency network[40]. The mining power of a blockchain network is utilized to 

evaluate its health, security, and mining difficulty. 

A hash is a randomly generated alphanumeric code, and attempting to deduce it is referred 

to as hashing (or anything akin to it). The total number of guesses executed by computers 

on the network is recorded, and the hash rate signifies the number of guesses generated 

per second throughout the entire network. 

3.8.1. Principal lesson 

The hash rate measures the computational power within a blockchain network. 

What is the frequency of assumptions making each second that influence the hash rate? 

The average hash rate can be utilized to determine a blockchain network's security and 

mining difficulty. 

Hash rates may vary, with the most prevalent blockchains experiencing an annual rise. 

The frequency at which each computer attempts to solve the hash on a blockchain network 

is utilized to quantify hash rates. This is an essential phase in the proof-of-work (PoW) 

network's cryptocurrency mining procedure. 

3.8.2. Operational Mechanism: 

A blockchain network employs a hashing algorithm that randomly generates hash codes. 

In the blockchain network, mining computers vie to ascertain the hash value. 
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The hash rate on the blockchain network quantifies the number of attempts made each 

second. When a miner forecasts a number that is less than or equal to the numerical value 

of the target hash, the hash is deemed "solved." The successful miner can append the 

subsequent Block to the Blockchain and get Bitcoin benefits, also known as "block 

rewards." 

A blockchain network's hash rate escalates with the number of machines that connect and 

compute hashes (guesses) within the network. A PoW blockchain network with a 

substantial hash rate is more secure and robust because the probability of an attack is 

diminished. 

3.8.3. What is the method for measuring hash rate? 

The hash rate refers to the quantity of hashes (or guesses) executed on a blockchain 

network each second. It escalates with the network's expansion. 

The hash rate is typically quantified in terahashes, equivalent to 1 trillion hashes per 

second, due to the several computers producing millions of guesses per second. The 

Bitcoin network's hash rate is quantified in terahashes per second. 

To observe smaller networks, kilohashes per second (1,000/s), mega hashes per second 

(1,000,000/s), or gigahashes per second (1 billion/s) can be utilized[41]. 

3.8.4. What is the significance of the hash rate? 

The hash rate is essential for assessing a blockchain network's overall security and miners' 

difficulties obtaining block rewards. The likelihood of a malicious attack on the network 

diminishes as the number of blockchain miners competing to mine blocks increases. 

The hash rate additionally affects the mining difficulty of a specific blockchain. As the 

hash rate increases, certain blockchains make mining blocks more difficult. This suggests 

that individual miners may find competing in bitcoin networks with exceptionally high 

hash rates extraordinarily challenging. 
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Furthermore, a cryptocurrency's popularity may be assessed by its hash rates. A specific 

cryptocurrency network is more prone to growth and popularity when increased 

computational power is dedicated to it. 

3.8.5. What is the hash rate of Proof of Work (PoW)? 

As of October 2022, the Bitcoin network's hash rate is approximately 240,000,000 

terahashes per second (TH/s). In May 2011, the network attained a hash rate of 1 TH/s 

for the first time, and it has subsequently increased each year you may find all the 

information’s in Bitcoin Mining Network Stats[42]. 

3.8.6. What Occurs When the Hash Rate Fluctuates (Rises or Falls)? 

The hash rate indicates miners' aggregate activity in a Proof of Work network. The 

implications of an increase in hash rate are as follows: 

• Block mining necessitates more computational power. 

• The electricity consumption escalates. 

• As the network expands beyond the capacity of a single entity to manage, its 

security increases. 

• Mining becomes more difficult as the hash rate increases, and most blockchain 

network algorithms exhibit a similar trend. 

A decline in the hash rate of a PoW blockchain network frequently signifies: 

There is a diminished number of miners competing for block rewards and incorporating 

new blocks. 

When a consortium of miners controlling over 50% of the network's hash rate alters the 

Blockchain, its security diminishes, rendering it more vulnerable to a 51% attack. 

Computers employed for mining consume less energy. 

Block mining gets less arduous as mining difficulty diminishes. 
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Where can I access diverse cryptocurrency hash rates? 

Observing the hash rates of prominent Proof of Work cryptocurrency blockchain 

networks in various places is feasible. The hash rates of various cryptocurrencies are 

quantified on platforms such as BitInfoCharts[43] and others. The following are some of 

the most popular PoW hash rates: 

• Bitcoin 

• Ethereum 

• Ethereum Classic 

• Dogecoin 

• Litecoin 

• Monero 

The integration of advanced technologies such as Cyber-Physical Systems (CPS), Big 

Data, Cloud Computing, Machine Learning, and Blockchain with healthcare services has 

improved performance and efficiency through data-driven learning and system 

interconnection. Nonetheless, the extensive acquisition, dissemination, and retention of 

healthcare data has introduced complexity and significant risks. A major challenge 

confronting the healthcare sector is safeguarding sensitive data from hackers while 

ensuring privacy through authenticated access. Implementing Blockchain-based 

networks can significantly diminish the risks of healthcare systems and safeguard their 

data. Adopting blockchain-based networks may mitigate the risks of healthcare systems 

and protect their data. 

Blockchain technology applications in Healthcare encompass secure medical data 

storage, log management, pharmaceutical supply chain management, and database 

administration and sharing [44]. The authors [45] investigate and delineate the research 

opportunities for integrating blockchain solutions with other advanced technologies, such 

as big data, algorithms, and IoT. 

We examine blockchain-based solutions for the security challenges faced by healthcare 

facilities. In [46], the challenges faced in integrating blockchain technology into 

healthcare systems concerning security parameters such as stability, confidentiality, 
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security frameworks, and interoperability are examined. They acknowledge that 

challenges, including identifying data requirements and individual privacy concerns, 

accompany these technology benefits for healthcare security. In [47] we explore the 

potential applications of blockchain technology in medicine and argue that it can resolve 

challenges associated with diverse data types, such as electronic health records (EHRs). 

Addressing the advantages of blockchain technology not only in terms of reduced 

processing times, lower costs, and enhanced transparency but primarily in data security 

and privacy. 

3.9. Advantages and disadvantages of blockchain security in the healthcare 

sector (specification). 

Distributed ledger technology remains in use today for several reasons. The primary 

significance is its facilitation of the emergence of cryptocurrencies in recent years and the 

more straightforward utilization of non-cryptographic currencies. The impact of 

technology is considered to surpass that of cryptocurrencies. Consequently, students and 

experts in various fields continue to explore Blockchain's true potential. 

With the advent of Health 4.0, the healthcare sector is entering a new epoch of innovation. 

Integrating advanced technologies such as Big Data, Cloud Computing, Machine 

Learning, Cyber-Physical Systems (CPS), and Blockchain with healthcare services has 

enhanced performance and efficiency via data-driven learning and system 

interconnectivity[48]. 

Nonetheless, the extensive gathering, exchange, and backup of healthcare data has 

heightened complexity and introduced significant hazards. Protecting sensitive data from 

cyberattacks while maintaining privacy through verified access is a significant concern in 

Healthcare. Consequently, we are deploying blockchain-based networks that can 

substantially reduce vulnerabilities in healthcare systems and safeguard patient data. This 

essay addresses the following inquiries to enhance readers' understanding of how 

blockchains might safeguard healthcare data: What data is utilized, when it is necessary, 

why it is desired, and who demands it. We identify and examine the technological 

constraints and legal challenges of implementing blockchain-based medical data security 

to establish a framework for prospective research subjects or instructional guidance. 
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Figure 28. Where the blockchain can be applied in healthcare34 

So, based on the figure, we can use the health care data that are put in the chain first in 

health insurance. The companies can first provide the history of the insured patient or the 

medical records that are public or confirmed by the patient, so that the insurance company 

can access them. This way, we can provide real-time medical records, allowing the 

insurance company to make a decision more quickly.  

Another significant data record is Personal Patient Data. Based on the records, the patient 

can access their data as "Personal Health Records PHR," so in this way, the patient can 

always have Information about their medical record in real-time. Sometimes, the patients 

do not remember their allergies, or if something happens, the doctor can access the data 

 

34 https://epa.oszk.hu/04100/04186/00018/pdf/EPA04186_biztud_szemle_2022_ksz_099-108.pdf 
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in the chain inside the hospital to see the patient's allergies, so that they can have the best 

medical care. Moreover, when the doctor decides, the patient can see or access the surgery 

date if needed. So he does not have to go to the hospital. This way, we do not have 

confusion or misunderstandings. For the patient records, we have to put the doctor records 

as well, since the doctor can be a patient, too, and all the above can be used in the doctor 

records as well. 

Healthcare data is also needed in the pharmaceutical industry, although most data is 

focused on manufacturing. So, based on the records of medicine used by the patients, the 

manufacturers can produce enough medicine so they do not have missing medicine or 

more than is needed. Of course, the data from medical trials would be essential, as the 

manufacturer must provide the necessary medical care if the trial is successful. Last but 

not least is "Data on the Supply Chain," which enables the pharmacy chain to have all the 

records on the supply of data from all distributors. 

All the Information stored on the Blockchain can be accessed by the parties involved. Of 

course, they have to be a trusted link on the chain, and they should have access depending 

on the Information needed. Therefore, the doctor can access all patient records, history, 

and data in real-time; the patient can access their data in real-time; and all other parties, 

including those from the hospital, should have access to the data on medicines or trials 

conducted within the hospital. Of course, all the records the third parties take will not 

include the patient's name. In this way, we can protect the patient and give records to the 

needed companies so we can do more scientific research or probabilities. 

3.10. Technical hurdles to blockchain adoption in the healthcare industry 

A functional limitation of blockchain technology is its lack of Scalability for extensive 

networks. Storing such a substantial volume of data at each node is challenging. The 

authors propose keeping only specific data, like metadata, hash values, and pointers, on 

the Blockchain while retaining other data on servers to mitigate this issue. Scalability is 

merely one issue; the confidentiality of healthcare data constitutes another. Every node 

in a blockchain maintains a copy of the ledger as it operates on a distributed network. 

Nonetheless, disseminating copies of a patient's medical diagnosis reports across the 

network is not conducive to the patient's welfare. 
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The apprehension regarding data privacy is another rationale for implementing a hybrid 

data storage solution utilizing Blockchain technology within the healthcare sector. 

Although not all data is disseminated across the network, every participant can access the 

Blockchain's transaction data associated with each node's ID. Consequently, the 

Blockchain is incapable of ensuring the confidentiality of node activities. Alongside 

blockchain-based encryption, as discussed in the preceding section, alternative encryption 

methods safeguard user privacy. Contemporary blockchain-based systems include 

various access control measures designed to address data privacy concerns. No 

mechanism exists to enforce these norms inside the network without employing 

functionalities external to the Blockchain's characteristics, despite their integration within 

the system via block storage. Different consensus algorithms employed in Blockchain 

possess particular limits in addition to overarching functional constraints. The many 

consensus algorithms utilized in blockchain technology possess specific limitations 

besides general functioning constraints. These constraints are universal and equally 

pertinent to Blockchain applications in Healthcare. Due to the computational resource 

demands of proof of work, most individual patients and small hospitals cannot pay them. 

Even in permissioned blockchains, the demand for computational resources undermines 

the principle of participant equality. Network congestion arises in the PBFT consensus 

employed by the Hyperledger blockchain due to the extensive volume of messages that 

must be exchanged across the nodes. Patients increasingly convey personal health 

information gathered via cellphones and medical IoT devices. 

Smart contracts facilitate the implementation of functionalities such as access control, 

privacy, recording, change, and viewing of healthcare data. Smart contracts significantly 

facilitate work automation. Nonetheless, certain limitations exist regarding smart 

contracts. Exert a direct influence on the efficacy of healthcare data security. Once a smart 

contract's code is recorded on the Blockchain, anyone cannot modify it. Consequently, 

prior to deployment, developers must identify vulnerabilities. Each validating node 

executes these contracts upon request to perform an action for transaction validation. The 

accessibility of all data by each node presents privacy problems. Consequently, when 

developing a smart contract, it is imperative to exercise caution in ascertaining the volume 

of data and the encryption keys to provide. 
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3.11. Regulatory challenges of Blockchain for healthcare data security. 

Among these, privacy concerns are significant. Blockchain's immutable nature prevents 

the deletion of historical data if a patient or organization opts to exit the network. This 

contravenes the "right to be forgotten" framework established under privacy rights in 

most nations. 

Healthcare data storage systems on the Blockchain remain unstandardized. Companies 

employ numerous advanced systems based on their requirements. Healthcare enterprises 

utilizing Blockchain possess distinct data storage formats, encryption techniques, and 

consensus algorithms. Hospitals and other healthcare organizations encounter difficulties 

in communication due to interoperability issues among the blockchains. The necessity to 

transfer their data between chains poses a challenge for patients. Consequently, standard 

operating procedures for blockchain operations are essential. 

In the healthcare sector, where sensitive patient data is at stake, the requirement for 

cryptographic verification and majority consent before adding new blockchain blocks 

fosters transparency and collective responsibility. It provides patients with several 

advantages regarding the regulation of access to and utilization of their data. By 

alleviating the bottlenecks associated with the system's centralized operation, it also 

streamlines the processes for physicians, healthcare organizations, and medical research 

institutions to obtain relevant Information. Blockchain obviates the necessity for a trusted 

intermediary and distributes the responsibility for data security among all participants via 

individual encryption. To comprehensively secure, safeguard privacy, and assure 

accountability for relevant data, healthcare organizations currently emphasize the 

decentralization of systemic operations. To attain the same objective, peer-to-peer 

networks utilizing blockchain technology are widely employed. Nonetheless, none of the 

proposed blockchain-based healthcare networks are entirely decentralized. The 

administrative nodes of these systems, which disrupt them, necessitate research to attain 

complete decentralization and total transparency. Healthcare blockchain solutions 

necessitate a sustainable mechanism for generating and distributing incentives to miners 

and validators to uphold the network. In the healthcare sector, it has become challenging 

to maintain all data on the Blockchain. Moreover, data privacy holds similar significance. 
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Consequently, only the metadata and hash values are stored on the blockchain instead of 

all healthcare data. 

Under these conditions, additional data encryption is applied in conjunction with the 

encryption provided by the Blockchain to ensure data privacy. Blockchain-based 

networks can substantially enhance data security for future healthcare systems; 

nevertheless, continuous research on scalability and encryption techniques is essential. 

Alongside technological challenges, there are legislative concerns around healthcare data 

ownership and the necessity for a standardized inter-organizational operational 

framework. The Structure and functioning of Blockchain require a technological redesign 

specifically customized to the data types, organizational hierarchies, and security 

considerations within the healthcare business. 

3.11.1. What is hash rate, and why is it crucial to comprehend it to evaluate the 

security of the Blockchain? 

The hash rate quantifies the computational capability of a proof-of-work (PoW) 

cryptocurrency network. The mining power of a blockchain network is utilized to 

evaluate its health, security, and mining difficulty. 

A hash is a randomly generated alphanumeric code, and the act of attempting to deduce 

it is referred to as hashing. The total number of guesses executed by computers on the 

network is quantified, whereas the hash rate reflects the number of guesses generated per 

second throughout the entire network. 

3.11.2. Blockchain Defense Technology for Individual Node Defense 

Defense through deployment on an alternative node is the predominant method for 

blockchain safeguarding. When an individual node employs its defense mechanisms—

primarily cryptography, encryption, hashing, digital signatures, authentication, and key 

management technologies—it is referred to as "single-node independent defense." This 

approach offers the benefit of high portability, allowing defense technologies developed 

on a single node to be readily transferred to other nodes. The security assurance of this 
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strategy mostly relies on the robustness of the individual node. This section examines the 

single-node defense technology, along with its present development state and focal areas. 

3.12. Cryptography 

Cryptography offers substantial protection for data availability, confidentiality, and 

integrity. Blockchain technology frequently employs cryptography to ensure security and 

reliability, safeguarding transactions and blockchain data[49]. 

Data can be encrypted and converted into ciphertext to maintain privacy and 

confidentiality. Blockchain can utilize cryptography to secure user identities and 

transaction data, thereby protecting user privacy and preventing fraud. 

Traditional text search queries necessitate scanning the entire Blockchain, which is 

laborious and may expose confidential Information. An attribute-based keyword search 

approach is preferable in this instance. Encrypted blockchains may be rapidly queried 

without disclosing any personal data. Fuzzy matching can be utilized by users locally for 

search queries, after which the corresponding results can be uploaded to the Blockchain 

and authenticated by smart contracts. Encrypting the data and conducting a fuzzy search 

for several keywords is an alternate method that can be utilized.  Using the smart contract, 

the uploaded matches will be analyzed, the Blockchain will be scanned, and access to 

data that is appropriately protected will be provided.  By using the appropriate key to 

decrypt the data, users can obtain plaintext results that are in accordance with the 

parameters of their search requirements. 

 Maintaining the confidentiality of the client is of the utmost importance when dealing 

with sensitive materials like photographs.  These articles make use of encryption to ensure 

that the image can only be accessed by authorized users and to protect the image's 

confidentiality.  Furthermore, the technology of Blockchain is utilized in order to monitor 

encrypted images and tales.  The qualities of Blockchain, which include decentralization, 

immutability, and diffusion, have the potential to ensure the security and precision of 

encrypted data.  For the purpose of carrying out encryption and decryption procedures in 

environments with restricted resources, the study makes use of a lightweight 

authentication approach. 
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 From the point of view of the encryption model, a model that is suitable for deployment 

across a large number of nodes needs to be trained in order to make it possible for each 

node to carry out the function that has been assigned to it. 

Equity, security, and reliability must be guaranteed during training to enhance the model's 

credibility. Attribute-based encryption technology is employed to protect the training 

data, while a smart contract governs communication between nodes to assure the fairness 

of the training process. 

Investigating the potential vulnerabilities of single-node defensive technologies is a field 

that requires additional scrutiny. This strategy enables nodes to operate independently 

and mobile, although it jeopardizes the entire blockchain network if the security of a 

single node is breached. 

3.13. The hashing algorithm 

The hashing algorithm converts data of arbitrary length into fixed-length digests. 

Blockchain technology utilizes hashing algorithms to ensure consistency and integrity. 

The blocks in the Blockchain encompass a hash value derived from a hashing method 

applied to all transaction data within that Block[50]. Upon creation, a block's hash value 

is disseminated around the network, allowing other nodes to assess its integrity and 

immutability. The Bitcoin hashing algorithm authenticates the precision and uniformity 

of each Block's proof-of-work[51]. 

As blockchain technology advances, a growing number of transactions will be 

documented on the Blockchain. Consequently, hashing algorithms must be faster and 

more efficient in managing the increasing amount of data. Enhancing the efficiency of 

hashing algorithms is still prevalent. The field-programmable gate array (FPGA) is 

employed to construct the approach, and an optimization of the hash algorithm utilizing 

the parallel residual carry adder is provided. Experimental results indicate that the 

proposed hashing method surpasses conventional hashing algorithms in performance and 

space efficiency, hence enhancing the effectiveness and efficiency of blockchain 

applications. 
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Hashing techniques that are resistant to quantum computing could be included into 

blockchain technology.  There is a possibility that quantum computing will make brute-

force attacks possible by utilizing hashing methods.  Increasing the security of blockchain 

networks could be accomplished by conducting research on hashing algorithms that are 

resistant to quantum mistakes [52]. The hashing algorithms used by blockchains requires 

electricity.  In light of the large amount of computational power that is required for 

blockchain mining and verification, it is necessary to reevaluate the energy consumption 

of hashing algorithms.  The blockchain technology can be made more environmentally 

friendly with the implementation of energy-efficient hashing algorithms and blockchain 

protocols.  I find it fascinating to investigate the interoperability of blockchain networks 

and the various hashing algorithms.  

Data and transaction sharing across specialized blockchain networks will gain 

significance. The acceptance and efficiency of Blockchain may improve through 

standardized hashing algorithms that enhance interoperability among blockchain 

networks. 

3.14. Electronic signature 

Digital signatures function as a means of document authentication. Blockchain 

technology enables digital signatures to authenticate transactions, mitigate fraud, and 

avert double-spending. Digital signatures unequivocally identify the initiator of a 

transaction and detect any alterations to its information, preventing impersonation and 

identity fraud; they can also serve to verify users. In asymmetric cryptography, the public 

and private keys facilitate digital signatures by hashing the original material and 

encrypting it with the private key, resulting in digital signatures[53]. The recipient verifies 

the validity of the digital signature using the public key. A blockchain member may 

digitally authenticate transactions with their private key, while other nodes can verify 

these digital signatures utilizing the public key. Digital signatures protect against 

blockchain threats, including transaction forgery and manipulation. A blockchain-based 

authentication system that safeguards cloud services from malicious attacks. 
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3.15. Verification of identity 

Authentication is a process for verifying a user's identity. Blockchain authentication is 

achievable by using a user's public and private keys to validate their identity and 

authenticity[54]. To safeguard users' digital assets and private information, building more 

reliable and secure technologies and solutions is imperative. Blockchain authentication 

constitutes a significant security concern. Building more reliable and secure technologies 

and solutions is imperative to safeguard users' digital assets and private information. 

Blockchain authentication is a significant security concern. Assume that hackers 

successfully acquire the user's private key. Consequently, they may utilize it to execute 

transactions and access digital assets under the user's identity, potentially resulting in 

significant financial losses and security concerns. 

A multi-factor authentication framework utilizing random terminal selection and 

decentralized identification (DID) is essential for enhancing identity verification 

security[55]. The system employs various randomly chosen authentication methods to 

ensure security and leverages blockchain technology to store and authenticate user 

identity data. This method can enhance the security and effectiveness of authentication. 

A blockchain-based transaction authentication method resistant to quantum assaults is 

optimal to enhance security, including both traditional and quantum encryption. This 

strategy can enhance the security of transaction authentication and offer robust protection 

against quantum computing attacks. 

3.16. Management of Key’s 

Key management offers a secure method for the preservation of encryption keys and 

passwords. Blockchain key management facilitates the secure retention of private keys, 

thereby averting loss and unauthorized disclosure. Scholars are employing blockchain 

technology to develop innovative solutions or improve current ones that tackle certain 

security, privacy, and efficiency challenges. 
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3.17. Collaborative multi-node defensive Technology 

Multi-node collaborative defense technology establishes a distributed defensive network 

to enhance blockchain security. Multi-node collaborative security tools leverage the 

decentralized and immutable characteristics of Blockchain to identify and prevent many 

forms of threats. The method mitigates the effects of network attacks on systems while 

augmenting defensive capabilities and response times. 

In the domain of multi-node collaborative defense, strength resides in collaboration. 

Although each node is capable of self-defense, the ultimate efficacy of the defensive 

system is achieved through collaborative efforts among the nodes. The efficacy of this 

strategy depends on the security of individual nodes and the collaboration of the system. 

To guarantee system security, coordinated and validated nodes can detect and eliminate 

compromised or attacked nodes. 

Multi-node collaborative defense surpasses single-node independent defense in security 

efficacy. The former necessitates coordination and verification, whereas the latter 

depends exclusively on node security. The capacity to synchronize and verify among 

nodes renders multi-node collaborative protection a more dependable and secure 

alternative. 
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Figure 29. Schematic diagram for the multi-node collaborative defensive paradigm.35 

Conventional distributed denial-of-service (DDoS) protections are insufficient to mitigate 

extensive attacks[56]. Consequently, it has been established that incorporating defensive 

measures is superior to augmenting the defensive capabilities of individual systems. 

Conventional centralized protection systems can lack requisite hardware and software 

capabilities. A collaborative, multi-domain DDoS mitigation system offers protective 

services built upon the current distributed architecture. 

Cybersecurity has expanded significantly over the past two decades due to the Internet's 

numerous straightforward yet potent attack routes, such as distributed denial-of-service 

(DDoS) attacks[57]. DDoS attackers have numerous new opportunities to exploit the 

decentralized characteristics of fast-developing collaborative environments such as cloud 

computing, software-defined networking, and the Internet of Things. By compromising 

devices, attackers can create vast networks of bots to execute large-scale attacks covertly. 

DDoS prevention must be effective and efficient. [58]The author examines DDoS threat 

evaluations and novel security strategies across several domains. 

The interactive dashboards of a blockchain-based collaborative defense platform display 

the current threat mitigation status, enabling security analysts to respond to attacks 

individually or collectively. BloSS is a cooperative, multi-domain DDoS prevention 

 

35 https://www.researchgate.net/figure/The-schematic-diagram-of-the-multi-node-collaborative-defense-

model_fig2_374549569 
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system constructed on the Blockchain, wherein each autonomous system (AS) joins a 

defensive consortium. [59]The operational deployment of BloSS is now automated for 

DDoS mitigation. However, it lacks interactivity and aesthetic appeal. Cybersecurity 

professionals can now utilize a security dashboard management system that offers a 

comprehensive overview of all attack-related Information. 

Human decision-makers, such as security analysts, are essential in utilizing this 

dashboard to assess the severity of the threat and determine the optimal course of action. 

This governance dashboard effectively diminishes the operational intricacy of 

blockchain-based cooperative defense, underscoring the significance of their experience 

and discernment in the cybersecurity procedure. 

Nodes of the Collaborative Intrusion Detection System (CIDS) provide essential 

detection and control data for cooperative defense. Software-defined networking (SDN) 

serves as a vital platform for Collaborative Intrusion Detection Systems (CIDS)[60] 

applications, providing network controllers for multi-autonomous system networks to 

safeguard against insider threats and to inhibit the dissemination of erroneous and 

malicious detection signatures to other participating controllers; however, CIDS research 

remains deficient in robust trust management and the integrity protection of collaborative 

defenses within SDN controllers. 

The implementation of SIs is problematic owing to the substantial requirements of current 

DDoS mitigation technologies on bandwidth and processing capabilities. The 

implementation of a distributed collaborative ingress defense (DCED) architecture, 

founded on blockchain technology, is essential for protecting SIs against DDoS 

attacks[61]. This advanced system, comprising distributed detection digest handlers, 

digest virtual aggregation, and ingress control, represents a crucial advancement in 

cybersecurity, emphasizing the necessity and significance of its implementation. 

4. DEVELOPING A BLOCKCHAIN FOR PATIENT RECORD 

MANAGEMENT SYSTEMS (PRM) 

Utilizing Blockchain to establish an autonomous and transparent patient data 

management system. We are incorporating blockchain technology into healthcare devices 



83 

 

to enhance the accuracy and privacy of patient data. Integrating blockchain technology 

can enhance security and transparency in the storage and processing of patient data within 

hospital IT systems. At the Python application level, we can establish specific security 

mechanisms to safeguard sensitive patient data within the hospital IT system. 

4.1. Why Python? 

Employing Python to create a blockchain-based patient record management system 

presents numerous benefits, particularly in a healthcare setting where security, 

Scalability, and swift growth are essential. Herein is the rationale for Python's distinction: 

1. Clarity and Comprehensibility 

The clarity of Python's syntax facilitates rapid prototyping and enhances collaboration 

among developers, including those lacking extensive blockchain knowledge. 

In Healthcare, where interdisciplinary teams (physicians, developers, administrators) 

collaborate, Python facilitates a clearer comprehension of the codebase for all 

participants. 

2. Abundant Libraries and Frameworks 

Python possesses robust libraries for blockchain development, including pycryptodome 

(for cryptographic functions), Flask (for RESTful APIs), and web3.py (for Ethereum 

interface). 

These technologies facilitate operations such as encryption, consensus mechanism 

execution, and smart contract integration. 

3. Robust Support for Data Management 

Patient records frequently encompass both structured and unstructured data, including 

text, photographs, and laboratory findings. 

Python is proficient in data processing using libraries such as pandas, NumPy, and 

OpenCV, facilitating the management, analysis, and integration of medical data on the 

Blockchain. 
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4.Cross-Platform and Open Source 

Python is an open-source language that operates on all main platforms, hence reducing 

development expenses and enhancing accessibility for hospitals or clinics with 

constrained resources. 

5. Accelerated Prototyping 

Rapidly construct and evaluate blockchain systems (e.g., permissioned blockchains) 

designed to comply with patient privacy standards such as HIPAA or GDPR. 

6. Community and Documentation 

Python possesses a substantial and dynamic community. Regardless of whether you are 

employing proof-of-authority consensus or interfacing with EMR systems, someone 

likely has addressed a comparable issue. 

Architecture and a fundamental code snippet for a blockchain-based Patient Record 

Management System utilizing Python 

• A basic blockchain structure 

• Adding patient records as transactions 

• Flask API to interact with the Blockchain 

4.1.1. Architecture Overview 

[User Interface] 

| 

[Flask API Server] 

| 

[Blockchain Ledger] -- Stores hashed patient records// Maintains encrypted patient 

records 

| 
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[Data Storage / IPFS / External DB] -- (Optional) for large files like scans 

Overview of Architecture  

A blockchain-based patient record management system guarantees safe, immutable, and 

decentralized storage of medical records, while upholding patient privacy and access 

control. The structure comprises: 

1.Blockchain Layer:  

• Type: Private or permissioned blockchain (e.g., Hyperledger Fabric or Ethereum-

based).  

• Purpose: Preserves encrypted patient records and access logs as immutable 

transactions.  

• Consensus Mechanism: Practical Byzantine Fault Tolerance (PBFT) or Proof of 

Authority (PoA) to enhance efficiency in a permissioned network.  

• Smart Contracts: Oversee record generation, access control, and modifications (e.g., 

via Solidity or Python-based chaincode).  

2. Data Preservation:  

• On-Chain: Metadata (e.g., record ID, patient ID, hash of the record, access rights) to 

ensure integrity and auditability.  

• Off-Chain: Encrypted patient records are maintained in a secure database (e.g., IPFS 

or a centralized encrypted database) to enhance blockchain efficiency.  

• Encryption: AES-256 for data encryption; public-private key pairs for access 

management. 

3. Application Layer:  

• Frontend: A web or mobile application facilitating interaction between patients and 

healthcare providers within the system.  

• Backend: Python-based APIs (such as Flask or FastAPI) for interfacing with the 

blockchain and off-chain storage.  

• Identity Management: Utilization of decentralized identifiers (DIDs) or role-based 

access control (RBAC) for patients, physicians, and administrators.  

4. Access Control:  
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• Patients possess ownership of their records and manage access permissions through 

smart contracts.  

Multi-signature wallets or cryptographic signatures guarantee secure access. 

5. Interoperability:  

• Complies with standards such as HL7 FHIR to ensure compatibility with current 

healthcare systems.  

• Application Programming Interfaces for integration with hospitals and clinics.  

6. Security:  

• Comprehensive end-to-end encryption for data both in transit and at rest.  

• Blockchain audit logs for all record access and alterations.  

• Optional zero-knowledge proofs for privacy-preserving inquiries. 

 

Essential Python Code Snippets  

 

The following are concise code snippets illustrating essential components utilizing 

Python. This example (“silvana1”) employs a fundamental Ethereum-based blockchain 

utilizing a local test network (e.g., Ganache) and Web3.py for interaction, in conjunction 

with AES encryption for off-chain storage. For a production system, one would integrate 

with a more sophisticated blockchain such as Hyperledger or a tailored solution. 

4.1.2.  Smart Contract (Solidity) for Record Administration  

 

This contract governs record metadata and access control. Utilize a tool such as Remix 

or Truffle for deployment. 

// SPDX-License-Identifier: MIT[62] 

pragma solidity ^0.8.0; 

 

contract PatientRecord { 

struct Record { 
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string recordId; 

string patientId; 

string recordHash; // Hash of encrypted record 

address[] authorized; // List of authorized addresses 

} 

 

mapping(string => Record) private records; 

mapping(address => string) private patientToId; 

 

event RecordAdded(string recordId, string patientId); 

event AccessGranted(string recordId, address authorized); 

 

function addRecord(string memory _recordId, string memory _patientId, string memory 

_recordHash) public { 

require(bytes(patientToId[msg.sender]).length != 0, "Patient not registered"); 

records[_recordId] = Record(_recordId, _patientId, _recordHash, new address[](0)); 

records[_recordId].authorized.push(msg.sender); 

emit RecordAdded(_recordId, _patientId); 

} 

 

function grantAccess(string memory _recordId, address _authorized) public { 

require(keccak256(bytes(records[_recordId].patientId)) == 

keccak256(bytes(patientToId[msg.sender])), "Not patient"); 

records[_recordId].authorized.push(_authorized); 

emit AccessGranted(_recordId, _authorized); 

} 

 

function getRecord(string memory _recordId) public view returns (string memory, 

string memory, address[] memory) { 

require(isAuthorized(_recordId, msg.sender), "Not authorized"); 

Record memory record = records[_recordId]; 

return (record.recordId, record.recordHash, record.authorized); 



88 

 

} 

 

function registerPatient(string memory _patientId) public { 

patientToId[msg.sender] = _patientId; 

} 

 

function isAuthorized(string memory _recordId, address _user) private view returns 

(bool) { 

for (uint i = 0; i < records[_recordId].authorized.length; i++) { 

if (records[_recordId].authorized[i] == _user) return true; 

} 

return false; 

} 

} 

 

4.1.3. Python Backend (Web3.py for Blockchain Engagement)  

 

This Flask-based API interfaces with the smart contract and manages off-chain storage. 

from flask import Flask, request, jsonify 

from web3 import Web3 

from cryptography.fernet import Fernet 

import hashlib 

import json 

 

app = Flask(__name__) 

 

# Connect to Ethereum node (e.g., Ganache) 

w3 = Web3(Web3.HTTPProvider('http://127.0.0.1:7545')) 

w3.eth.default_account = w3.eth.accounts[0] 
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# Load smart contract 

with open('PatientRecord.json') as f: 

contract_data = json.load(f) 

contract_abi = contract_data['abi'] 

contract_address = '0xYourContractAddress' # Replace with deployed contract address 

contract = w3.eth.contract(address=contract_address, abi=contract_abi) 

 

# Encryption setup 

key = Fernet.generate_key() 

cipher = Fernet(key) 

 

# Simulated off-chain storage (replace with IPFS or database) 

offchain_storage = {} 

 

@app.route('/register_patient', methods=['POST']) 

def register_patient(): 

data = request.json 

patient_id = data['patient_id'] 

tx_hash = contract.functions.registerPatient(patient_id).transact() 

w3.eth.wait_for_transaction_receipt(tx_hash) 

return jsonify({"message": "Patient registered", "patient_id": patient_id}) 

 

@app.route('/add_record', methods=['POST']) 

def add_record(): 

data = request.json 

record_id = data['record_id'] 

patient_id = data['patient_id'] 

record_data = data['record_data'] 

 

# Encrypt record 

encrypted_record = cipher.encrypt(record_data.encode()) 

record_hash = hashlib.sha256(encrypted_record).hexdigest() 
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# Store encrypted record off-chain 

offchain_storage[record_id] = encrypted_record 

 

# Store metadata on-chain 

tx_hash = contract.functions.addRecord(record_id, patient_id, record_hash).transact() 

w3.eth.wait_for_transaction_receipt(tx_hash) 

 

return jsonify({"message": "Record added", "record_id": record_id}) 

 

@app.route('/grant_access', methods=['POST']) 

def grant_access(): 

data = request.json 

record_id = data['record_id'] 

authorized_address = data['authorized_address'] 

tx_hash = contract.functions.grantAccess(record_id, authorized_address).transact() 

w3.eth.wait_for_transaction_receipt(tx_hash) 

return jsonify({"message": "Access granted"}) 

 

@app.route('/get_record/<record_id>', methods=['GET']) 

def get_record(record_id): 

record_id, record_hash, authorized = contract.functions.getRecord(record_id).call() 

 

# Verify record integrity 

encrypted_record = offchain_storage.get(record_id) 

if not encrypted_record: 

return jsonify({"error": "Record not found"}), 404 

 

if hashlib.sha256(encrypted_record).hexdigest() != record_hash: 

return jsonify({"error": "Record tampered"}), 400 

 

# Decrypt record 
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decrypted_record = cipher.decrypt(encrypted_record).decode() 

return jsonify({ 

"record_id": record_id, 

"record_data": decrypted_record, 

"authorized": authorized 

}) 

 

if __name__ == '__main__': 

app.run(debug=True) 

4.1.4. Encryption for Off-Chain Storage  

 

The aforementioned code employs cryptography. Fernet for AES encryption. Ensure the 

key is securely held, such as in a key management system, during manufacturing. 

 

1. Establish Blockchain:  

• Implement the Solidity contract utilizing Remix or Truffle on a local Ethereum node 

(e.g., Ganache).  

• Revise the contract_address within the Python code.  

 

2. Install Dependencies:  

 

Install Flask, Web3, and Cryptography using pip.  

 

3. Execute Flask API:  

 

execute python app.py  

 

4. Evaluate Endpoints: 
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• Register a patient: POST /register_patient with {"patient_id": "P001"}.  

• Create a record: POST /add_record with {"record_id": "R001", "patient_id": "P001", 

"record_data": "Patient diagnosis: Influenza"}. 

• Provide access: POST /grant_access with {"record_id": "R001", "authorized_address": 

"0xDoctorAddress"}.  

 

• Fetch record: GET /get_record/R001. 

4.1.5. Essential Factors  

 

• Scalability: Utilize IPFS or a distributed database for off-chain storage to 

accommodate extensive medical records. 

• Privacy: Employ zero-knowledge proofs or homomorphic encryption for enhanced 

privacy.  

• Interoperability: Integrate using FHIR APIs to ensure compatibility with hospital 

systems.  

• Security: Employ hardware security modules (HSMs) for key management and 

provide secure multi-party computation for access control.  

• Performance: Enhance gas efficiency in smart contracts and use batch transactions for 

improved efficacy. 

Incorporating IPFS (Inter Planetary File System) into a blockchain-based patient record 

management system improves scalability and decentralization by storing extensive 

encrypted patient records off-chain while preserving their integrity and accessibility. 

IPFS is a peer-to-peer protocol designed for the storage and dissemination of files within 

a distributed file system, wherein files are identified by their cryptographic hash (Content 

Identifier, or CID). I will elucidate the integration method, its advantages, and furnish 

Python code snippets to enhance the previously discussed system. 

4.2. What are the advantages of integrating IPFS?  

 

Scalability: Blockchain storage is costly and inefficient for substantial data, such as 
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medical records (e.g., image files, PDFs). IPFS retains these off-chain, with only 

metadata (e.g., CID, hash) recorded on the blockchain. 

Decentralization: IPFS disseminates data among nodes, diminishing dependence on 

centralized servers.  

Integrity: Files are identified by their hash, guaranteeing secure storage against 

tampering.  

Availability: IPFS guarantees that records remain accessible as long as they are hosted 

by any node inside the network.  

Cost Efficiency: Storing substantial files on IPFS is more economical than on-chain 

storage.  

4.2.1. Architecture for IPFS Integration  

 

The integration alters the Data Storage layer of the prior architecture: 

On-Chain: Archive the IPFS CID, record ID, patient ID, and access rights within the 

blockchain through the smart contract.  

Utilize IPFS for the storage of encrypted patient records off-chain. The CID is a 

distinctive hash associated with the file.  

 

Procedure:  

 

Encrypt the patient record utilizing AES-256.  

Upload the encrypted record to IPFS to obtain a CID.  

Record the CID and metadata on the blockchain.  

To obtain, query the blockchain for the CID, retrieve the file from IPFS, and decrypt it.  

Access Control: The blockchain smart contract regulates access to the CID, while 

encryption guarantees that only authorized individuals can decrypt the file. 

Procedure for IPFS Integration: Establish IPFS. 

 

Operate a local IPFS node or utilize a hosted service such as Infura's IPFS gateway.  

Install the IPFS daemon or utilize a Python module such as ipfshttpclient to engage with 
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IPFS.  

Encrypt and Upload Documentation:  

 

Utilize a symmetric key, such as Fernet, to encrypt the patient record.  

Upload the encrypted file to IPFS and obtain the CID.  

 

Preserve Metadata on Blockchain:  

 

Revise the smart contract to retain the CID in lieu of a generic record hash.  

Document the CID in the blockchain upon the addition of a patient record.  

 

Obtain Records:  

 

Access the blockchain to retrieve the CID and permitted users.  

Utilize the CID to retrieve the encrypted file from IPFS.  

 

Decrypt the file for permitted users. 

Revised Code Excerpts (Python with IPFS)  

I will enhance the existing Flask-based Python backend by including IPFS through the 

ipfshttpclient library. The smart contract stays fundamentally unchanged, with the 

recordHash field now understood as the IPFS CID. 

 

1. Install Dependencies  

Install the necessary Python libraries for IPFS:  

Install the following packages: ipfshttpclient, cryptography, flask, web3 using pip.  

Verify if a local IPFS node is operational (ipfs daemon) or utilize a remote IPFS API 

(e.g., Infura). 

2. Altered Python Backend (Flask integrated with IPFS)  

This modifies the prior Flask API to provide IPFS storage and retrieval. 

from flask import Flask, request, jsonify 
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from web3 import Web3 

from cryptography.fernet import Fernet 

import ipfshttpclient 

import json 

app = Flask(__name__) 

# Connect to Ethereum node (e.g., Ganache) 

w3 = Web3(Web3.HTTPProvider('http://127.0.0.1:7545')) 

w3.eth.default_account = w3.eth.accounts[0] 

 

# Load smart contract 

with open('PatientRecord.json') as f: 

    contract_data = json.load(f) 

contract_abi = contract_data['abi'] 

contract_address = '0xYourContractAddress'  # Replace with deployed contract address 

contract = w3.eth.contract(address=contract_address, abi=contract_abi) 

# Connect to IPFS 

ipfs_client = ipfshttpclient.connect('/ip4/127.0.0.1/tcp/5001')  # Local IPFS node 

# Encryption setup 

key = Fernet.generate_key() 

cipher = Fernet(key) 

@app.route('/register_patient', methods=['POST']) 

http://127.0.0.1/tcp/5001
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def register_patient(): 

    data = request.json 

    patient_id = data['patient_id'] 

    tx_hash = contract.functions.registerPatient(patient_id).transact() 

    w3.eth.wait_for_transaction_receipt(tx_hash) 

    return jsonify({"message": "Patient registered", "patient_id": patient_id}) 

@app.route('/add_record', methods=['POST']) 

def add_record(): 

    data = request.json 

    record_id = data['record_id'] 

    patient_id = data['patient_id'] 

    record_data = data['record_data'] 

 

    # Encrypt record 

    encrypted_record = cipher.encrypt(record_data.encode()) 

 

    # Upload encrypted record to IPFS 

    ipfs_result = ipfs_client.add_bytes(encrypted_record) 

    ipfs_cid = ipfs_result  # CID of the uploaded file 

 

    # Store metadata on-chain (CID as recordHash) 
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    tx_hash = contract.functions.addRecord(record_id, patient_id, ipfs_cid).transact() 

    w3.eth.wait_for_transaction_receipt(tx_hash) 

 

    return jsonify({"message": "Record added", "record_id": record_id, "ipfs_cid": 

ipfs_cid}) 

 

@app.route('/grant_access', methods=['POST']) 

def grant_access(): 

    data = request.json 

    record_id = data['record_id'] 

    authorized_address = data['authorized_address'] 

    tx_hash = contract.functions.grantAccess(record_id, authorized_address).transact() 

    w3.eth.wait_for_transaction_receipt(tx_hash) 

    return jsonify({"message": "Access granted"}) 

 

@app.route('/get_record/', methods=['GET']) 

def get_record(record_id): 

    try: 

        # Query blockchain for record metadata 

        record_id, ipfs_cid, authorized = contract.functions.getRecord(record_id).call() 
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        # Fetch encrypted record from IPFS 

        encrypted_record = ipfs_client.cat(ipfs_cid) 

 

        # Decrypt record 

        decrypted_record = cipher.decrypt(encrypted_record).decode() 

 

        return jsonify({ 

            "record_id": record_id, 

            "record_data": decrypted_record, 

            "ipfs_cid": ipfs_cid, 

            "authorized": authorized 

        }) 

    except Exception as e: 

        return jsonify({"error": str(e)}), 400 

 

if __name__ == '__main__': 

    app.run(debug=True) 

  

 

http://ipfs_client.cat/
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4.3. Smart Contract (Unaltered)  

 

The Solidity smart contract from the prior response remains unchanged, as it already 

accommodates the storage of a recordHash, which is now utilized as the IPFS CID. 

Interpret the recordHash field as the CID when engaging with the contract. 

 

 

Initiating the System with IPFS Activate IPFS Node:  

 

Install IPFS: Adhere to the guidelines provided at ipfs.io.  

Execute the daemon:  

IPFS daemon Deploy Smart Contract:  

Utilize Remix or Truffle to deploy the PatientRecord contract on a local Ethereum 

node, such as Ganache.  

Revise the contract_address in the Python code.  

Execute Flask API:  

Execute python app.py  

Testing Endpoints:  

Register a patient: POST /register_patient with {"patient_id": "P001"}.  

Insert a record: POST /add_record with {"record_id": "R001", "patient_id": "P001", 

"record_data": "Diagnosis: Influenza"}.  

This uploads the encrypted data to IPFS and records the CID on the blockchain.  

Authorize access: POST /grant_access with {"record_id": "R001", 

"authorized_address": "0xDoctorAddress"}.  

Obtain record: GET /get_record/R001.  

This obtains the CID from the blockchain, acquires the file from IPFS, then decrypts 

it.  

Essential Factors for IPFS Integration Management of IPFS Nodes:  

Operate a local IPFS node for testing purposes; however, for production, evaluate 

hosted services (e.g., Infura, Pinata) or establish a private IPFS cluster for enhanced 

reliability.  

Pin files to guarantee persistence (e.g., via ipfs_client.pin.add(ipfs_cid)).  
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Execution:  

 

IPFS retrieval may be sluggish if files are unpinned or if node density is low. Utilize 

pinning services or a specialized IPFS cluster.  

Store commonly accessed records locally to minimize latency.  

 

Safety:  

 

Encryption is essential due to the default public nature of IPFS. The aforementioned 

code employs AES-256 (Fernet); however, it is imperative to handle the encryption 

key securely (e.g., with a key management system).  

 

Utilize private IPFS networks for confidential data to limit access to authorized 

nodes.  

 

Data Accessibility:  

 

Guarantee that files are affixed by many nodes to avert data loss in the case of a 

node becoming down.  

Assess the health and connectivity of the IPFS node.  

 

Adherence:  

 

In healthcare, adhere to regulations such as HIPAA or GDPR. The public nature of 

IPFS necessitates robust encryption and access control to safeguard patient data.  

Record access attempts on the blockchain for audit purposes.  

 

Management of Errors:  

 

Manage IPFS connection failures or absent CIDs with poise (e.g., implement retry 

mechanisms, utilize fallback storage).  
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Verify CID integrity by contrasting the hash of the obtained file with the CID.  

 

Advantages of IPFS in This Framework:  

Decentralized Storage: Mitigates single points of failure in contrast to centralized 

databases.  

Tamper-Proof: CIDs guarantee data integrity, as any alteration in the file produces a 

distinct CID.  

Scalability: Efficiently manages extensive medical files (e.g., MRIs, X-rays).  

Interoperability: IPFS CIDs facilitate sharing across systems, allowing cross-institutional 

access.  

 

Possible Improvements  

Private IPFS Network: Limit IPFS nodes to sanctioned healthcare providers to bolster 

privacy.  

IPFS Pinning Services: Utilize services such as Pinata to guarantee file permanence.  

File Sharding: Distribute extensive files across IPFS for expedited retrieval.  

 

Hybrid Storage: Integrate IPFS with a centralized encrypted database for essential 

records necessitating minimal latency.  

Decentralized storage solutions 

Decentralized storage solutions are essential for a blockchain-based patient record 

management system, as they provide secure, scalable, and robust off-chain storage of 

extensive encrypted medical information while preserving data integrity and accessibility. 

I will elucidate essential decentralized storage options pertinent to this use case, their 

connection with the aforementioned system, and factors for deployment. I will also 

present a concise comparison and updated Python code snippets to illustrate integration 

beyond IPFS, emphasizing alternatives like as Filecoin, Arweave, and Storj.  
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4.4. Summary of Decentralized Storage Solutions  

 

Decentralized storage systems allocate data among a network of nodes, hence removing 

dependence on centralized servers. They employ cryptographic methods to guarantee data 

integrity and availability. This patient record management system employs technologies 

that store encrypted medical documents off-chain, while metadata (such as content hashes 

or identifiers) is retained on the blockchain.  

 

1. InterPlanetary File System (IPFS)  

 

A peer-to-peer protocol for the storage and dissemination of files, identified by their 

cryptographic hash (CID).  

Principal Attributes:  

Content-addressed storage guarantees data integrity.  

Free and open-source, lacking inherent incentivization for storage.  

 

Necessitates pinning to guarantee data persistence.  

 

Application: Optimal for the decentralized storage of encrypted medical records, with 

Content Identifiers (CIDs) recorded on the blockchain.  

 

Advantages:  

 

Extensively utilized, featuring comprehensive tools (e.g., ipfshttpclient).  

Absence of storage expenses for self-hosted nodes.  

 

Disadvantages:  

 

Lack of intrinsic motivation for prolonged preservation.  

Requires pinning services (e.g., Pinata, Infura) for data permanence.  

Integration: Previously illustrated in the prior response. Utilizes ipfshttpclient for the 
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upload and retrieval of encrypted records.  

 

2. Filecoin Description: 

A decentralized storage network constructed on IPFS, with a marketplace where 

customers compensate for data storage and miners are motivated to offer storage 

services.  

Principal Attributes:  

Integrates with IPFS, employing CIDs for content addressing.  

Incentivized storage guarantees data persistence via storage agreements.  

Facilitates retrieval agreements for expedited access.  

 

Use Case: Appropriate for the prolonged preservation of patient records, guaranteeing 

accessibility via compensated storage agreements. (See algorithm figure 1). 

 

Advantages:  

 

Inherent economic motivations for data retention.  

Effortless incorporation with IPFS workflows.  

 

Disadvantages:  

 

Mandates payment in FIL (Filecoin's token), hence escalating expenses.  

More intricate configuration than IPFS alone.  

Integration: Utilize libraries like as pyfilecoin or hosted services (e.g., Filecoin’s Lotus 

API, Web3.Storage) to upload encrypted records and save CIDs on the blockchain.  

 

3. Arweave  

A decentralized storage protocol dedicated to permanent data retention ("permaweb"), 

wherein users incur a singular price for everlasting storage.  

Principal Attributes:  

Blockweave technology guarantees the perpetual storage of data.  
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Content referenced by transaction identifiers.  

Inherent support for data immutability.  

 

Use Case: Optimal for unchangeable patient records that require perpetual accessibility 

(e.g., essential medical histories).  

 

Advantages:  

Single payment for perpetual storage.  

Emphasis on data persistence.  

 

Disadvantages:  

Elevated initial expenses in comparison to IPFS or Filecoin.  

Reduced adaptability for dynamic data modifications.  

Integration: Utilize the Arweave Python module to upload encrypted records and 

archive transaction IDs on the blockchain.  

 

4. Storj  

A decentralized cloud storage platform that encrypts and fragments data across a 

worldwide network of nodes.  

Principal Attributes:  

Client-side encryption and data sharding for enhanced privacy and redundancy.  

Usage-based paradigm predicated on storage capacity and bandwidth utilization.  

Optimal efficiency for retrieval.  

Use Case: Appropriate for high-performance retrieval of patient records, including 

imaging files and real-time clinical data.  

Advantages:  

 

Expedited access facilitated by sharding and redundancy.  

Robust privacy using client-side encryption.  

 

Disadvantages:  

Continuing expenses for storage and bandwidth.  
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Less integrated with blockchain ecosystems than IPFS/Filecoin.  

Integration: Utilize the storj-python package or Storj’s API to upload encrypted data 

and maintain access metadata on the blockchain. 

4.5. Comparison of Decentralized Storage Solutions  

StorjSegmented, usage-basedCompensate for storage and bandwidthElevated 

(superfluity)ElevatedOptimal performance, frequent accessibility  

For a patient record management system, utilizing IPFS alongside a pinning service (such 

as Pinata) or Filecoin is typically the optimal initial choice, owing to its compatibility 

with blockchain ecosystems and their equilibrium of cost and data persistence. Arweave 

is optimal for enduring records. 

Table 5. Comparison of Decentralized Storage Solutions 

Solution 
Storage 

Model 
Cost Persistence Performance 

Best Use 

Case 

IPFS 

Peer-to-peer, 

content-

addressed 

Free (self-hosted), 

pinning services 

cost 

Requires 

pinning 
Moderate 

General-

purpose, cost-

sensitive 

systems 

Filecoin 
Incentivized, 

IPFS-based 
Pay-per-deal (FIL) 

High (via 

storage 

deals) 

Moderate 

Long-term 

storage with 

guaranteed 

availability 

Arweave 

Permanent, 

one-time 

payment 

Upfront fee (AR) Permanent Moderate 

Immutable, 

critical 

records 

Storj 
Sharded, 

pay-per-use 

Pay for 

storage/bandwidth 

High 

(redundancy) 
High 

High-

performance, 
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Solution 
Storage 

Model 
Cost Persistence Performance 

Best Use 

Case 

frequent 

access 

For a patient record management system, utilizing IPFS with a pinning service (e.g., 

Pinata) or Filecoin is typically the optimal initial choice, owing to its connection with 

blockchain ecosystems and their equilibrium of cost and data persistence. Arweave is 

optimal for immutable records, whereas Storj is appropriate for applications requiring 

rapid access. 

4.6. Illustration of Integration: Filecoin  

 

We will enhance the existing Python Flask backend to incorporate Filecoin with 

Web3.Storage36, a Filecoin-based service that facilitates storage and retrieval. This 

substitutes the IPFS-specific code, while the blockchain interaction (Ethereum smart 

contract) stays intact. 

 

1. Install Dependencies  

 

Execute the command: pip install web3-storage cryptography, Flask, Web3  

Register for a Web3.Storage account to obtain an API token: web3.storage.  

 

2. Enhanced Flask Backend with Filecoin (Web3.Storage)  

 

36 https://storacha.network/  

https://storacha.network/


107 

 

 

This code transmits encrypted medical records to Filecoin over Web3.Storage and records 

the CID on the blockchain. 

 

from flask import Flask, request, jsonify 

from web3 import Web3 

from cryptography.fernet import Fernet 

from web3storage import Web3Storage 

import json 

import os 

app = Flask(__name__) 

# Connect to Ethereum node (e.g., Ganache) 

w3 = Web3(Web3.HTTPProvider('http://127.0.0.1:7545')) 

w3.eth.default_account = w3.eth.accounts[0] 

# Load smart contract 

with open('PatientRecord.json') as f: 

    contract_data = json.load(f) 

contract_abi = contract_data['abi'] 

contract_address = '0xYourContractAddress'  # Replace with deployed contract address 

contract = w3.eth.contract(address=contract_address, abi=contract_abi) 
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# Connect to Web3.Storage (Filecoin) 

web3_storage = Web3Storage(api_token='YOUR_WEB3_STORAGE_API_TOKEN')  

# Replace with your token 

# Encryption setup 

key = Fernet.generate_key() 

cipher = Fernet(key) 

@app.route('/register_patient', methods=['POST']) 

def register_patient(): 

    data = request.json 

    patient_id = data['patient_id'] 

    tx_hash = contract.functions.registerPatient(patient_id).transact() 

    w3.eth.wait_for_transaction_receipt(tx_hash) 

    return jsonify({"message": "Patient registered", "patient_id": patient_id}) 

@app.route('/add_record', methods=['POST']) 

def add_record(): 

    data = request.json 

    record_id = data['record_id'] 

    patient_id = data['patient_id'] 

    record_data = data['record_data'] 

    # Encrypt record 

    encrypted_record = cipher.encrypt(record_data.encode()) 
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    # Save encrypted record to a temporary file 

    temp_file = f"{record_id}.bin" 

    with open(temp_file, 'wb') as f: 

        f.write(encrypted_record) 

    # Upload to Web3.Storage (Filecoin) 

    with open(temp_file, 'rb') as f: 

        cid = web3_storage.upload(f)  # Returns CID 

    # Clean up temporary file 

    os.remove(temp_file) 

    # Store metadata on-chain (CID as recordHash) 

    tx_hash = contract.functions.addRecord(record_id, patient_id, cid).transact() 

    w3.eth.wait_for_transaction_receipt(tx_hash) 

    return jsonify({"message": "Record added", "record_id": record_id, "filecoin_cid": 

cid}) 

@app.route('/grant_access', methods=['POST']) 

def grant_access(): 

    data = request.json 

    record_id = data['record_id'] 

    authorized_address = data['authorized_address'] 

    tx_hash = contract.functions.grantAccess(record_id, authorized_address).transact() 
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    w3.eth.wait_for_transaction_receipt(tx_hash) 

    return jsonify({"message": "Access granted"}) 

@app.route('/get_record/', methods=['GET']) 

def get_record(record_id): 

    try: 

        # Query blockchain for record metadata 

        record_id, filecoin_cid, authorized = contract.functions.getRecord(record_id).call() 

        # Fetch encrypted record from Web3.Storage 

        encrypted_record = web3_storage.get(filecoin_cid)  # Fetch file content 

        # Decrypt record 

        decrypted_record = cipher.decrypt(encrypted_record).decode() 

        return jsonify({ 

            "record_id": record_id, 

            "record_data": decrypted_record, 

            "filecoin_cid": filecoin_cid, 

            "authorized": authorized 

        }) 

    except Exception as e: 

        return jsonify({"error": str(e)}), 400 

 

if __name__ == '__main__': 
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    app.run(debug=True) 

 

3. Operating the System with Filecoin: Configure Web3.Storage: 

 

Establish an account at web3.storage.  

Acquire an API token and modify the api_token in the code.  

Implement Smart Contract:  

Deploy the PatientRecord contract (same to the previous version) utilizing Remix or 

Truffle.  

Revise the contract_address in the Python code.  

Execute Flask API:  

Execute python app.py  

Testing Endpoints:  

Register a patient: POST /register_patient with {"patient_id": "P001"}.  

Insert a record: POST /add_record with {"record_id": "R001", "patient_id": "P001", 

"record_data": "Diagnosis: Influenza"}.  

This transmits the encrypted data to Filecoin and registers the CID on the blockchain.  

Authorize access: POST /grant_access with {"record_id": "R001", 

"authorized_address": "0xDoctorAddress"}.  

Obtain record: GET /get_record/R001.  

This obtains the CID from the blockchain, acquires the file from Filecoin, then decrypts 

it.  

4.7. Integration Illustration: Arweave (Concise)  

 

To utilize Arweave, employ the arweave Python module to upload encrypted records and 

save transaction IDs on the blockchain. Below is a segment for the add_record endpoint:  

import Wallet, Transaction from arweave 

Initialize Arweave wallet (needs AR tokens). 
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arweave_wallet = Wallet('path_to_your_arweave_keyfile.json') 

@app.route('/add_record', methods=['POST']) 

define add_record(): 

data equals request.json 

record_id = data.get('record_id') 

patient_id = data['patient_id'] 

record_data = data['record_data'] 

 

Encrypt the record 

encrypted_record = cipher.encrypt(record_data.encode()) 

 

Upload to Arweave 

tx = Transaction(arweave_wallet, data=encrypted_record) 

tx.add_tag('Content-Type', 'application/octet-stream') 

tx.sign() 

transmit.send() 

arweave_transaction_id = transaction.id 

 

Store metadata on-chain using the transaction ID as the record hash. 

transaction_hash = contract.functions.addRecord(record_identifier, patient_identifier, 

arweave_transaction_id).transact() 
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w3.eth.wait_for_transaction_receipt(transaction_hash) 

return jsonify({"message": "Record successfully added", "record_id": record_id, 

"arweave_txid": arweave_txid}) 

Utilize the Arweave library to obtain the transaction data by its ID and subsequently 

decrypt it. Arweave necessitates a wallet funded with AR, and expenses are incurred in 

advance for permanent storage. 

 

4.8. Essential Factors for Decentralized Storage 

4.8.1. Financial Oversight: 

IPFS: Self-hosting is free, whereas pinning services (e.g., Pinata) incur subscription fees. 

Filecoin: Transaction-based, necessitating FIL tokens. Allocate funds for storage and 

retrieval. 

Arweave: A singular upfront payment in AR tokens, increased for extensive datasets. 

Storj: Utilizes a pay-per-use model, incurring expenses for storage and bandwidth. 

Data Retention: 

IPFS: Necessitates pinning to prevent data loss. 

Filecoin: Storage agreements guarantee continuity for the duration of the contract. 

Arweave: Inherently permanent, optimal for unalterable records. 

Storj: Redundancy guarantees availability; nonetheless, continuous payments are 

required 
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4.8.2. Execution: 

IPFS/Filecoin: Retrieval speed is moderate, enhanced with pinning or retrieval 

agreements. 

Arweave exhibits reduced speed for substantial files owing to its blockweave architecture. 

Storj: Accelerated performance attributed to sharding and global node dispersion. 

4.8.3. Safety: 

Consistently encrypt data on the client-side (e.g., AES-256) prior to uploading, given that 

these systems are public or semi-public. 

Employ secure key management solutions (e.g., AWS KMS, HashiCorp Vault) for 

encryption keys. 

Preserve access logs on the blockchain for verifiability. 

4.8.4. Adherence: 

Guarantee adherence to healthcare regulations (e.g., HIPAA, GDPR) by encrypting data 

and limiting access with blockchain smart contracts. 

The persistence of Arweave may hinder the implementation of GDPR's "right to be 

forgotten." 

4.8.5. Hybrid Methodology: 

Integrate solutions (e.g., IPFS for ephemeral storage, Arweave for enduring records) to 

optimize cost and durability. 

Utilize a centralized encrypted database for rapid access to commonly utilized records, 

supplemented by backups on decentralized storage. 
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4.9. Suggestions for Patient Record Administration 

Preferred Option: Filecoin (via Web3.Storage) due to its equilibrium of expense, 

durability, and interoperability with IPFS. It guarantees sustained availability via 

incentive storage agreements. 

Alternative Option: IPFS utilizing a pinning service (e.g., Pinata) for budget-conscious 

implementations, particularly in the development phase. 

Niche Application: Arweave for essential, unchanging records (e.g., birth certificates, 

surgical histories) that must stay perpetually accessible. 

High-Performance Requirements: Storj for systems necessitating rapid retrieval, such as 

real-time clinical data access. 

 

Subsequent Actions 

Private Networks: Establish private IPFS or Filecoin clusters for sensitive medical data, 

limited to approved nodes. 

Cost Optimization: Assess storage and retrieval expenses, particularly for Filecoin and 

Storj, and implement caching for frequently requested data. 

Interoperability: Integrate with FHIR APIs to guarantee interoperability with hospital 

systems, while keeping FHIR-compliant records on decentralized storage. 

 

Integrating a database into a blockchain-based patient record management system 

Integrating a database into a blockchain-based patient record management system is 

crucial for effective data management, particularly for managing metadata, user profiles, 

access logs, or frequently accessed data that does not require storage on the blockchain 

or decentralized storage solutions such as IPFS/Filecoin. A database can enhance 

blockchain and decentralized storage by delivering rapid query performance, structured 
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data management, and facilitating operational workflows, all while guaranteeing security 

and adherence to healthcare regulations (e.g., HIPAA, GDPR)[63]. 

We will elucidate the function of a database within the system, propose appropriate 

database alternatives, delineate their integration with the current blockchain and 

IPFS/Filecoin configuration, and provide updated Python code snippets to illustrate 

database integration utilizing PostgreSQL as a case study[64]. We will also examine 

hybrid methodologies that integrate centralized databases with decentralized storage 

solutions. 

 

The Function of a Database within the System 

In a blockchain-based patient record management system, the database functions as an 

off-chain operational layer to manage data that does not necessitate the immutability or 

decentralization of the blockchain, nor the extensive storage capabilities of IPFS/Filecoin. 

Its primary functions encompass: 

Metadata Repository: 

Maintain metadata regarding patient records (e.g., record IDs, patient IDs, IPFS/Filecoin 

CIDs, encryption keys, or access permissions) for expedited retrieval. 

Store blockchain data in a cache to minimize on-chain query expenses and latency. 

Administration of Users: 

Administer user profiles (e.g., patients, physicians, administrators) containing 

information such as names, contact data, or public keys. 

Manage authentication and role-based access control (RBAC) for system users. 

Access Records: 

Maintain comprehensive access logs (e.g., identity of the individual accessing a record, 

timestamp, and actions performed) for auditing purposes, in conjunction with blockchain-

based audit trails. 

Facilitate rapid retrieval of access history for compliance documentation. 
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Storage and Organization of Data: 

Cache frequently accessed patient records or decrypted data, ensuring stringent access 

constraints, to enhance performance. 

Catalog information for optimized search and retrieval. 

Operational Information: 

Preserve system setups, API keys, or ephemeral session data. 

Facilitate workflows such as appointment booking or alerts that do not require blockchain 

immutability. 

Hybrid Storage: 

Serve as the principal repository for low-latency access to essential records, with 

redundancies on IPFS/Filecoin/Arweave. 

Facilitate adherence to legislation mandating data destruction (e.g., GDPR) by 

maintaining changeable data off-chain. 

Database Alternatives 

The selection of a database is contingent upon the system's prerequisites for scalability, 

security, performance, and compliance. The following are appropriate alternatives for a 

patient record management system: 

1. PostgreSQL (Relational Database Management System) 

An open-source, SQL-compliant relational database characterized by comprehensive 

security features. 

Principal Attributes: 

Robust data consistency and adherence to ACID principles. 

Facilitates encryption both at rest and in transit (e.g., using SSL/TLS). 

Enhanced indexing and querying for metadata and log data. 
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Extensions such as pgcrypto for the encryption of sensitive data fields. 

Application: Optimal for organized information, user administration, and access records. 

Advantages: 

Developed, extensively utilized, and complies with HIPAA when appropriately 

configured. 

Superb assistance for intricate queries and joins. 

Disadvantages: 

Centralized, necessitating stringent security protocols. 

Scaling necessitates meticulous design, such as sharding and replication. 

 

2. MongoDB (NoSQL Database) 

A document-oriented NoSQL database designed for flexible, semi-structured data. 

Principal Attributes: 

Schema-free architecture for managing various medical record formats. 

Integrated encryption and role-based access management. 

Horizontal scaling through sharding. 

Application: Appropriate for the storage of FHIR-compliant JSON documents or 

dynamic metadata. 

Advantages: 

Adaptable schema for the progression of healthcare data. 

Exhibits scalability for extensive datasets. 
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Disadvantages: 

Inferior consistency relative to relational databases. 

Demands meticulous indexing for optimal performance. 

3. CockroachDB (Distributed SQL Database) 

A distributed, cloud-native SQL database engineered for scalability and robustness. 

Essential Attributes: 

Distributed architecture for enhanced availability. 

Robust consistency and SQL compatibility. 

Integrated encryption and geographic segmentation. 

Application: Optimally suited for international healthcare systems requiring high 

availability and minimal latency access. 

Advantages: 

Scales horizontally with minimal configuration required. 

Resistant to node failures. 

Disadvantages: 

More intricate configuration than PostgreSQL. 

Increased operational expenses. 

4. SQLite (Compact Relational Database) 

Embedded, serverless SQL database designed for small-scale or edge implementations. 

Principal Attributes: 

Lightweight and readily deployable. 
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Facilitates encryption using extensions (e.g., SQLCipher). 

Monolithic storage. 

Application: Appropriate for prototype or edge devices in the healthcare sector (e.g., 

mobile applications). 

Advantages: 

Basic configuration for development. 

Minimal resource prerequisites. 

Disadvantages: 

Inappropriate for high-concurrency or large-scale systems. 

Restricted scalability. 

 

5. DynamoDB (Managed NoSQL Database) 

AWS-managed NoSQL database featuring serverless scalability. 

Essential Attributes: 

Completely administered, featuring automatic scalability. 

Data encryption in a dormant state and meticulous access regulation. 

Optimized low-latency performance for key-value searches. 

Application: Appropriate for cloud-based systems exhibiting fluctuating workloads. 

Advantages: 

No maintenance required and exceptional scalability. 

Seamlessly integrates with AWS security mechanisms, such as KMS. 
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Disadvantages: 

Vendor dependency with AWS. 

Increased expenses for extensive utilization. 

4.9.1. Recommendation: 

 PostgreSQL is the optimal selection for the majority of patient record management 

systems owing to its maturity, HIPAA compliance, robust security features, and 

capability to support structured healthcare data. CockroachDB or DynamoDB may be 

favored for cloud-native or extremely scalable solutions. MongoDB is appropriate for 

adaptable, FHIR-oriented workflows. 

4.10. Architecture for Database Integration 

The database interfaces with the current blockchain and IPFS/Filecoin layers as outlined 

below: 

Blockchain Layer: 

Stores unalterable metadata (e.g., record ID, patient ID, IPFS/Filecoin CID, access rights) 

and audit trails through the smart contract. 

Guarantees data integrity and decentralized access governance. 

Decentralized Storage (IPFS/Filecoin): 

Stores encrypted medical records (e.g., clinical reports, imaging files). 

CIDs are recorded on the blockchain and may be cached in the database for expedited 

retrieval. 

Database Layer: 

Retains operating data: 

Users: Profiles of patients and providers (e.g., identifiers, names, public keys). 
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Metadata Cache: Record identifiers, CIDs, and patient identifiers for expedited inquiries. 

Access Logs: Comprehensive records of data access (e.g., timestamp, user, action). 

Encryption Keys: Keys securely maintained for the decryption of records (e.g., utilizing 

pgcrypto). 

Facilitates rapid searching and indexing for operational processes. 

Synchronizes with the blockchain to maintain consistency (e.g., caching CIDs subsequent 

to blockchain transactions). 

Application Layer: 

The Flask API interfaces with the database for user administration, metadata inquiries, 

and logging activities. 

Interrogates the blockchain for immutable data and utilizes IPFS/Filecoin for encrypted 

records. 

Implements access control with blockchain smart contracts and database role-based 

access control (RBAC). 

Safety: 

Encrypt sensitive fields within the database (e.g., with pgcrypto in PostgreSQL). 

Employ TLS for database connections and implement safe key management for 

encryption keys. 

Conduct an audit of all database access through blockchain logs. 

4.10.1. Revised Code Excerpts (PostgreSQL Integration) 

I enhance the existing Flask-based Python backend by incorporating PostgreSQL for the 

storage of user profiles, metadata, and access logs. The blockchain and Filecoin 

(Web3.Storage) elements are unchanged; however, the database caches CIDs and 

manages operational data. 
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1. Install Dependencies 

Install the following packages: psycopg2-binary, web3-storage, cryptography, flask, and 

web3 using pip. 

Install and configure PostgreSQL: 

Install PostgreSQL by adhering to the guidelines provided at postgresql.org. 

Establish a database (e.g., patient_records). 

Activate pgcrypto for encryption purposes: 

INSTALL EXTENSION pgcrypto; 

Two. PostgreSQL Database Schema 

Establish tables for users, document information, and log access records: 

CREATE TABLE users ( 

user_id SERIAL PRIMARY KEY, 

patient_id VARCHAR(50) UNIQUE NOT NULL, 

name VARCHAR(100); 

public_key TEXT, 

role VARCHAR(20) CONSTRAINT role_check CHECK (role IN ('patient', 'doctor', 

'admin')) 

created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP 

); 

CREATE TABLE record_metadata ( 

record_id VARCHAR(50) CONSTRAINT PRIMARY KEY, 
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patient_id VARCHAR(50) REFERENCES users(patient_id); 

filecoin_cid TEXT NOT NULL, 

encrypted_key BYTEA, -- Encrypted key for the decryption of records 

created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP 

); 

 

CREATE TABLE access_logs ( 

log_id SERIAL PRIMARY KEY, 

record_id VARCHAR(50) REFERENCES record_metadata(record_id); 

user_id INT REFERENCES users(user_id); 

action VARCHAR(50); 

timestamp TIMESTAMP DEFAULT CURRENT_TIMESTAMP 

); 

3. Enhanced Flask Backend utilizing PostgreSQL 

This code incorporates PostgreSQL for user administration, metadata caching, and access 

logging, while maintaining interfaces with blockchain and Filecoin. 

 

import Flask from the flask module, along with request and jsonify 

import Web3 from web3 

import Fernet from cryptography.fernet 

import Web3Storage from web3storage 
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utilize psycopg2 

import json 

import os 

import RealDictCursor from psycopg2.extras 

 

application = Flask(__name__) 

 

Establish a connection to an Ethereum node (e.g., Ganache). 

w3 = Web3(Web3.HTTPProvider('http://127.0.0.1:7545')) 

w3.eth.default_account = w3.eth.accounts[0]; 

 

Load the smart contract. 

open('PatientRecord.json') as f: 

contract_data = json.load(file) 

contract_abi = contract_data['abi'] 

contract_address = '0xYourContractAddress' # Substitute with the deployed contract 

address 

contract = w3.eth.contract(address=contract_address, abi=contract_abi) 

 

Establish a connection to Web3.Storage (Filecoin) 

web3_storage = Web3Storage(api_token='YOUR_WEB3_STORAGE_API_TOKEN') # 

Substitute with your token 
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Establish a connection to PostgreSQL 

db_conn = psycopg2.connect( 

database_name='patient_records', 

user = 'your_username', 

password='your_password', 

host = 'localhost', 

port = '5432' 

 

db_conn.configure_session(autocommit=True) 

db_cursor = db_conn.cursor(cursor_factory=RealDictCursor) 

 

Encryption Configuration 

key = Fernet.generate_key() 

cipher equals Fernet(key) 

 

app.route('/register_patient', methods=['POST']) 

define register_patient(): 

data equals request.json 

patient_id = data['patient_id'] 

identifier = data['name'] 
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public_key = data.retrieve('public_key') 

 

Register on the blockchain 

transaction_hash = contract.functions.registerPatient(patient_id).transact() 

w3.eth.wait_for_transaction_receipt(transaction_hash) 

 

Store in the database 

db_cursor.execute(INSERT INTO users (patient_id, name, public_key, role) 

VALUES (?, ?, ?, ?) 

RETRIEVING user_id""", 

(patient_id, name, public_key, 'patient') 

user_id = db_cursor.fetchone()['user_id'] 

return jsonify({"message": "Patient successfully registered", "patient_id": patient_id, 

"user_id": user_id}) 

app.route('/add_record', methods=['POST']) 

define add_record(): 

data equals request.json 

record_id = data['record_id'] 

patient_id = data['patient_id'] 

record_data = data['record_data'] 
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Encrypt the record 

encrypted_record = cipher.encrypt(record_data.encode()) 

 

Store the encrypted record in a temporary file. 

temp_file = f"{record_id}.bin" 

Utilizing open(temp_file, 'wb') as f: 

f.write(encrypted_record) 

 

Upload to Filecoin 

Utilizing open(temp_file, 'rb') as f: 

cid = web3_storage.upload(file) 

 

Eliminate transient file 

os.remove(temporary_file) 

 

Store metadata on the blockchain. 

transaction_hash = contract.functions.addRecord(record_id, patient_id, cid).transact() 

w3.eth.wait_for_transaction_receipt(transaction_hash) 

 

Store metadata in the database, encrypting the key with pgcrypto. 

db_cursor.execute(""") 

INSERT INTO record_metadata (record_id, patient_id, filecoin_cid, encrypted_key) 
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VALUES (%s, %s, %s, pgp_sym_encrypt(%s, %s))""", 

(record_id, patient_id, cid, key.decode(), 'secure_key_password') # Substitute with a 

secure key password 

 

 

Log activity 

db_cursor.execute(INSERT INTO access_logs (record_id, user_id, action) 

SELECT %s, user_id, %s FROM users WHERE patient_id = %s""", 

(record_id, 'record_created', patient_id)) 

return jsonify({"message": "Record successfully added", "record_id": record_id, 

"filecoin_cid": cid}) 

app.route('/grant_access', methods=['POST']) 

define grant_access(): 

data equals request.json 

record_id = data['record_id'] 

authorized_address = data['authorized_address'] 

 

Authorize access on the blockchain 

transaction_hash = contract.functions.grantAccess(record_id, 

authorized_address).transact() 

w3.eth.wait_for_transaction_receipt(transaction_hash) 
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Record action in database 

db_cursor.execute(""") 

INSERT INTO access_logs (record_id, user_id, action) 

SELECT %s, user_id, %s FROM users WHERE public_key = %s"" 

(record_id, 'access_granted', permitted_address) 

 

return jsonify({"message": "Access authorized"}) 

@app.route('/get_record/', methods=['GET']) 

fun retrieve_record(record_id): 

attempt: 

Retrieve metadata from the database. 

db_cursor.execute(SELECT filecoin_cid, pgp_sym_decrypt(encrypted_key, %s)  

 

AS decryption_key 

SELECT * FROM record_metadata WHERE record_id = %s""('your_key_password', 

record_id) 

metadata = db_cursor.fetchone() 

in the absence of metadata: 

return jsonify({"error": "Record not located"}), 404 

filecoin_cid = metadata['filecoin_cid'] 

decryption_key = metadata['decryption_key'] 
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Authenticate blockchain authorization 

record_id, cid, authorized = contract.functions.getRecord(record_id).execute() 

if cid is not equal to filecoin_cid: 

return jsonify({"error": "Metadata discrepancy"}), 400 

 

Retrieve encrypted record from Filecoin 

encrypted_record = web3_storage.retrieve(filecoin_cid) 

 

Decrypt the record 

record_cipher = Fernet(decryption_key) 

decrypted_record = record_cipher.decrypt(encrypted_record).decode() 

 

Access log 

db_cursor.execute("""INSERT INTO access_logs (record_id, user_id, action) 

SELECT %s, user_id, %s FROM users WHERE public_key = %s""",(record_id, 

'record_accessed', w3.eth.default_account) 

return jsonify({ 

"record_id": record_id, 

"record_data": decrypted_record, 

"filecoin_cid": filecoin_cid, 

"authorized": sanctioned 

}) 
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except Exception as e: 

return jsonify({"error": str(e)}), 400 

if __name__ == '__main__':app.run(debug=True) 

 

4.10.2. 4. Operating the System with PostgreSQL 

Configure PostgreSQL: 

Install PostgreSQL and establish the patient_records database. 

Execute the aforementioned SQL schema to establish tables. 

Revise the database connection parameters (your_username, your_password, 

your_key_password) within the code. 

Establish Web3.Storage: 

Acquire an API token from web3.storage and modify the code accordingly. 

Implement Smart Contract: 

Utilize Remix or Truffle to deploy the PatientRecord contract. 

Revise the contract_address within the code. 

Execute Flask API: 

Execute python app.py 

Testing Endpoints: 

To register a patient, execute a POST request to /register_patient with the following 

payload: {"patient_id": "P001", "name": "John Doe", "public_key": 

"0xPatientAddress"}. 

Submit a record: POST /add_record with {"record_id": "R001", "patient_id": "P001", 

"record_data": "Patient diagnosis: Flu"}. 
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Stores metadata in PostgreSQL, content identifier on blockchain, and encrypted records 

on Filecoin. 

Authorize access: POST /grant_access with {"record_id": "R001", 

"authorized_address": "0xDoctorAddress"}. 

Obtain record: GET /get_record/R001. 

Interrogates PostgreSQL for metadata, utilizes blockchain for authorization, and employs 

Filecoin for record-keeping. 

4.10.3. Essential Factors for Database Integration 

Safety: 

Utilize pgcrypto or a comparable tool to encrypt sensitive fields, such as encryption keys. 

Implement TLS for database connections and limit access to permitted IP addresses. 

Establish Role-Based Access Control (RBAC) within the database and synchronize it 

with blockchain access controls. 

Utilize a secure key management system (e.g., AWS KMS) for the storage of encryption 

keys in a production environment. 

Uniformity: 

Verify that database metadata (e.g., CIDs) corresponds with blockchain data by 

synchronizing following each blockchain transaction. 

Utilize database triggers or background processes to identify and rectify discrepancies. 

Performance: 

Index commonly queried fields (e.g., record_id, patient_id) for expedited retrieval. 

Store decrypted records in memory (e.g., Redis) for high-traffic systems, implementing 

stringent expiration controls. 
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Scalability: 

Implement database replication, such as PostgreSQL streaming replication, to ensure high 

availability. 

For global systems, consider utilizing distributed databases such as CockroachDB to 

minimize latency. 

Adherence: 

Guarantee HIPAA/GDPR compliance with the encryption of data both at rest and in 

transit. 

Record all access in the database and blockchain for audit purposes. 

Facilitate data erasure demands (e.g., GDPR’s “right to be forgotten”) by storing 

modifiable data in the database rather than on immutable blockchain/Arweave. 

Hybrid Storage: 

Preserve essential, frequently accessed records in the database for minimal latency access. 

Ensure all records are backed up to IPFS/Filecoin for redundancy and decentralization. 

Utilize Arweave for enduring, immutable documentation (e.g., birth certificates). 

Advantages of Database Integration 

Efficiency: Rapid retrieval of metadata and logs in comparison to blockchain or 

IPFS/Filecoin. 

Flexibility: Accommodates intricate queries, user administration, and operational 

processes. 

Compliance: Facilitates changeable data storage to meet regulatory mandates (e.g., data 

deletion). 

Cost Efficiency: Minimizes blockchain queries using off-chain metadata caching. 
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Auditability: Comprehensive access logs within the database enhance blockchain audit 

trails. 

Possible Improvements 

Distributed Database: Substitute PostgreSQL with CockroachDB to achieve worldwide 

scalability and resilience. 

FHIR Integration: Store FHIR-compliant JSON records in MongoDB or PostgreSQL’s 

JSONB fields for interoperability. 

Implement a caching layer utilizing Redis to store decrypted records or frequently 

requested metadata. 

Backup Strategy:  

Regularly archive database contents to Filecoin or Arweave for redundancy. 

This integration offers a resilient, scalable, and compliant solution that amalgamates 

blockchain, decentralized storage, and a database. 

Establishing a distributed database for a blockchain-based patient record management 

system improves scalability, resilience, and low-latency access across geographically 

scattered nodes, rendering it optimal for global healthcare systems. A distributed database 

guarantees high availability, fault tolerance, and consistent data access, while enhancing 

blockchain technology (for immutable metadata and access control) and decentralized 

storage solutions (e.g., Filecoin for encrypted medical records). I will elucidate the 

configuration procedure with CockroachDB, a distributed SQL database that provides 

robust consistency, scalability, and compatibility with PostgreSQL clients. I will combine 

it with the current Ethereum blockchain and Filecoin (Web3.Storage) configuration, 

supply Python code samples, and address essential considerations. 

4.10.4. What are the Advantages of Utilizing a Distributed Database? 

A distributed database such as CockroachDB is engineered to accommodate the 

requirements of a patient record management system by: 
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Scalability: Achieve horizontal scaling by incorporating additional nodes to 

accommodate heightened demand. 

High Availability: Duplicate data across nodes to provide access despite potential node 

failures. 

Geo-Distribution: Position nodes in various regions to ensure low-latency access (e.g., 

for global hospitals). 

Robust Consistency: Safeguard data integrity for essential healthcare information (e.g., 

patient metadata, access logs). 

SQL Compatibility: Facilitate intricate queries and interaction with current tools over the 

PostgreSQL wire protocol. 

Ensure encryption and audits are activated for HIPAA/GDPR compliance. 

CockroachDB is especially appropriate because to its distributed architecture, tolerance 

to node failures, and capacity to manage healthcare workloads with robust consistency. 

Architecture of Distributed Databases 

The distributed database interfaces with the current system in the following manner: 

BLOCKCHAIN LAYER: 

Stores unalterable metadata (e.g., record ID, patient ID, Filecoin CID, access rights) using 

the Ethereum smart contract. 

Implements decentralized access control and audit capabilities. 

Decentralized Storage (Filecoin): 

Stores encrypted patient records, including medical reports and imaging files. 

CIDs are preserved on the blockchain and kept in the distributed database cache. 

Distributed Database (CockroachDB): 

Objective: Oversees operational data, encompassing: 
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Users: Profiles of patients and providers (e.g., identifiers, names, public keys, roles). 

Metadata Cache: Record Identifiers, Patient Identifiers, Filecoin Content Identifiers, and 

Encrypted Keys. 

Access Logs: Comprehensive records of data access for auditing purposes. 

Data is replicated among various nodes (e.g., in distinct regions) to ensure high 

availability and minimal latency. 

Consistency: Guarantees robust consistency for metadata and logs, synchronizing with 

blockchain data. 

APPLICATION LAYER: 

The Flask API interfaces with CockroachDB for user administration, metadata inquiries, 

and logging activities. 

Interrogates the blockchain for immutable information and Filecoin for encrypted 

documentation. 

Implements access control with blockchain smart contracts and database role-based 

access control (RBAC). 

SAFETY: 

Utilize CockroachDB's encryption capabilities to secure sensitive information, such as 

encryption keys. 

Employ TLS for database connections and implement secure key management. 

Record all access on the blockchain and in CockroachDB for auditing purposes. 

Procedure for Configuring CockroachDB 

This is a comprehensive guide for establishing a CockroachDB cluster for the patient 

record management system. 
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1. Install CockroachDB. 

Download and install CockroachDB by adhering to the instructions provided at 

cockroachlabs.com. 

Alternatively, choose a managed service such as CockroachDB Cloud for simplified 

installation and upkeep. 

2. Initiate a CockroachDB Cluster 

For a multi-node cluster (e.g., three nodes for fault tolerance), execute the following on 

distinct machines or containers: 

Node 1 (located at node1.silvana1.com): 

initiate cockroach 

--unsecured \ 

--store=node1 

--listen-addr=node1.silvana1.com:26257 

--http-addr=node1.silvana1.com:8080 

--

join=node1.silvana1.com:26257,node2.silvana1.com:26257,node3.silvana1.com:26257 

Node 2 (located at node2.silvana1.com): 

initiate cockroach 

--unconfident 

--store=node2 

--listen-addr=node2.silvana1.com:26257 

--http-addr=node2.silvana1.com:8080 
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--

join=node1.silvana1.com:26257,node2.silvana1.com:26257,node3.silvana1.com:26257 

Node 3 (located at node3.silvana1.com): 

 

initiate cockroach 

--unsecured \ 

--store=node3 

--listen-addr=node3.silvana1.com:26257 

--http-addr=node3.silvana1.com:8080 

--

join=node1.silvana1.com:26257,node2.silvana1.com:26257,node3.silvana1.com:26257 

Initiate the Cluster (execute on any node): 

 

cockroach initialize --insecure --host=node1.silvana1.com:26257 

Observations: 

Substitute --insecure with certificate-based authentication for production (see to 

CockroachDB documentation for SSL/TLS configuration). 

Utilize --locality flags to designate regions (e.g., --locality=region=us-east) for 

geographical distribution. 

To conduct testing, initiate several nodes locally utilizing distinct ports (e.g., 26257, 

26258, 26259). 

3.Establish Database and Schema 

Establish a connection to the cluster via the CockroachDB SQL client: 
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cockroach sql --insecure --host=node1.silvana1.com:26257 

Establish the database and its corresponding tables: 

ESTABLISH DATABASE patient_records; 

CONFIGURE DATABASE = patient_records; 

CREATE TABLE users ( 

user_id SERIAL PRIMARY KEY, 

patient_id STRING UNIQUE NOT NULL, 

name STRING, 

public_key VARCHAR, 

role STRING CHECK (role IN ('patient', 'doctor', 'administrator')) 

created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP 

); 

 

CREATE TABLE record_metadata ( 

record_id STRING PRIMARY KEY, 

patient_id STRING REFERENCES users(patient_id); 

filecoin_cid STRING NOT NULL, 

encrypted_key BYTES, -- Encrypted key for the decoding of records 

created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP 

); 
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CREATE TABLE access_logs ( 

log_id SERIAL PRIMARY KEY, 

record_id STRING REFERENCES record_metadata(record_id); 

user_id INT64 REFERENCES users(user_id); 

action STRING, 

timestamp TIMESTAMP DEFAULT CURRENT_TIMESTAMP 

); 

 

Activate encryption for sensitive fields (CockroachDB offers column-level encryption). 

Implement application-level encryption for encrypted_key (managed in Python) 

Performance Indices: 

CREATE INDEX ON record_metadata (patient_id); 

CREATE INDEX ON access_logs (record_id, timestamp); 

Four. Configure Geo-Partitioning (Optional) 

Partition data by area in global systems to minimize latency. 

ALTER TABLE record_metadata PARTITION BY LIST (patient_id); 

PARTITION us_values VALUES IN ('P001', 'P002') WITH (locality = 'region=us-east'), 

PARTITION eu_values VALUES IN ('P003', 'P004') WITH (locality = 'region=eu-west') 

); 

Allocate nodes to regions utilizing --locality at the initiation of node startup. 
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Revised Code Excerpts (CockroachDB Integration) 

I enhance the prior Flask-based Python backend to utilize CockroachDB in place of 

PostgreSQL, incorporating integration with the Ethereum blockchain and Filecoin 

(Web3.Storage). The PostgreSQL-compatible driver of CockroachDB (psycopg2) 

necessitates minimum code modifications. 

1. Install Dependencies 

Install the following packages: psycopg2-binary, web3-storage, cryptography, flask, and 

web3 using pip. 

Verify that CockroachDB is operational and reachable. 

2. Enhanced Flask Backend utilizing CockroachDB 

This code employs CockroachDB for user administration, metadata caching, and access 

logging, while preserving interactions with blockchain and Filecoin. 

import Flask from the flask module, along with request and jsonify 

import Web3 from web3 

import Fernet from cryptography.fernet 

import Web3Storage from web3storage 

utilize psycopg2 

import json 

import os 

import RealDictCursor from psycopg2.extras 

import hashes from cryptography.hazmat.primitives 

import PBKDF2HMAC from cryptography.hazmat.primitives.kdf.pbkdf2 
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application = Flask(__name__) 

Establish a connection to an Ethereum node (e.g., Ganache). 

w3 = Web3(Web3.HTTPProvider('http://127.0.0.1:7545')) 

w3.eth.default_account = w3.eth.accounts[0]; 

Load the smart contract. 

open('PatientRecord.json') as f: 

contract_data = json.load(file) 

contract_abi = contract_data['abi'] 

contract_address = '0xYourContractAddress' # Substitute with the deployed contract 

address 

contract = w3.eth.contract(address=contract_address, abi=contract_abi) 

Establish a connection to Web3.Storage (Filecoin) 

web3_storage = Web3Storage(api_token='YOUR_WEB3_STORAGE_API_TOKEN') # 

Substitute with your token 

Establish a connection to CockroachDB 

db_conn = psycopg2.connect( 

database_name='patient_records', 

user = 'your_username', 

password='your_password', 

host='node1.silvana1.com',  

# Alternatively, use localhost for testing 
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port = '26257',sslmode='disable'  

# Utilize 'require' with SSL in a production environment 

 

db_conn.configure_session(autocommit=True) 

db_cursor = db_conn.cursor(cursor_factory=RealDictCursor) 

 

Encryption Configuration 

key = Fernet.generate_key() 

cipher = Fernet(key) 

 

Key encryption for database storage with PBKDF2 for key derivation. 

def encrypt_key(key, password): 

kdf = PBKDF2HMAC( 

algorithm = hashes.SHA256(), 

length equals 32, 

salt = b'salt_', # Employ a secure random salt in production 

iterations equals 100,000, 

key_der = kdf.derive(password.encode()) 

f = Fernet(Fernet.generate_key().decode()) # Simplified;  

employ appropriate key derivation 

return f.encrypt(key) 
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def decrypt_key(encrypted_key, password): 

kdf = PBKDF2HMAC( 

algorithm = hashes.SHA256(), 

length equals 32. 

salt = b'salt_', # Corresponds to the salt utilized in encryption 

iterations = 100,000; 

key_der = kdf.derive(password.encode()) 

f = Fernet(Fernet.generate_key().decode()) # Simplified; employ appropriate key 

derivation 

return f.decrypt(encrypted_key) 

app.route('/register_patient', methods=['POST']) 

define register_patient(): 

data equals request.json 

patient_id = data['patient_id'] 

identifier = data['name'] 

public_key = data.retrieve('public_key') 

Register on the blockchain 

transaction_hash = contract.functions.registerPatient(patient_id).transact() 

w3.eth.wait_for_transaction_receipt(transaction_hash) 

 

Store in CockroachDB 
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db_cursor.execute(""" INSERT INTO users (patient_id, name, public_key, role) 

VALUES (?, ?, ?, ?) 

RETURNING user identifier """,(patient_id, name, public_key, 'patient') 

user_id = db_cursor.fetchone()['user_id'] 

return jsonify({"message": "Patient successfully registered", "patient_id": patient_id, 

"user_id": user_id}) 

@app.route('/add_record', methods=['POST']) 

define add_record(): 

data equals request.json 

record_id = data['record_id'] 

patient_id = data['patient_id'] 

record_data = data['record_data'] 

 

Encrypt the record 

encrypted_record = cipher.encrypt(record_data.encode()) 

 

Store the encrypted record in a temporary file. 

temporary_file = f"{record_id}.bin" 

 

Utilizing the 'with' statement, open the temporary file in write-binary mode as 'f': 

f.write(encrypted_record) 
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Upload to Filecoin 

Utilizing open(temp_file, 'rb') as f: 

cid = web3_storage.upload(file) 

 

Eliminate transient file 

os.remove(temporary_file) 

Store metadata on the blockchain. 

transaction_hash = contract.functions.addRecord(record_identifier, patient_identifier, 

content_identifier).transact() 

w3.eth.wait_for_transaction_receipt(transaction_hash) 

Encrypt the key for database storage. 

encrypted_key = encrypt_key(key, 'secure_password') # Substitute with a robust 

password 

Store metadata in CockroachDB. 

db_cursor.execute(INSERT INTO record_metadata (record_id, patient_id, filecoin_cid, 

encrypted_key) 

VALUES (?, ?, ?, ?)""(record_id, patient_id, cid, encrypted_key) 

Log activity 

db_cursor.execute( 

 

INSERT INTO access_logs (record_id, user_id, action) 
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SELECT %s, user_id, %s FROM users WHERE patient_id = %s 

"" 

(record_id, 'record_created', patient_id) 

return jsonify({"message": "Record successfully added", "record_id": record_id, 

"filecoin_cid": cid}) 

app.route('/grant_access', methods=['POST']) 

def grant_access(): 

data equals request.json 

record_id = data['record_id'] 

authorized_address = data['authorized_address'] 

 

Authorize access on the blockchain 

transaction_hash = contract.functions.grantAccess(record_id, 

authorized_address).transact() 

w3.eth.wait_for_transaction_receipt(transaction_hash) 

Log activity in CockroachDB 

db_cursor.execute("""INSERT INTO access_logs (record_id, user_id, action) 

SELECT %s, user_id, %s FROM users WHERE public_key = %s""",(record_id, 

'access_granted', authorized_address) 

return jsonify({"message": "Access permitted"}) 

 

@app.route('/get_record/', methods=['GET']) 
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define get_record(record_id): 

attempt: 

Query CockroachDB for metadata. 

db_cursor.execute("""SELECT filecoin_cid, encrypted_key 

SELECT * FROM record_metadata WHERE record_id = %s 

""",(record_id,)) 

metadata = db_cursor.fetchone() 

in the absence of metadata: 

return jsonify({"error": "Record not located"}), 404 

filecoin_cid = metadata['filecoin_cid'] 

encrypted_key = metadata['encrypted_key'] 

Decrypt the key 

decryption_key = decrypt_key(encrypted_key, 'secure_password') # Substitute with a 

safe password 

Authenticate blockchain authorization 

record_id, cid, authorized = contract.functions.getRecord(record_id).execute() 

if cid is not equal to filecoin_cid: 

return jsonify({"error": "Metadata discrepancy"}), 400 

Retrieve encrypted record from Filecoin 

encrypted_record = web3_storage.retrieve(filecoin_cid) 

Decrypt the record 
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record_cipher = Fernet(decryption_key) 

decrypted_record = record_cipher.decrypt(encrypted_record).decode() 

Access log 

db_cursor.execute("""INSERT INTO access_logs (record_id, user_id, action) 

SELECT %s, user_id, %s FROM users WHERE public_key = %s""", 

(record_id, 'record_accessed', w3.eth.default_account)) 

return jsonify({ 

"record_id": record_id, 

"record_data": decrypted_record, 

"filecoin_cid": filecoin_cid, 

"authorized": sanctioned 

}) 

except Exception as e: 

return jsonify({"error": str(e)}), 400 

if __name__ == '__main__': 

app.run(debug=True) 

 

3. Operating the System with CockroachDB 

Establish CockroachDB Cluster: 

Adhere to the aforementioned steps to initiate a 3-node cluster (or utilize CockroachDB 

Cloud). 
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Establish the patient_records database and its corresponding tables utilizing the SQL 

schema. 

Establish Web3.Storage: 

Acquire an API token from web3.storage and modify the code accordingly. 

Implement Smart Contract: 

Utilize Remix or Truffle to deploy the PatientRecord contract. 

Revise the contract_address within the code. 

Execute Flask API: 

Execute python app.py 

Testing Endpoints: 

To register a patient, execute a POST request to /register_patient with the following 

payload: {"patient_id": "P001", "name": "John Doe", "public_key": 

"0xPatientAddress"}. 

Submit a record: POST /add_record with {"record_id": "R001", "patient_id": "P001", 

"record_data": "Patient diagnosis: Influenza"}. 

Stores metadata in CockroachDB, content identifier on the blockchain, and an encrypted 

record on Filecoin. 

Authorize access: POST /grant_access with {"record_id": "R001", "authorized_address": 

"0xDoctorAddress"}. 

Obtain record: GET /get_record/R001. 

Interrogates CockroachDB for metadata, utilizes blockchain for authorization, and 

employs Filecoin for record-keeping. 

Essential Factors for CockroachDB Configuration 
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Safety: 

Activate SSL/TLS for CockroachDB connections by substituting sslmode='disable' with 

sslmode='require'. 

Utilize application-level encryption (as demonstrated) or CockroachDB’s encryption-at-

rest to secure sensitive fields (e.g., encrypted_key). 

Implement Role-Based Access Control (RBAC) in CockroachDB and synchronize it with 

blockchain access controls. 

Utilize a secure key management system (e.g., AWS KMS) for the storage of encryption 

keys in production environments. 

Uniformity: 

CockroachDB inherently offers robust consistency, guaranteeing that metadata aligns 

with blockchain data. 

Synchronize database metadata with the blockchain subsequent to each transaction (as 

demonstrated in the code). 

Utilize CockroachDB's change data capture (CDC) to oversee and rectify inconsistencies. 

Scalability: 

Incorporate nodes into the cluster to accommodate heightened demand (e.g., cockroach 

start with --join). 

Implement geo-partitioning to position data nearer to users (e.g., regions in the US and 

EU). 

Assess cluster health with CockroachDB’s administrative interface 

(http://node1.silvana1.com:8080). 

Efficiency: 

Index commonly queried fields (e.g., record_id, patient_id) for expedited retrieval. 
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Store cache metadata in memory (e.g., Redis) for high-traffic systems, implementing 

stringent expiration controls. 

Enhance SQL queries to reduce latency (e.g., eliminate superfluous joins). 

Enhanced Availability: 

Deploy a minimum of three nodes to withstand the failure of one node (CockroachDB 

employs Raft consensus). 

Duplicate data across regions for catastrophe recovery (e.g., us-east, us-west, eu-west). 

Utilize CockroachDB's automated rebalancing to achieve equitable load distribution. 

Adherence: 

Guarantee HIPAA/GDPR compliance with the encryption of data both at rest and in 

transit. 

Document all access in CockroachDB and blockchain for audit purposes (as illustrated). 

Facilitate GDPR's "right to be forgotten" by storing modifiable data in CockroachDB 

rather than on the immutable blockchain or Arweave. 

Financial Oversight: 

CockroachDB Cloud streamlines management; nonetheless, expenses are determined by 

the number of nodes and storage utilized. 

Self-hosted clusters are economical yet necessitate infrastructure upkeep. 

Enhance storage efficiency by retaining solely operational data in CockroachDB and 

substantial records in Filecoin. 

Advantages of CockroachDB in This System 

• Global Scalability: Manages extensive, geographically dispersed healthcare 

systems. 
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• Resilience: Endures node or regional failures without data loss. 

• Low Latency: Geo-partitioning guarantees rapid access for users globally. 

• SQL Compatibility: Utilizes established PostgreSQL tools and proficiency. 

• Compliance: Facilitates encryption and auditing in accordance with healthcare 

legislation. 

Possible Improvements 

Multi-Region Deployment: Implement nodes across many cloud providers (e.g., AWS, 

GCP, Azure) to ensure redundancy. 

Change Data Capture: Employ CockroachDB's CDC to transmit metadata alterations to 

a monitoring system for instantaneous analytics. 

FHIR Integration: Preserve FHIR-compliant JSON records within CockroachDB’s 

JSONB fields for enhanced compatibility. 

Implement a caching layer by incorporating Redis to cache decrypted records or 

metadata, synchronized with CockroachDB. 

Integrate CockroachDB with Prometheus/Grafana for the purpose of monitoring cluster 

performance. 

Alternative Distributed Database Systems 

If CockroachDB does not meet the requirements, consider: 

YugabyteDB: 

Distributed SQL database exhibiting interoperability with PostgreSQL. 

Robust consistency and geographical distribution. 

Open-source, emphasizing high-performance tasks. 

Use case: Comparable to CockroachDB, although potentially provides superior 

performance for write-intensive applications. 
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Spanner (Google Cloud): 

Administered a globally distributed SQL database ensuring robust consistency. 

Optimally suited for enterprise-level healthcare systems. 

Disadvantages: Vendor lock-in and elevated expenses. 

DynamoDB (Amazon Web Services): 

Administered NoSQL database utilizing global tables for dissemination. 

Appropriate for key-value information and log entries. 

Disadvantages: Restricted query flexibility in comparison to SQL. 

Recommendation: Opt for CockroachDB due to its equilibrium of SQL compatibility, 

robust consistency, and open-source accessibility. Utilize YugabyteDB for write-

intensive systems or DynamoDB for serverless, NoSQL-oriented implementations. 

Executing the System 

The supplied code smoothly integrates CockroachDB with the current blockchain and 

Filecoin configuration. To enhance system scalability: 

Increase the number of CockroachDB nodes as necessary (e.g., cockroach start --join). 

Establish geo-partitioning to facilitate low-latency access in designated locations. 

Track blockchain gas fees and Filecoin storage/retrieval expenses to enhance cost 

efficiency. 

Table 6. Summary of Additions 

Feature Tool / Concept 

Smart contracts Custom Python logic 

Data encryption AES (with PyCryptodome) 

File handling IPFS (off-chain storage) 
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GitHub project architecture for a blockchain-based patient record management system 

utilizing Python, Flask, encryption, and IPFS. 

patient-chain/ 

├── app/ 

│ ├── __init__.py 

│ ├── blockchain.py 

│ ├── encryption.py 

│ ├── ipfs_handler.py 

│ ├── smart_contract.py 

│ └── routes.py 

├── static/ 

│ └── uploads/ # Store temp encrypted files before IPFS 

├── templates/ 

│ └── index.html # Optional: Web UI 

├── run.py 

├── requirements.txt 

└── README.md 

These are some of the security measures at the database level. Maintaining patient data 

secure and adhering to security practices at the database infrastructure level is essential. 

At the physical infrastructure level, the security of the hospital IT system includes 

measures to protect the hardware and the physical environment where the equipment and 

servers are stored and operated. 



157 

 

4.11. The optimal database for medical information  

 

Specific requirements, such as scalability, performance, security, compliance (for 

example, HIPAA or GDPR), interoperability (for example, FHIR), and integration with 

blockchain and decentralized storage (for example, Filecoin), [65]are taken into 

consideration when selecting the most suitable database for a blockchain-based patient 

record management system in the healthcare industry. I have analyze the top database 

options, with a particular emphasis on distributed and traditional databases, based on the 

requirements that are special to the healthcare industry, analyze their applicability, and 

then make a recommendation for the most suitable solution for the system.  

 

Table 7. Comparison of Databases for Healthcare 

Database Type Security Scalability 
Performan

ce 
Consistency 

Interoperabil

ity 

Availabilit

y 
Cost 

Best 

Use 

Case 

Cockroach

DB 

Distribut

ed SQL 

HIPAA-

compliant, 

encryption, 

RBAC 

Horizontal 

(nodes) 

Fast with 

indexing 
Strong 

FHIR 

JSONB, SQL 

High 

(multi-

region) 

Moderat

e (self-

hosted 

or 

Cloud) 

Global, 

complia

nt 

systems 

PostgreSQ

L 

Relation

al SQL 

HIPAA-

compliant, pg

crypto, TLS 

Vertical, 

limited 

horizontal 

Fast for 

structured 

data 

Strong 
FHIR 

JSONB, SQL 

Moderate 

(replication

) 

Low 

(open-

source) 

Regiona

l, cost-

sensitiv

e 

systems 

YugabyteD

B 

Distribut

ed SQL 

HIPAA-

compliant, 

encryption 

Horizontal 

(sharding) 

High for 

writes 
Strong 

FHIR JSON, 

SQL/YCQL 

High 

(multi-

region) 

Low 

(open-

source) 

Write-

heavy, 

global 

systems 



158 

 

Database Type Security Scalability 
Performan

ce 
Consistency 

Interoperabil

ity 

Availabilit

y 
Cost 

Best 

Use 

Case 

MongoDB 

NoSQL 

Docume

nt 

HIPAA-

compliant 

(Atlas) 

Horizontal 

(sharding) 

Fast for 

JSON 
Tunable FHIR JSON 

High 

(replication

) 

Moderat

e (Atlas) 

FHIR-

focused, 

flexible 

schema 

DynamoDB 
Managed 

NoSQL 

HIPAA-

compliant, 

AWS KMS 

Serverless 
Fast for 

key-value 

Strong/Event

ual 

FHIR JSON, 

limited 

High 

(global 

tables) 

High 

(AWS) 

Cloud-

native, 

low-

mainten

ance 

Spanner 
Distribut

ed SQL 

HIPAA-

compliant, 

encryption 

Horizontal 

(unlimited) 

Fast with 

indexing 
Strong 

FHIR JSON, 

SQL 

High 

(global) 

High 

(GCP) 

Enterpri

se, 

global 

systems 

 

Recommendation: CockroachDB 

 

CockroachDB is the optimal database for a blockchain-based patient record management 

system in healthcare, considering the necessities for a distributed architecture and 

compatibility with Ethereum and Filecoin. 

Table 8. Comparison: Blockchain vs. Traditional Systems 

Feature Blockchain Traditional(e.g.,Centralized Database) 

Security Decentralized, immutable, cryptographic Centralized, vulnerable to breaches 
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Feature Blockchain Traditional(e.g.,Centralized Database) 

Privacy Patient-controlled access via smart contracts Admin-controlled, less patient agency 

Interoperability Unified ledger for cross-system access Siloed systems, complex integration 

Auditability Immutable audit trails Mutable logs, risk of tampering 

Trust Decentralized trust via consensus Relies on trusted intermediaries 

Resilience Distributed, fault-tolerant Single point of failure 

Cost Higher (gas fees, setup) Lower (standard infrastructure) 

Performance Slower for transactions Faster for queries 

In conclusion, blockchain demonstrates superiority in security, privacy, interoperability, 

and trust, rendering it well-suited for the delicate and collaborative aspects of healthcare, 

although its elevated price and complexity. 

 

5. THE EXPERIMENT: 

The experimet has taken place in Albania. One of the users is Rudens Qose that is my 

brother who alowed me to put into motion my thesis. The place is FiBank in Albania.  

The sistem of FiBank is protected by several layers like: 

• SIEM(ManageEngine) 

• ADaudit (ManageEngine) 
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• ADManager( ManageEngine) 

• Data Security( ManageEngine) 

• Email Exchange monitoring (ManageEngine) 

• DLP( Symantec data loss prevention) 

• Sophos antivirus ( XDR/MDR) 

• CloudFlare (WAF, DNS) 

• Vsphere 

• Veeam 

• Digicert (digital certificates) 

• CA ( certa) ( microsoft certificate authority) 

• Next gen firewall (nexus cisco ) (fmc) 

• Sophos firewall (sg firewall) 

• Sophos email security gateway. 

All this programs where conected to secure the Bank data and systems. As you can see in 

the photos below for one month there have been 26 Malicus emails, 25 viruses, 6 

unscannable viruses 105 malicus url, 1 impersonation, 676 spam,1688 Bulk, 380 

authenification faliure, 17 data control so in total 8646 potenial threads identified. 

I have taken just one moth in consideration but I have seen the system for 1 year in this 

timet he bank has had many threads and many problems. This is a regular month so I did 

not want to take into consideration a month with too many threads since the difference in 

the system when implementin the new data protection it will make a difference. 
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Figure 30. Intelix Threat Summary 202337 

 

37 https://docs.sophos.com/central/customer/help/en-

us/ManageYourProducts/LogsReports/Reports/IntelixThreatSummary/index.html  

https://docs.sophos.com/central/customer/help/en-us/ManageYourProducts/LogsReports/Reports/IntelixThreatSummary/index.html
https://docs.sophos.com/central/customer/help/en-us/ManageYourProducts/LogsReports/Reports/IntelixThreatSummary/index.html
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Figure 31. Email Security Dashboard 202338 

 

38 https://docs.sophos.com/central/customer/help/en-

us/ManageYourProducts/EmailSecurity/EmailDashboard/index.html  

https://docs.sophos.com/central/customer/help/en-us/ManageYourProducts/EmailSecurity/EmailDashboard/index.html
https://docs.sophos.com/central/customer/help/en-us/ManageYourProducts/EmailSecurity/EmailDashboard/index.html
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Figure 32. Windows Security Events 202339 

 

Figure 33.Top Users Filatures 202340 

 

39 https://support.sophos.com/support/s/article/KBA-000009156?language=en_US  

40 https://support.sophos.com/support/s/article/KBA-000009156?language=en_US  

https://support.sophos.com/support/s/article/KBA-000009156?language=en_US
https://support.sophos.com/support/s/article/KBA-000009156?language=en_US
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Figure 34. Rapports 202341 

Following the implementation of the new program, we observe an enhancement in 

security despite the presence of numerous threats. The DoS assault was more challenging 

to control with other systems; however, after we included the data into the chain, it 

became easier to safeguard it. 

Only individuals with the authority to input additional data into the chain are those who 

establish new bank accounts; their information is recorded in the chain and verified by 

the employee upon completion of the process. Subsequent to confirmation, each 

transaction executed by the user is recorded in the chain and validated by the bank.  

The cybersecurity team oversees the blocks, with each deal executed by the bank recorded 

in a separate block on the chain. Certainly, we possess the block for the creditors and 

other items. No one can delete any information from the system; if data is incorrectly 

recorded, it can be rectified by adding new information, but it cannot be wiped. 

According to the latest statistics from the official Bank of Albania, the only bank that 

experienced no system issues last year was FiBank. Incorporating data into Blockchain 

serves as a safeguard, ensuring continuous system functionality. If a block, such as one 

containing new bank accounts, is compromised, the system triggers an alert and requires 

a key from three bank representatives. Initially, from the head of security; then, from the 

head of IT; and finally, from the director of the bank. The other systems will remain 

 

41 https://support.sophos.com/support/s/article/KBA-000009156?language=en_US  

https://support.sophos.com/support/s/article/KBA-000009156?language=en_US
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secure, but the compromised block can be paused or taken offline for five minutes due to 

the significant threat, after which one can re-login using the three passkeys. 

We conducted a run, and everything functions flawlessly; but, due to the necessity of 

including confidential data, I am unable to provide all the images or screenshots.    

The new programs that where put into the protectiveness of the systems created where: 

A new DPL and Vunerability Management Plus (Manage Engine). 

 

 

Figure 35.Security Summary 202542 

When we draw a parallel with the patient doctor system, we can argue that it is the same 

thing working as the doctor enters the diagnosis into the system, which is not subject to 

change, and the medications that the patient ought to take. The patient has the data stored 

in his system, and he is able to access them in order to view the history. It is also possible 

for the patient to give access to a doctor with a key if he is in danger of losing his life. 

Any doctor who is attending the patient can access the medical information. Everyone, 

including a physician, is unable to remove something from a patient's medical record. If 

 

42 https://docs.sophos.com/central/customer/help/en-

us/ManageYourProducts/LogsReports/Reports/EmailMessagesReport/index.html  

https://docs.sophos.com/central/customer/help/en-us/ManageYourProducts/LogsReports/Reports/EmailMessagesReport/index.html
https://docs.sophos.com/central/customer/help/en-us/ManageYourProducts/LogsReports/Reports/EmailMessagesReport/index.html
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there is a mistake that has been made, he has the ability to write a note to explain the 

situation; nevertheless, no record can be wiped, just like the bank system. 

 

5.1. Constraints/Limitations of Blockchain in Healthcare  

 

Although blockchain has considerable advantages, it is not a universal remedy.  

Efficiency and Expandability:  

Blockchain transactions, such as those on Ethereum, exhibit greater latency and higher 

costs compared to conventional databases.  

Mitigation: Employ a permissioned blockchain (e.g., Hyperledger) or layer-2 solutions 

(e.g., Optimism) to facilitate expedited and cost-effective transactions. Utilize Filecoin 

for off-chain storage of substantial data, as implemented in your system.  

 

Expense:  

Transaction fees on public blockchains such as Ethereum can be substantial.  

Mitigation: Employ a private or permissioned blockchain or enhance smart contract 

interactions (e.g., batch transactions).  

 

Intricacy:  

Integrating blockchain necessitates proficiency in smart contracts, cryptography, and 

consensus algorithms.  

Mitigation: Utilize frameworks such as Web3.py (as implemented in your system) and 

managed services (e.g., Infura for Ethereum).  
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Regulatory Obstacles:  

The immutable nature of blockchain data contradicts the GDPR's "right to be forgotten."  

Mitigation: Store mutable data in CockroachDB and immutable metadata (e.g., hashes, 

CIDs) on the blockchain, as executed.  

 

Obstacles to Adoption:  

Healthcare practitioners may oppose the adoption of blockchain owing to outdated 

systems or insufficient competence.  

Mitigation: Incorporate standards such as FHIR and offer user-friendly APIs (e.g., Flask 

within your system). 

6. CONCLUSIONS 

In conclusion, blockchain demonstrates superiority in security, privacy, interoperability, 

and trust, rendering it well-suited for the delicate and collaborative aspects of healthcare, 

although its elevated price and complexity. Practical Advantages in the System Security:  

Ethereum guarantees immutable metadata and access control, safeguarding against illegal 

access or manipulation. 

Patient Control: Patients utilize smart contracts to confer or withdraw access, hence 

augmenting privacy and confidence. 

Interoperability: Blockchain integrates Filecoin records with CockroachDB metadata, 

facilitating worldwide access to FHIR-compliant data. 

Compliance: Immutable blockchain records and mutable CockroachDB data adhere to 

HIPAA and GDPR standards. 

Efficiency: Smart contracts automate access control, hence diminishing administrative 

burdens. 
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Resilience: The decentralized blockchain and Filecoin, in conjunction with 

CockroachDB’s distributed architecture, guarantee continuous availability. 

Blockchain revolutionizes healthcare by offering security, patient autonomy, 

interoperability, auditability, trust, fraud mitigation, compliance, and resilience, thereby 

tackling significant industry challenges. In your system, Ethereum's smart contracts 

guarantee immutable metadata, decentralized access control, and auditability, effectively 

enhancing Filecoin's storage and CockroachDB's distributed operational data 

management. Notwithstanding problems such as expense and intricacy, the advantages 

of blockchain surpass its limitations for sensitive, collaborative healthcare applications. 

At the end, we are not reiterating the advantages and disadvantages of blockchain in the 

area of security in general or in medicine in particular, as we have already listed them in 

the text. Still, we can say that regardless of the cost, the benefits in the area of security 

are unimaginable if the system is built correctly. Hospitals, in this case, as well as other 

fields such as the army or government sites for large tenders, can use this system through 

contracts, which not only preserves anonymity but will also be much fairer.  

 

6.1. Suggestions for the System 

Within the context of the healthcare system, to maximize the benefits of blockchain 

technology: 

 Improve the effectiveness of expenditures: 

 Please take advantage of a permissioned blockchain, such as Hyperledger Fabric, or an 

Ethereum layer-2 solution, such as Polygon, in order to reduce the amount of gas fees 

they incur. 

 Reduce the amount of data that is stored on the blockchain by saving only metadata and 

CIDs, while using Filecoin for substantial records. 

 Improve Levels of Confidentiality: 
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 For the purpose of providing privacy-preserving queries on the blockchain, zero-

knowledge proofs, such as zk-SNARKs, should be utilized. 

 CockroachDB should not be used for the storage of encryption keys; instead, a secure 

key management system (such as Amazon Web Services KMS) should be utilized. 

 Improve Your Productivity: 

 CockroachDB should be used to store blockchain metadata in order to improve query 

speed. 

 For the purpose of reducing latency, smart contracts should make use of batch 

transactions. 

 Adherence is Guaranteed in: 

 For the sake of auditing, it is important to document every access to the blockchain and 

CockroachDB. 

 Ensure compliance with the General Data Protection Regulation (GDPR) by eliminating 

mutable data from CockroachDB, such as user profiles, while maintaining immutable 

hashes on the blockchain. 

 The ability to interoperate: 

 It is possible to store JSON that is compliant with FHIR in the JSONB fields of 

CockroachDB or in Filecoin, along with information that is related to the blockchain. 

 Ensure that electronic health records from the hospital are integrated. 
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J Arafa, A; Sheerah, HA; Alsalamah, S Arafa, Ahmed; Sheerah, Haytham A.; Alsalamah, ShadaEmerging Digital Technologies in Healthcare with a Spotlight on Cybersecurity: A Narrative ReviewINFORMATION English Review artificial intelligence; blockchain; cybersecurity; digital health; emerging digital technologies; healthcare; telehealthEmerging digital technologies, such as telemedicine, artificial intelligence, the Internet of Medical Things, blockchain, and visual and augmented reality, have revolutionized the delivery of and access to healthcare services. Such technologies allow for real-time health monitoring, disease[Arafa, Ahmed] Natl Cerebral & Cardiovasc Ctr, Dept Prevent Cardiol, Suita, Japan; [Arafa, Ahmed] Beni Suef Univ, Fac Med, Dept Publ Hlth & Community Med, Bani Suwayf 62521, Egypt; [Sheerah, Haytham A.] Minist Hlth, Int Collaborat, Riyadh 11176, Saudi Arabia; [AlsalamahNational Cerebral & Cardiovascular Center - Japan; Egyptian Knowledge Bank (EKB); Beni Suef University; King Saud University; World Health OrganizationArafa, A (corresponding author), Natl Cerebral & Cardiovasc Ctr, Dept Prevent Cardiol, Suita, Japan.;Arafa, A (corresponding author), Beni Suef Univ, Fac Med, Dept Publ Hlth & Community Med, Bani Suwayf 62521, Egypt.ahmed011172@med.bsu.edu.eg; hasheerah@moh.gov.sa; saalsalamah@ksu.edu.saAlsalamah, Shada/GYA-1496-2022; Arafa, Ahmed/GNH-2073-2022Arafa, Ahmed/0000-0002-3335-2243; Alsalamah, Shada/0000-0002-3054-501590 1 1 11 28 MDPI BASEL ST ALBAN-ANLAGE 66, CH-4052 BASEL, SWITZERLAND2078-2489 INFORMATIONInformation DEC 2023 14 12 640 10.3390/info14120640http://dx.doi.org/10.3390/info14120640 15 Computer Science, Information SystemsEmerging Sources Citation Index (ESCI)Computer ScienceDI6Z9 gold 2025-04-24WOS:001131455200001View Full Record in Web of Science
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J Alfrhan, A; Moulahi, T; Alabdulatif, A Alfrhan, Aishah; Moulahi, Tarek; Alabdulatif, AbdulatifComparative study on hash functions for lightweight blockchain in Internet of Things (IoT)BLOCKCHAIN-RESEARCH AND APPLICATIONSEnglish Article Lightweight blockchain; Internet of Things (IoT); Hash; CybersecurityOver the last few years, there has been a great interest in the Internet of Things (IoT). This is mainly because the IoT interacts directly with people's everyday lives in critical applications, such as in smart homes and healthcare applications. IoT devices typically have a resource-constrained archi[Alfrhan, Aishah; Moulahi, Tarek] Qassim Univ, Coll Comp, Dept Informat Technol, Buraydah 51013, Saudi Arabia; [Alabdulatif, Abdulatif] Qassim Univ, Coll Comp, Dept Comp Sci, Buraydah 51013, Saudi ArabiaQassim University; Qassim UniversityAlfrhan, A (corresponding author), Qassim Univ, Coll Comp, Dept Informat Technol, Buraydah 51013, Saudi Arabia.391200341@qu.edu.saMoulahi, Tarek/AAE-8665-2022; Alabdulatif, Abdulatif/V-1395-2019Alabdulatif, Abdulatif/0000-0003-0646-5872 37 25 25 3 9 ELSEVIER AMSTERDAMRADARWEG 29, 1043 NX AMSTERDAM, NETHERLANDS2096-7209 BLOCKCHAIN-RES APPLBlockchain-Res. Appl.DEC 2021 2 4 100036 10.1016/j.bcra.2021.100036http://dx.doi.org/10.1016/j.bcra.2021.1000367 Computer Science, Information Systems; Computer Science, Interdisciplinary ApplicationsEmerging Sources Citation Index (ESCI)Computer ScienceVL7KO gold 2025-04-24WOS:000907650500004View Full Record in Web of Science

J Sam, MFM; Ismail, AFMF; Abu Bakar, K; Ahamat, A; Qureshi, MISam, Mohd Fazli Mohd; Ismail, Albert Feisal Muhd Feisal; Abu Bakar, Kamarudin; Ahamat, Amiruddin; Qureshi, Muhammad ImranThe Effectiveness of IoT Based Wearable Devices and Potential Cybersecurity Risks: A Systematic Literature Review from the Last DecadeINTERNATIONAL JOURNAL OF ONLINE AND BIOMEDICAL ENGINEERINGEnglish Review wearable devices; IoT; cybersecurity; smart applications; blockchains; healthcareCHALLENGES; SECURITYWearable technology has enormous promise, particularly for data collection for cutting-edge health research, and its popularity has soared in recent years. This study aims to provide IoT-based wearable devices' effectiveness and potential cybersecurity threats to these innovative technologies. Using[Sam, Mohd Fazli Mohd; Ismail, Albert Feisal Muhd Feisal; Abu Bakar, Kamarudin; Ahamat, Amiruddin] Univ Tekn Malaysia UTeM, Fac Technol Management & Technopreneurship, Melaka, Malaysia; [Qureshi, Muhammad Imran] Teesside Univ, Int Business Sch, Middlesbrough, Cleveland, EnglandUniversity Teknikal Malaysia Melaka; University of TeessideSam, MFM (corresponding author), Univ Tekn Malaysia UTeM, Fac Technol Management & Technopreneurship, Melaka, Malaysia.mohd.fazli@utem.edu.myAbu Bakar, Kamarudin/AAQ-9092-2021; Ahamat, Amiruddin/G-9284-2019; SAM, MOHD/AFL-3103-2022; ISMAIL, ALBERT FEISAL MUHD FEISAL/AAT-4556-2021; Qureshi, Muhammad Imran/I-4390-2016ISMAIL, ALBERT FEISAL MUHD FEISAL/0000-0002-1549-8513; Qureshi, Muhammad Imran/0000-0001-8861-0628; Abu Bakar, Kamarudin/0000-0003-1861-1056; Ahamat, Amiruddin/0000-0002-4237-8015Universiti Teknikal Malaysia Melaka [PJP/2020/FPTT/PP/S01766]Universiti Teknikal Malaysia MelakaThis work was supported by the Short Term Research Grant from Universiti Teknikal Malaysia Melaka under Grant No: PJP/2020/FPTT/PP/S01766.50 6 7 2 16 INT ASSOC ONLINE ENGINEERINGWIEN KIRCHENGASSE 10-200, WIEN, A-1070, AUSTRIA2626-8493 INT J ONLINE BIOMEDInt. J. Online Biomed. Eng. 2022 18 9 56 73 10.3991/ijoe.v18i09.32255http://dx.doi.org/10.3991/ijoe.v18i09.3225518 Computer Science, Interdisciplinary ApplicationsEmerging Sources Citation Index (ESCI)Computer Science3D1QH Green Submitted, gold 2025-04-24WOS:000829084500004View Full Record in Web of Science
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C Mozumder, MAI; Sheeraz, MM; Athar, A; Aich, S; Kim, HCIEEE Mozumder, Md Ariful Islam; Sheeraz, Muhammad Mohsan; Athar, Ali; Aich, Satyabrata; Kim, Hee-CheolOverview: Technology Roadmap of the Future Trend of Metaverse based on IoT, Blockchain, AI Technique, and Medical Domain Metaverse Activity2022 24TH INTERNATIONAL CONFERENCE ON ADVANCED COMMUNICATION TECHNOLOGY (ICACT): ARITIFLCIAL INTELLIGENCE TECHNOLOGIES TOWARD CYBERSECURITYInternational Conference on Advanced Communication TechnologyEnglish Proceedings Paper24th International Conference on Advanced Communication Technology (ICACT) - Artificial Intelligence Technologies toward CybersecurityFEB 13-16, 2022ELECTR NETWORKGlobal IT Res Inst,IEEE Commun Soc,Natl Informat Soc Agcy,Elect & Telecommunicat Res Inst,Gangwon Convent & Visitors Bur,Korean Inst Commun Sci,IEEK Commun Soc,Korean Inst Informat Scientists & Engineers,Open Stand & Internet Assoc,Korea Inst Informat Secur & Crytol,Vietnam Natl Univ,Metaverse; IoT; Blockchain; Artificial Intelligence; HealthcareMetaverse is defined as a collection of technology gadgets and metaverse connected to IoT, Blockchain, Artificial Intelligence, and all the other tech industries including the medical area. IoT and Metaverse are the digital twins, Metaverse is using maximum IoT devices in their virtual workst[Mozumder, Md Ariful Islam; Sheeraz, Muhammad Mohsan; Athar, Ali; Aich, Satyabrata; Kim, Hee-Cheol] Inje Univ, Inst Digital Antiaging Healthcare, u HARC, Dept Comp Engn, Gimhae Si, South KoreaInje UniversityKim, HC (corresponding author), Inje Univ, Inst Digital Antiaging Healthcare, u HARC, Dept Comp Engn, Gimhae Si, South Korea.arifulislamro@gmail.com; Sherazmohsin257@gmail.com; ali.athar1401@gmail.com; satyabrataaich@gmail.com; heeki@inje.ac.krIslam Mozumder, Md Ariful/AAT-9982-2021; Athar, Ali/KIA-5383-2024; Sheeraz, Muhammad Mohsan/KHY-7741-2024Mozumder, Md Ariful Islam/0000-0001-6095-0700; Sheeraz, Muhammad Mohsan/0000-0002-9922-4359; Athar, Ali/0000-0002-2331-7663Commercialization Promotion Agency for R&D Outcomes (COMPA) - Korean Government (Ministry of Science and ICT) [1711139492]Commercialization Promotion Agency for R&D Outcomes (COMPA) - Korean Government (Ministry of Science and ICT)This work was supported by the Commercialization Promotion Agency for R&D Outcomes (COMPA) grant funded by the Korean Government (Ministry of Science and ICT)(R&D project No.1711139492).15 148 156 6 235 IEEE NEW YORK345 E 47TH ST, NEW YORK, NY 10017 USA1738-9445 979-11-88428-09-0INT CONF ADV COMMUN 2022 256 + 6 TelecommunicationsConference Proceedings Citation Index - Science (CPCI-S)TelecommunicationsBT5CH 2025-04-24WOS:000835722000093View Full Record in Web of Science
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J Alharbi, S; Attiah, A; Alghazzawi, D Alharbi, Shatha; Attiah, Afraa; Alghazzawi, DaniyalIntegrating Blockchain with Artificial Intelligence to Secure IoT Networks: Future TrendsSUSTAINABILITY English Article Internet of Things (IoT); blockchain; artificial intelligence; intrusion detection system; antivirus; cybersecurity; network securityINTRUSION DETECTION; INTERNET; ATTACKS; THINGS; DDOSRecently, the Internet of Things (IoT) has gained tremendous popularity in several realms such as smart cities, healthcare, industrial automation, etc. IoT networks are increasing rapidly, containing heterogeneous devices that offer easy and user-friendly services via the internet. With the b[Alharbi, Shatha; Attiah, Afraa] King Abdulaziz Univ, Fac Comp & Informat Technol, Dept Informat Technol, Jeddah 21589, Saudi Arabia; [Alghazzawi, Daniyal] King Abdulaziz Univ, Fac Comp & Informat Technol, Dept Informat Syst, Jeddah 21589, Saudi ArabiaKing Abdulaziz University; King Abdulaziz UniversityAlharbi, S (corresponding author), King Abdulaziz Univ, Fac Comp & Informat Technol, Dept Informat Technol, Jeddah 21589, Saudi Arabia.smalharbe@kau.edu.saAttiah, Afraa/AAX-2962-2020; Alghazzawi, Daniyal/I-1656-2012Attiah, Afraa/0000-0002-3351-904X; Alharbi, Shatha/0000-0002-3052-2083; Alghazzawi, Daniyal/0000-0002-5533-3203Deanship of Scientific Research (DSR) at King Abdulaziz University, Jeddah; [RG-91-611-42]Deanship of Scientific Research (DSR) at King Abdulaziz University, Jeddah(King Abdulaziz University);This project was funded by the Deanship of Scientific Research (DSR) at King Abdulaziz University, Jeddah, under Grant No. (RG-91-611-42).40 10 10 2 16 MDPI BASEL MDPI AG, Grosspeteranlage 5, CH-4052 BASEL, SWITZERLAND2071-1050 SUSTAINABILITY-BASELSustainabilityDEC 2022 14 23 16002 10.3390/su142316002http://dx.doi.org/10.3390/su142316002 27 Green & Sustainable Science & Technology; Environmental Sciences; Environmental StudiesScience Citation Index Expanded (SCI-EXPANDED); Social Science Citation Index (SSCI)Science & Technology - Other Topics; Environmental Sciences & Ecology6X2JE gold 2025-04-24WOS:000896245000001View Full Record in Web of Science

J Lone, AN; Mustajab, S; Alam, M Lone, Aejaz Nazir; Mustajab, Suhel; Alam, MahfoozA comprehensive study on cybersecurity challenges and opportunities in the IoT worldSECURITY AND PRIVACY English Article CIA triad; cybersecurity; cyber-attacks; internet of things (IoT); IoT layer; securityINTRUSION DETECTION SYSTEM; INDUSTRIAL INTERNET; ACCESS-CONTROL; BLOCKCHAIN; SECURITY; FRAMEWORK; THINGS; PRIVACY; COUNTERMEASURES; MITIGATIONIt has become possible to link anything and everything to the Internet in recent decades due to the expanding Internet of Things (IoT). As a result, our usage of technology has changed a lot, causing digital disruption in the real world. IoT allows drones, sensors, digital set-top boxe[Lone, Aejaz Nazir; Mustajab, Suhel; Alam, Mahfooz] Aligarh Muslim Univ, Dept Comp Sci, Aligarh, IndiaAligarh Muslim UniversityAlam, M (corresponding author), Aligarh Muslim Univ, Dept Comp Sci, Aligarh, India.mahfoozalam.amu@gmail.comAlam, Dr. Mahfooz/F-9047-2017Alam, Dr. Mahfooz/0000-0003-0668-9796; lone, Aejaz Nazir/0009-0004-7242-183X; Mustajab, Prof. Suhel/0000-0002-9969-6110129 36 38 7 40 WILEY HOBOKEN 111 RIVER ST, HOBOKEN 07030-5774, NJ USA2475-6725 SECUR PRIVACYSecur. Priv.NOV 2023 6 6 10.1002/spy2.318http://dx.doi.org/10.1002/spy2.318APR 2023 37 Computer Science, Information Systems; TelecommunicationsEmerging Sources Citation Index (ESCI)Computer Science; TelecommunicationsHC7I2 Bronze 2025-04-24WOS:000970543200001View Full Record in Web of Science

J Badri, S Badri, Sahar HO-CER: Hybrid-optimization-based convolutional ensemble random forest for data security in healthcare applications using blockchain technologyELECTRONIC RESEARCH ARCHIVEEnglish Article blockchain; cybersecurity; modified convolutional neural network; ensemble random forest; hybrid particle swarm optimization; attack; intrusion detectionSYSTEMS; NETWORKThe Internet of Things (IoT) plays a vital role in the rapid progression of healthcare diligence. In recent years, IoT has become one of the most significant sources in the medical domain, since physical devices collect essential patient information to share real-time data with medical pra[Badri, Sahar] King Abdulaziz Univ, Coll Comp Sci & Informat Technol, Dept Informat Syst, Jeddah, Saudi ArabiaKing Abdulaziz UniversityBadri, S (corresponding author), King Abdulaziz Univ, Coll Comp Sci & Informat Technol, Dept Informat Syst, Jeddah, Saudi Arabia.skbadri@kau.edu.sabadri, sahar/HPG-1062-2023badri, sahar/0000-0003-3018-048X 27 1 1 0 5 AMER INST MATHEMATICAL SCIENCES-AIMSSPRINGFIELDPO BOX 2604, SPRINGFIELD, MO 65801-2604, UNITED STATES2688-1594 ELECTRON RES ARCHElectron. Res. Arch. 2023 31 9 5466 5484 10.3934/era.2023278http://dx.doi.org/10.3934/era.2023278 19 MathematicsScience Citation Index Expanded (SCI-EXPANDED)MathematicsO9CW1 gold 2025-04-24WOS:001046735900001View Full Record in Web of Science

C Smith, KJ; Dhillon, G Assoc Informat SystSmith, Kane J.; Dhillon, Gurpreet Blockchain for Digital Crime Prevention: The Case of Health InformaticsAMCIS 2017 PROCEEDINGS English Proceedings Paper23rd Americas Conference on Information Systems (AMCIS)2017 Boston, MA Blockchain; Decision Analytics; Value Focused Thinking; Health InformaticsBlockchain implementation in Health Informatics is a significant challenge in a rapidly evolving era of privacy and security concerns. Dealing with such concerns, healthcare institutions are presented with a serious problem in how to manage new technology and allocate finite resources to maximi[Smith, Kane J.; Dhillon, Gurpreet] Virginia Commonwealth Univ, 301 W Main St, Richmond, VA 23284 USAVirginia Commonwealth UniversitySmith, KJ (corresponding author), Virginia Commonwealth Univ, 301 W Main St, Richmond, VA 23284 USA.smithkj6@vcu.edu; gdhillon@vcu.eduDhillon, Gurpreet/AAI-2319-2020 15 0 0 1 1 ASSOC INFORMATION SYSTEMSATLANTA P.O. BOX 2712, ATLANTA, GA 30301-2712 USA978-0-9966831-4-2 2017 10 Computer Science, Theory & MethodsConference Proceedings Citation Index - Science (CPCI-S)Computer ScienceBP6MD 2025-04-24WOS:000560002500084View Full Record in Web of Science
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C Bangui, H; Buhnova, BFill, HG; VanSinderen, M; Maciaszek, LBangui, Hind; Buhnova, Barbora Blockchain Patterns in Critical Infrastructures: Limitations and RecommendationsPROCEEDINGS OF THE 17TH INTERNATIONAL CONFERENCE ON SOFTWARE TECHNOLOGIES (ICSOFT)English Proceedings Paper17th International Conference on Software Technologies (ICSOFT)JUL 11-13, 2022Lisbon, PORTUGALINSTICC Critical Infrastructures; Blockchain Patterns; Security; Antifragility; ResilienceSMART CITIES; CHALLENGESThe widespread adoption of data-driven applications in critical infrastructures has arisen with security and privacy concerns. Blockchain has received considerable attention to protect critical infrastructures (e.g., healthcare and transportation) that could be subjected to intentional and unin[Bangui, Hind; Buhnova, Barbora] Masaryk Univ, Fac Informat, Brno, Czech RepublicMasaryk University BrnoBangui, H (corresponding author), Masaryk Univ, Fac Informat, Brno, Czech Republic.Bangui, Hind/ABF-6092-2021; Buhnova, Barbora/J-3364-2013ERDF/ESF CyberSecurity, CyberCrime and Critical Information Infrastructures Center of Excellence [CZ.02.1.01/0.0/0.0/16 019/0000822]ERDF/ESF CyberSecurity, CyberCrime and Critical Information Infrastructures Center of ExcellenceThe work was supported from ERDF/ESF CyberSecurity, CyberCrime and Critical Information Infrastructures Center of Excellence (No. CZ.02.1.01/0.0/0.0/16 019/0000822).59 0 0 0 2 SCITEPRESSSETUBAL AV D MANUELL, 27A 2 ESQ, SETUBAL, 2910-595, PORTUGAL978-989-758-588-3 2022 457 468 10.5220/0011278500003266http://dx.doi.org/10.5220/001127850000326612 Computer Science, Software EngineeringConference Proceedings Citation Index - Science (CPCI-S)Computer ScienceBT8CN hybrid 2025-04-24WOS:000852747000047View Full Record in Web of Science

J Lakhan, A; Mohammed, MA; Abdulkareem, KH; Abd Ghani, MK; Marhoon, HA; Nedoma, J; Martinek, R; Garcia-Zapirain, BLakhan, Abdullah; Mohammed, Mazin Abed; Abdulkareem, Karrar Hameed; Abd Ghani, Mohd Khanapi; Marhoon, Haydar Abdulameer; Nedoma, Jan; Martinek, Radek; Garcia-Zapirain, BegonyaSecure blockchain assisted Internet of Medical Things architecture for data fusion enabled cancer workflowINTERNET OF THINGS English Article BIoMT; Cancer; BDFS; Cybersecurity; Lung; Fraud-analysis; BlockchainIn today's digital healthcare landscape, numerous clinical institutions collaborate to enhance healthcare quality in a ubiquitous fog and cloud environment. Data fusion plays a vital role in healthcare collaboration, enabling the integration of diverse healthcare sources. The primary a[Lakhan, Abdullah] Dawood Univ Engn & Technol, Dept Cybersecur & Comp Sci, Karachi 74800, Sindh, Pakistan; [Mohammed, Mazin Abed] Univ Anbar, Coll Comp Sci & Informat Technol, Anbar 31001, Iraq; [Abdulkareem, Karrar Hameed] Al Muthanna Univ, Coll Agr, Samawah 66001, Iraq;University of Anbar; Al-Muthanna University; University of Warith Alanbiyaa; University Teknikal Malaysia Melaka; Al-Ayen University; University of Kerbala; Technical University of Ostrava; Technical University of Ostrava; University of DeustoMohammed, MA (corresponding author), Univ Anbar, Coll Comp Sci & Informat Technol, Anbar 31001, Iraq.abdullah.lakhan@duet.edu.pk; mazinalshujeary@uoanbar.edu.iq; khak9784@mu.edu.iq; abdullah.lakhan@duet.edu.pk; haydar@alayen.edu.iq; jan.nedoma@vsb.cz; radek.martnek@vsb.cz; mbgarciazapi@deusto.esAbdulkareem, Karrar Hameed/V-1741-2017; Lakhan, Abdullah/AAL-3243-2020; Martinek, Radek/Q-3601-2017; Garcia-Zapirain, Begona/L-5619-2014; Marhoon, Haydar/AAB-7838-2022; Ghani, Mohd/G-5943-2017; Mohammed, Mazin/E-3910-2018Nedoma, Jan/0000-0001-7459-2043; Mohammed, Mazin/0000-0001-9030-8102European Union [CZ.10.03.01/00/22_003/0000048]; Ministry of Education, Youth and Sports of the Chezk Republic [SP2023/039, SP2023/042]European Union(European Union (EU)); Ministry of Education, Youth and Sports of the Chezk RepublicThis article was co-funded by the European Union under the REFRESH Research Excellence For REgion Sustainability and High-tech Industries project number CZ.10.03.01/00/22_003/0000048 via the Operational Programme Just Transition. Also, This work was supported by the Ministry of Educat35 12 12 1 7 ELSEVIER AMSTERDAMRADARWEG 29, 1043 NX AMSTERDAM, NETHERLANDS2543-1536 2542-6605 INTERNET THINGS-NETHInternet ThingsDEC 2023 24 100928 10.1016/j.iot.2023.100928http://dx.doi.org/10.1016/j.iot.2023.100928SEP 2023 15 Computer Science, Information Systems; Engineering, Electrical & Electronic; TelecommunicationsScience Citation Index Expanded (SCI-EXPANDED)Computer Science; Engineering; TelecommunicationsW4QM1 2025-04-24WOS:001091486500001View Full Record in Web of Science
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J Omar, IAA; Debe, M; Jayaraman, R; Salah, K; Omar, M; Arshad, JOmar, Ilhaam A. A.; Debe, Mazin; Jayaraman, Raja; Salah, Khaled; Omar, Mohammad; Arshad, JunaidBlockchain-based Supply Chain Traceability for COVID-19 personal protective equipmentCOMPUTERS & INDUSTRIAL ENGINEERINGEnglish Article Ethereum; Cybersecurity; PPE Supply Chain; Traceability; COVID-19OPERATIONSThe COVID-19 pandemic has severely impacted many industries, in particular the healthcare sector exposing systemic vulnerabilities in emergency preparedness, risk mitigation, and supply chain management. A major challenge during the pandemic was related to the increased demand for Personal P[Omar, Ilhaam A. A.; Jayaraman, Raja; Omar, Mohammad] Khalifa Univ, Dept Ind & Syst Engn, Abu Dhabi, U Arab Emirates; [Debe, Mazin; Salah, Khaled] Khalifa Univ, Dept Elect Engn & Comp Sci, Abu Dhabi, U Arab Emirates; [Arshad, Junaid] Birmingham City Univ, Sch Comp & Engn,Khalifa University of Science & Technology; Khalifa University of Science & Technology; Birmingham City UniversityJayaraman, R (corresponding author), Khalifa Univ, Dept Ind & Syst Engn, Abu Dhabi, U Arab Emirates.raja.jayaraman@ku.ac.aeJayaraman, Raja/D-5869-2013Omar, Ilhaam/0000-0001-8595-832XKhalifa Uni-versity of Science and Technology [CIRA-2019-001, RCII-2019-002]; Center for Digital Supply Chain and Operations ManagementKhalifa Uni-versity of Science and Technology(Khalifa University of Science & Technology); Center for Digital Supply Chain and Operations ManagementAcknowledgment This publication is based upon work supported by the Khalifa Uni-versity of Science and Technology under Awards No. CIRA-2019-001 and RCII-2019-002, Center for Digital Supply Chain and Operations Management.31 85 88 32 191 PERGAMON-ELSEVIER SCIENCE LTDOXFORD THE BOULEVARD, LANGFORD LANE, KIDLINGTON, OXFORD OX5 1GB, ENGLAND0360-8352 1879-0550 COMPUT IND ENGComput. Ind. Eng.MAY 2022 167 107995 10.1016/j.cie.2022.107995http://dx.doi.org/10.1016/j.cie.2022.107995FEB 2022 11 Computer Science, Interdisciplinary Applications; Engineering, IndustrialScience Citation Index Expanded (SCI-EXPANDED)Computer Science; EngineeringZX7ND 35153368 Green Published 2025-04-24WOS:000772079700011View Full Record in Web of Science
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B Adeniyi, AE; Falola, PB; Awotunde, JB; Jimoh, RG; Akinola, SO; Imoize, ALImoize, AL; Meshram, C; Awotunde, JB; Do, DTAdeniyi, Abidemi Emmanuel; Falola, Peace Busola; Awotunde, Joseph Bamidele; Jimoh, Rasheed Gbenga; Akinola, Solomon Olalekan; Imoize, Agbotiname LuckyExamining the potential issues and risks associated with the integration of AI and blockchain technology in telehealth systemsARTIFICIAL INTELLIGENCE AND BLOCKCHAIN TECHNOLOGY IN MODERN TELEHEALTH SYSTEMSIET Healthcare Technologies SeriesEnglish Article; Book Chapter ARTIFICIAL-INTELLIGENCE; CHALLENGES; PRIVACY; FRAMEWORK; SECURITY; INTERNET; THINGS; IOTThere has been significant improvement in telehealth with the development of blockchain and artificial intelligence (AI) technologies in recent years. AI enables intelligent decision-making and automation in healthcare, while blockchain offers decentralized and secure data management[Adeniyi, Abidemi Emmanuel] Bowen Univ, Dept Comp Sci, Iwo, Osun State, Nigeria; [Falola, Peace Busola] Precious Cornerstone Univ, Fac Pure & Appl Sci, Dept Comp Sci, Ibadan, Nigeria; [Awotunde, Joseph Bamidele] Univ Ilorin, Fac Informat & Commun Sci, Dept Comp Sci, Ilorin, University of Ilorin; University of Ilorin; University of Ibadan; University of LagosAdeniyi, AE (corresponding author), Bowen Univ, Dept Comp Sci, Iwo, Osun State, Nigeria.Imoize, Agbotiname/AAL-8305-2020; Jimoh, Rasheed/ITT-2440-2023; AWOTUNDE, Joseph/AAC-7971-2021; Adeniyi, Abidemi/AAT-7427-202173 0 0 3 3 INST ENGINEERING TECH-IETSTEVENAGEMICHAEL FARADAY HOUSE, STEVENAGE, HERTS SG1 2AY, ENGLAND978-1-83953-864-3; 978-1-83953-863-6IET HEALTH TECH SER 2023 61 249 283 35 Medical InformaticsBook Citation Index – Science (BKCI-S)Medical InformaticsBX2JV 2025-04-24WOS:001262233800011View Full Record in Web of Science

J Salim, MM; Sangthong, Y; Deng, XJ; Park, JHSalim, Mikail Mohammed; Sangthong, Yoixay; Deng, Xianjun; Park, Jong HyukFederated Learning-Enabled Zero-Day DDoS Attack Detection Scheme in Healthcare 4.0HUMAN-CENTRIC COMPUTING AND INFORMATION SCIENCESEnglish Article DDoS; Federated Learning; Digital Twin; Smart Contracts; BlockchainDistributed denial -of -service (DDoS) attacks are a constant threat to the security of healthcare systems, which are vulnerable due to a lack of cyber threat intelligence and insufficient cyber threat penetration testing skills. Zero -day attacks generate unexpected traffic anomaly for malware [Salim, Mikail Mohammed; Sangthong, Yoixay; Park, Jong Hyuk] Seoul Natl Univ Sci & Technol, Dept Comp Sci & Engn, Seoul, South Korea; [Deng, Xianjun] Huazhong Univ Sci & Technol, Sch Cyber Sci & Engn, Wuhan, Peoples R ChinaSeoul National University of Science & Technology; Huazhong University of Science & TechnologyPark, JH (corresponding author), Seoul Natl Univ Sci & Technol, Dept Comp Sci & Engn, Seoul, South Korea.jhpark1@seoultech.ac.krSalim, Mikail Mohammed/ABC-4613-2021National Research Foundation of Korea (NRF) - Ministry of Science ICT [2022K1A3A1A61014825]National Research Foundation of Korea (NRF) - Ministry of Science ICT(National Research Foundation of KoreaMinistry of Science, ICT & Future Planning, Republic of Korea)This research was supported by the National Research Foundation of Korea (NRF) funded by the Ministry of Science & ICT (No. 2022K1A3A1A61014825) .36 1 1 1 4 Korea Computer Industry Assoc-KCIASeoul C29, 7F, 11-9, Teheran-ro 77-gil, Gangnam-gu, Seoul, SOUTH KOREA2192-1962 HUM-CENT COMPUT INFOHuman-centric Comput. Inf. Sci.MAY 15 2024 14 28 10.22967/HCIS.2024.14.028http://dx.doi.org/10.22967/HCIS.2024.14.02819 Computer Science, Information SystemsScience Citation Index Expanded (SCI-EXPANDED)Computer ScienceLA9Q6 2025-04-24WOS:001184178100001View Full Record in Web of Science
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J Selvarajan, S; Mouratidis, H Selvarajan, Shitharth; Mouratidis, HaralambosA quantum trust and consultative transaction-based blockchain cybersecurity model for healthcare systems (vol 13, 7107, 2023)SCIENTIFIC REPORTS English Correction [Selvarajan, Shitharth] Univ Essex, Colchester, Essex, England; [Selvarajan, Shitharth] Kebri Dehar Univ, Dept Comp Sci, Kebri Dehar, Ethiopia; [Mouratidis, Haralambos] Univ Essex, Inst Analyt & Data Sci IADS, Colchester, Essex, EnglandUniversity of Essex; University of EssexSelvarajan, S (corresponding author), Univ Essex, Colchester, Essex, England.;Selvarajan, S (corresponding author), Kebri Dehar Univ, Dept Comp Sci, Kebri Dehar, Ethiopia.shitharths@kdu.edu.etS, Shitharth/L-4974-2019; selvarajan, shitharth/D-7170-2019selvarajan, shitharth/0000-0002-4931-724X 1 0 0 1 5 NATURE PORTFOLIOBERLIN HEIDELBERGER PLATZ 3, BERLIN, 14197, GERMANY2045-2322 SCI REP-UKSci Rep JUN 9 2023 13 1 9409 10.1038/s41598-023-36573-8http://dx.doi.org/10.1038/s41598-023-36573-81 Multidisciplinary SciencesScience Citation Index Expanded (SCI-EXPANDED)Science & Technology - Other TopicsJ0OQ8 37296296 Green Published, gold 2025-04-24WOS:001006690200079View Full Record in Web of Science

J Semantha, FH; Azam, S; Shanmugam, B; Yeo, KCSemantha, Farida Habib; Azam, Sami; Shanmugam, Bharanidharan; Yeo, Kheng CherPbDinEHR: A Novel Privacy by Design Developed Framework Using Distributed Data Storage and Sharing for Secure and Scalable Electronic Health Records ManagementJOURNAL OF SENSOR AND ACTUATOR NETWORKSEnglish Article privacy by design; healthcare; electronic health record; blockchain; IPFS; distributed file system; GDPR; cybersecurityISO/IEC 27001; CHALLENGES; BLOCKCHAIN; ENCRYPTIONPrivacy in Electronic Health Records (EHR) has become a significant concern in today's rapidly changing world, particularly for personal and sensitive user data. The sheer volume and sensitive nature of patient records require healthcare providers to exercise an intense quantity of caution durin[Semantha, Farida Habib; Azam, Sami; Yeo, Kheng Cher] Charles Darwin Univ, Fac Sci & Technol, Darwin, NT 0909, Australia; [Shanmugam, Bharanidharan] Charles Darwin Univ, Energy & Resources Inst, Fac Sci & Technol, Darwin, NT 0909, AustraliaCharles Darwin University; Charles Darwin UniversityAzam, S (corresponding author), Charles Darwin Univ, Fac Sci & Technol, Darwin, NT 0909, Australia.sami.azam@cdu.edu.auAzam, Sami/AAK-3846-2021; Shanmugam, Bharanidharan/O-7874-2019; Shanmugam, Bharanidharan/C-3611-2011Semantha, Farida Habib/0000-0003-4995-1707; Yeo, Kheng/0000-0002-0453-3248; Shanmugam, Bharanidharan/0000-0002-2591-1949; Azam, Sami/0000-0001-7572-9750110 7 7 0 9 MDPI BASEL ST ALBAN-ANLAGE 66, CH-4052 BASEL, SWITZERLAND2224-2708 J SENS ACTUAT NETWJ. Sens. Actuat. Netw.APR 2023 12 2 36 10.3390/jsan12020036http://dx.doi.org/10.3390/jsan12020036 45 Computer Science, Information Systems; TelecommunicationsEmerging Sources Citation Index (ESCI)Computer Science; TelecommunicationsE8AQ5 gold 2025-04-24WOS:000977710300001View Full Record in Web of Science

J Chuma, KG; Ngoepe, M Chuma, Kabelo Given; Ngoepe, Mpho'The Way to Be Safe Is Never to Be Secure': Security of ePHI in South African HospitalsINTERNATIONAL JOURNAL OF INFORMATION SECURITY AND PRIVACYEnglish Article Cybersecurity; ePHI; Privacy; Confidentiality; Healthcare Facilities; Personal InformationHEALTH-CARE; FRAMEWORK; BLOCKCHAIN; RECORDS; PRIVACYData security is used to protect sensitive and confidential patient health information. The healthcare sector is affected by the myriad of cybersecurity threats and attacks. Safeguarding Electronic Personal Health Information (ePHI) against cybersecurity threats and attacks is important. This stud[Chuma, Kabelo Given] Univ South Africa, Dept Informat Sci, Pretoria, South Africa; [Ngoepe, Mpho] Univ South Africa, Pretoria, South AfricaUniversity of South Africa; University of South AfricaNgoepe, M (corresponding author), Univ South Africa, Pretoria, South Africa.ngoepms@unisa.ac.zaNgoepe, Mpho/ABC-2938-2020Chuma, Kabelo Given/0000-0002-5817-6063 77 0 0 1 1 IGI GLOBALHERSHEY 701 E CHOCOLATE AVE, STE 200, HERSHEY, PA 17033-1240 USA1930-1650 1930-1669 INT J INF SECUR PRIVInt. J. Inf. Secur. Priv. 2025 19 1 367275 10.4018/IJISP.367275http://dx.doi.org/10.4018/IJISP.367275 21 Computer Science, Software EngineeringEmerging Sources Citation Index (ESCI)Computer ScienceT5S3R hybrid 2025-04-24WOS:001405595200001View Full Record in Web of Science
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C Samonte, MJC; Jose, MZE; Sandoval, MV; De Luna, JMGASSOC COMPUTING MACHINERYSamonte, Mary Jane C.; Jose, Miguelle Zander E.; Sandoval, Milcah V.; De Luna, James Marius G.Exploring Data Breach Prevention Strategies in Real-Time Systems Integration and Architecture in the Healthcare IndustryPROCEEDINGS OF THE 12TH INTERNATIONAL CONFERENCE ON COMPUTER AND COMMUNICATIONS MANAGEMENT, ICCCM 2024English Proceedings Paper12th International Conference on Computer and Communications ManagementJUL 19-21, 2024JAPAN cyberattacks; data breach; security; systems integration and architectureIntegrating real-time systems in healthcare technology has revolutionized patient care and operational efficiency, yet it poses a significant challenge: safeguarding patient data from data breaches. This paper comprehensively reviews data breach prevention strategies within real-time systems i[Samonte, Mary Jane C.; Jose, Miguelle Zander E.; Sandoval, Milcah V.; De Luna, James Marius G.] Mapua Univ, Sch Informat Technol, Manila, PhilippinesMapua UniversitySamonte, MJC (corresponding author), Mapua Univ, Sch Informat Technol, Manila, Philippines.mjcsamonte@yahoo.com; mzejose@mymail.mapua.edu.ph; mvsandoval@mymail.mapua.edu.ph; jmdeluna@mymail.mapua.edu.ph18 0 0 0 0 ASSOC COMPUTING MACHINERYNEW YORK1601 Broadway, 10th Floor, NEW YORK, NY, UNITED STATES979-8-4007-1803-8 2024 155 163 10.1145/3688268.3688291http://dx.doi.org/10.1145/3688268.36882919 Computer Science, Artificial Intelligence; Computer Science, Information Systems; Computer Science, Interdisciplinary ApplicationsConference Proceedings Citation Index - Science (CPCI-S)Computer ScienceBY4HT 2025-04-24WOS:001441968400023View Full Record in Web of Science

J Rivera, AOG; Tosh, DK; Ghosh, U Gomez Rivera, Abel O.; Tosh, Deepak K.; Ghosh, UttamResilient sensor authentication in SCADA by integrating physical unclonable function and blockchainCLUSTER COMPUTING-THE JOURNAL OF NETWORKS SOFTWARE TOOLS AND APPLICATIONSEnglish Article Cyber-physical systems; SCADA; Peer-to-Peer networking; Physical unclonable functions; Lightweight cryptosystemsTHINGS Industrial Control Systems and Supervisory Control and Data Acquisition (ICS/SCADA) systems are profound backbones of the national critical infrastructures and are essential to the sustainability of society since they help monitoring and controlling the cyber-enable services, such as energy, transpo[Gomez Rivera, Abel O.; Tosh, Deepak K.] Univ Texas El Paso, Dept Comp Sci, El Paso, TX 79968 USA; [Ghosh, Uttam] Vanderbilt Univ, Dept EECS, 221 Kirkland Hall, Nashville, TN 37235 USAUniversity of Texas System; University of Texas El Paso; Vanderbilt UniversityTosh, DK (corresponding author), Univ Texas El Paso, Dept Comp Sci, El Paso, TX 79968 USA.aogomezrive@miners.utep.edu; dktosh@utep.edu; uttam.ghosh@vanderbilt.eduGhosh, Uttam/V-8237-2018Ghosh, Uttam/0000-0003-1698-8888; Tosh, Deepak/0000-0001-8492-106645 9 9 0 9 SPRINGERNEW YORKONE NEW YORK PLAZA, SUITE 4600, NEW YORK, NY, UNITED STATES1386-7857 1573-7543 CLUSTER COMPUTCluster Comput.JUN 2022 25 3 1869 1883 10.1007/s10586-021-03413-1http://dx.doi.org/10.1007/s10586-021-03413-1NOV 2021 15 Computer Science, Information Systems; Computer Science, Theory & MethodsScience Citation Index Expanded (SCI-EXPANDED)Computer Science1I2ID 2025-04-24WOS:000713939300002View Full Record in Web of Science

J Martínez, AL; Pérez, MG; Ruiz-Martínez, A Lopez Martinez, Antonio; Gil Perez, Manuel; Ruiz-Martinez, AntonioA Comprehensive Review of the State-of-the-Art on Security and Privacy Issues in HealthcareACM COMPUTING SURVEYS English Review Healthcare datasets; threat taxonomy; safety; framework alignment; reviewIMPLANTABLE MEDICAL DEVICES; INTRUSION DETECTION SYSTEM; ENABLING TECHNOLOGIES; RESEARCH CHALLENGES; INTERNET; THINGS; BLOCKCHAIN; ATTACKS; CLOUD; VULNERABILITIESCurrently, healthcare is critical environment in our society, which attracts attention tomalicious activities and has caused an important number of damaging attacks. In parallel, the recent advancements in technologies, computing systems, and wireless communications are changing healthcare environ[Lopez Martinez, Antonio; Gil Perez, Manuel; Ruiz-Martinez, Antonio] Univ Murcia, Fac Comp Sci, Campus Espinardo S-N, Murcia 30100, SpainUniversity of MurciaMartínez, AL (corresponding author), Univ Murcia, Fac Comp Sci, Campus Espinardo S-N, Murcia 30100, Spain.antonio.lopez41@um.es; mgilperez@um.es; arm@um.esPerez, Gregorio/I-7620-2013; Ruiz-Martinez, Antonio/B-8921-2008LOPEZ MARTINEZ, ANTONIO/0000-0002-4077-4030; Ruiz-Martinez, Antonio/0000-0002-8433-159X; Gil Perez, Manuel/0000-0002-7768-9665European Commission Horizon 2020 Programme [H2020-SU-DS-2019/883335]; European Commission (FEDER/ERDF)European Commission Horizon 2020 Programme; European Commission (FEDER/ERDF)This work has been supported by the European Commission Horizon 2020 Programme under grant agreement number H2020-SU-DS-2019/883335 - PALANTIR (Practical Autonomous Cyberhealth for resilient SMEs & Microenterprises), and the European Commission (FEDER/ERDF).162 31 32 0 25 ASSOC COMPUTING MACHINERYNEW YORK1601 Broadway, 10th Floor, NEW YORK, NY USA0360-0300 1557-7341 ACM COMPUT SURVACM Comput. Surv.DEC 2023 55 12 10.1145/3571156http://dx.doi.org/10.1145/3571156 38 Computer Science, Theory & MethodsScience Citation Index Expanded (SCI-EXPANDED)Computer ScienceA1BH3 Bronze 2025-04-24WOS:000952547400009View Full Record in Web of Science

J Tarish, HA; Hassan, R; Ariffin, KAZ; Jaber, MMTarish, Hiba A.; Hassan, Rosilah; Ariffin, Khairul Akram Zainol; Jaber, Mustafa MusaNetwork security framework for Internet of medical things applications: A surveyJOURNAL OF INTELLIGENT SYSTEMSEnglish Article Internet of medical things; healthcare applications; network security; deep reinforcement learning; blockchain technology; distributed denial of serviceBLOCKCHAIN; SYSTEMSLimited device resources and an ever-changing cybersecurity landscape compound the challenges faced by the network protection infrastructure for Internet of medical things (IoMT) applications, which include different device ecosystems, privacy concerns, and problems with interoperability. Protecting [Tarish, Hiba A.; Hassan, Rosilah; Ariffin, Khairul Akram Zainol] Univ Kebangsaan Malaysia, Fac Informat Sci & Technol, Ctr Cyber Secur, Ukm Bangi 43600, Selangor, Malaysia; [Tarish, Hiba A.] Univ Technol Baghdad, Civil Engn Dept, Baghdad 18310, Iraq; [Jaber, Mustafa Musa] Iraqi Universiti Kebangsaan Malaysia; University of Technology- IraqTarish, HA (corresponding author), Univ Kebangsaan Malaysia, Fac Informat Sci & Technol, Ctr Cyber Secur, Ukm Bangi 43600, Selangor, Malaysia.P119044@siswa.ukm.edu.my; rosilah@ukm.edu.my; k.akram@ukm.edu.my; mustafa.musa@iips.icci.edu.iqJaber, Mustafa Musa/E-1108-2019; Hassan, Rosilah/E-5604-2016; Ariffin, Khairul/AAY-6008-2021; Tarish, Hiba/AAY-7640-2021Centre for Cyber Security, Faculty of Information Science and Technology, Universiti Kebangsaan Malaysia, Selangor, MalaysiaCentre for Cyber Security, Faculty of Information Science and Technology, Universiti Kebangsaan Malaysia, Selangor, MalaysiaThe authors would like to thanks Centre for Cyber Security, Faculty of Information Science and Technology, Universiti Kebangsaan Malaysia, Selangor, Malaysia for heir support.71 5 5 5 7 DE GRUYTER POLAND SP Z O OWARSAW BOGUMILA ZUGA 32A STR, 01-811 WARSAW, MAZOVIA, POLAND0334-1860 2191-026X J INTELL SYSTJ. Intell. Syst.APR 18 2024 33 1 20230220 10.1515/jisys-2023-0220http://dx.doi.org/10.1515/jisys-2023-0220 20 Computer Science, Artificial IntelligenceEmerging Sources Citation Index (ESCI)Computer ScienceOD2N4 gold 2025-04-24WOS:001205256500001View Full Record in Web of Science

J Mahadik, SS; Pawar, PM; Muthalagu, R; Prasad, NR; Hawkins, SK; Stripelis, D; Rao, S; Ejim, P; Hecht, BMahadik, Shalaka S.; Pawar, Pranav M.; Muthalagu, Raja; Prasad, Neeli Rashmi; Hawkins, Sin-Kuen; Stripelis, Dimitris; Rao, Sreedhar; Ejim, Peter; Hecht, BruceDigital Privacy in Healthcare: State-of-the-Art and Future VisionIEEE ACCESS English Article Privacy; Medical services; Social networking (online); Law; Regulation; Web sites; Digital privacy; healthcare; artificial intelligence; challenges; data privacyCONTROL MECHANISM; BLOCKCHAIN; SECUREThe article draws inspiration from IEEE Digital Privacy, which explores attaining privacy goals for individuals in the digital realm. Privacy is an umbrella term that equates to respect for an individual's dignity. When it integrates with digital technology, it alludes to individuals' r[Mahadik, Shalaka S.; Pawar, Pranav M.; Muthalagu, Raja] Birla Inst Technol & Sci Pilani, Dubai Campus, Dubai, U Arab Emirates; [Prasad, Neeli Rashmi] SmartAvatar, NL-1101 CB Amsterdam, Netherlands; [Hawkins, Sin-Kuen] IEEE Tech Act, Future Direct, Piscataway, NJ 08854 USA; [StPawar, PM (corresponding author), Birla Inst Technol & Sci Pilani, Dubai Campus, Dubai, U Arab Emirates.pranav@dubai.bits-pilani.ac.inMUTHALAGU, R/ABA-2066-2021; Pawar, Pranav M/G-8657-2019Mahadik, Dr. Shalaka/0000-0001-8230-8161; Pawar, Pranav M/0000-0001-8193-738878 2 2 7 11 IEEE-INST ELECTRICAL ELECTRONICS ENGINEERS INCPISCATAWAY445 HOES LANE, PISCATAWAY, NJ 08855-4141 USA2169-3536 IEEE ACCESSIEEE Access 2024 12 84273 84291 10.1109/ACCESS.2024.3410035http://dx.doi.org/10.1109/ACCESS.2024.341003519 Computer Science, Information Systems; Engineering, Electrical & Electronic; TelecommunicationsScience Citation Index Expanded (SCI-EXPANDED)Computer Science; Engineering; TelecommunicationsWB8E9 gold 2025-04-24WOS:001252492100001View Full Record in Web of Science
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J Nalin, M; Baroni, I; Faiella, G; Romano, M; Matrisciano, F; Gelenbe, E; Martinez, DM; Dumortier, J; Natsiavas, P; Votis, K; Koutkias, V; Tzovaras, D; Clemente, FNalin, Marco; Baroni, Ilaria; Faiella, Giuliana; Romano, Maria; Matrisciano, Flavia; Gelenbe, Erol; Mari Martinez, David; Dumortier, Jos; Natsiavas, Pantelis; Votis, Kostas; Koutkias, Vassilis; Tzovaras, Dimitrios; Clemente, FabrizioThe European cross-border health data exchange roadmap: Case study in the Italian settingJOURNAL OF BIOMEDICAL INFORMATICSEnglish Article Cross-border health data exchange; Interoperability; Ethics; Regulatory issues; CybersecurityOPENNCP Health data exchange is a major challenge due to the sensitive information and the privacy issues entailed. Considering the European context, in which health data must be exchanged between different European Union (EU) Member States, each having a different national regulatory fr[Nalin, Marco; Baroni, Ilaria; Romano, Maria] Telbios Srl, Milan, Italy; [Faiella, Giuliana; Matrisciano, Flavia] Fdn Santobono Pausilipon, Naples, Italy; [Gelenbe, Erol] Imperial Coll Sci Technol & Med, Dept Elect & Elect Engn, London, England; [Mari Martinez, David] EuImperial College London; Centre for Research & Technology Hellas; Centre for Research & Technology HellasFaiella, G (corresponding author), Fdn Santobono Pausilipon, Naples, Italy.giuliana.faiella@gmail.comclemente, fabrizio/AAV-8672-2020; Gelenbe, Erol/ABA-1077-2020; Dumortier, Jos/KYP-5325-2024; Faiella, Giuliana/U-4585-2019; Tzovaras, Dimitrios/ABB-9576-2021; Natsiavas, Pantelis/P-1629-2018; Koutkias, Vassilis/B-6683-2008; clemente, fabrizio/A-9738-2010Tzovaras, Dimitrios/0000-0001-6915-6722; Natsiavas, Pantelis/0000-0002-4061-9815; Koutkias, Vassilis/0000-0003-4154-850X; Baroni, Ilaria/0000-0001-5791-8427; clemente, fabrizio/0000-0002-6536-7300; Dumortier, Jos/0000-0001-6391-5206; Faiella, Giuliana/0000-0002-1782-030X; European Union's Horizon 2020 research and innovation programme [727528]; H2020 Societal Challenges Programme [727528] Funding Source: H2020 Societal Challenges ProgrammeEuropean Union's Horizon 2020 research and innovation programme; H2020 Societal Challenges Programme(Horizon 2020European Union (EU)H2020 Societal Challenges Programme)The research leading to these results has received funding from the European Union's Horizon 2020 research and innovation programme under grant agreement No 727528 (KONFIDO - Secure and Trusted Paradigm for Interoperable eHealth Services).19 27 27 3 41 ACADEMIC PRESS INC ELSEVIER SCIENCESAN DIEGO525 B ST, STE 1900, SAN DIEGO, CA 92101-4495 USA1532-0464 1532-0480 J BIOMED INFORMJ. Biomed. Inform.JUN 2019 94 103183 10.1016/j.jbi.2019.103183http://dx.doi.org/10.1016/j.jbi.2019.10318311 Computer Science, Interdisciplinary Applications; Medical InformaticsScience Citation Index Expanded (SCI-EXPANDED)Computer Science; Medical InformaticsLC9ZH 31009760 Green Published 2025-04-24WOS:000525692600029View Full Record in Web of Science
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ABSTRACT  

Since the start of Blockchain in Satoshi Nakamoto's 2008 paper, it has become a 

significant technology for protecting information storage and transfers in a trustless 

environment.  This thesis presents a literature review of decentralized technology and 

peer-to-peer networks, offering a scientific study of the most often employed blockchain 

security applications in cybersecurity operations.  The results indicate that the Internet of 

Things (IoT), machine visualization, and public-key cryptography facilitate blockchain 

applications, especially in the secure storage of Personally Identifiable Information and 

online applications and certification schemes.  This is a pertinent study based on 

systematic research from several scientific journals.  It will serve as an additional 

assessment of prospective avenues in Blockchain and cybersecurity research, with 

particular emphasis on blockchain security for AI data, the safety of Blockchain in IoT, 

and sidechain security. 

 Blockchain technology has recently attracted considerable attention due to its 

exceptional tamper-resistant characteristics and strong security.  The sector is anticipated 

to attain 1.2 billion US dollars by 2030, growing at an annual pace of 82.8 percent. 

 Recent research has shown numerous vulnerabilities and breaches related to blockchain 

technology, which highlights the critical necessity for strong blockchain security and 

effective management to ensure safety and optimal performance. 

SUMMARY / ZUSAMMENFASSUNG 

Based on the literature review, the study of Blockchain Security in combination with the 

hospital system requires further research, as the total number of studies that draw valid 

conclusions, which we considered at the beginning of this paper, is only 144. 

The low research numbers make this field, which is still very young, one of the most 

rapidly developing and valuable fields for the market and society. 

It is also necessary to continue studying the incorporation of AI into health, not only in 

itself but also in all its subfields, such as pharmacy and studies on various diseases. At 

the global level, many countries still lack studies in this field. However, we would like to 
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highlight the United States and certain Eastern countries, which have the most significant 

number of researchers and universities with teams dedicated to studying blockchain in 

the field of medicine. 

From an economic perspective, there is a way in which we can benefit endlessly, not only 

the hospital but also more broadly. If hospitals create their farms for the creation of 

blockchain and the benefit of rewards or coins, in this case, then the hospitals themselves 

can become self-financing. In this case, the benefit would be much higher, but the hospital 

would need an IT team for the part of the farm if it were allowed to build it in the 

respective country. 

This PhD thesis policy is to improve security in blockchain technology through a hospital 

case study necessitates a sophisticated methodology that harmonizes technological 

integrity, regulatory adherence, and practical execution. We present a proposed policy 

framework that may be considered the "optimal". This policy aims to address security, 

privacy, interoperability, and scalability while adhering to healthcare standards, including 

HIPAA and GDPR. We will elucidate the appropriateness of this policy and its 

adaptability to a healthcare case study. 

Proposed Policy: Decentralized Trust Framework Incorporating Layered Security and 

Privacy-Enhancing Mechanisms. 

In the context of data management, decentralization refers to the practice of ensuring that 

there is no single point of failure while yet maintaining data integrity and accessibility. 

Implementing techniques such as pseudonymization, encryption, zero-knowledge proofs, 

and differential privacy in order to protect patient information is an example of a privacy-

preserving technique. 

Automating access control, permission management, and audit trails in order to assure 

compliance and transparency is what we mean when we talk about smart contract 

governance. 
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HL7 FHIR, which stands for Fast Healthcare Interoperability Resources, is one example 

of an interoperability standard that can be implemented in conjunction with blockchain 

technology to ensure the secure flow of data across different healthcare systems. 

Scalability options include the utilization of off-chain storage and layer-2 solutions (such 

sidechains or state channels) in order to alleviate the challenges posed by performance 

limits. 

Integrating HIPAA and GDPR standards into the blockchain architecture, which includes 

patient consent and data minimization principles, is an example of regulatory compliance. 

Essential Elements of the Policy Hybrid Blockchain Framework: 

Integrating public blockchain components will increase transparency in non-sensitive 

data, such as audit logs or the origin of pharmaceutical supply chain products, which will 

ultimately lead to an increase in customers' confidence.The rationale is that permissioned 

blockchains provide a balance of protection and control, which is essential for sensitive 

healthcare data, while incorporating public parts to guarantee verifiable transparency 

when necessary. 

Mechanisms for Preserving Privacy: 

The process of substituting pseudonyms for PII (personally identifiable data) in order to 

prevent re-identification is known as pseudonymization. 

ECC (Elliptic Curve Cryptography) and the AES (Advanced Encryption Standard) are 

two ways that can be utilized to encrypt data while it is both at rest and as it is transferred. 

Zero-Knowledge Proofs, also known as ZKPs, are a method that allows for confirmation 

of information (such as patient eligibility) without divulging the intricacies that lie under 

the surface. 

Introduce noise into aggregated data in order to protect individual records while they are 

being analyzed. This is known as differential privacy. 
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The justification for these approaches is that they reduce the risk of privacy breaches, 

guarantee compliance with regulations such as HIPAA and GDPR, and maintain the 

usefulness of data collection for research purposes and more. 

Governance Based on Smart Contracts: 

Implement smart contracts to regulate patient permission, specifying who may access 

which data and under what circumstances. 

Utilize smart contracts for automated auditing, recording every data access or 

modification attempt in an immutable manner. 

The rationale is that smart contracts diminish dependence on intermediaries, bolster 

confidence, and guarantee adherence to patient consent stipulations. 

Interoperability and Adherence to Standards: 

By integrating blockchain technology with HL7 FHIR, you can make it easier for 

different healthcare systems to share data in a consistent manner. 

Using programmable policies contained within smart contracts, ensure compliance with 

the Health Insurance Portability and Accountability Act (HIPAA) and the General Data 

Protection Regulation (GDPR) (data minimization, right to erasure). 

The reasoning behind this is that interoperability is a big difficulty in the healthcare 

industry, and blockchain technology has the potential to provide secure, standardized data 

transfer while complying to regulatory norms. 

Enhancement of Performance and Capacity for Scalability: 

Off-chain storage, such as IPFS or cloud solutions, should be utilized for the storage of 

large medical data, such as image files, while the on-chain storage of metadata or hashes 

are maintained. 

Reducing transaction latency and expenses can be accomplished through the utilization 

of layer-2 technologies such as state channels or sidechains. 
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It is difficult to implement blockchain technology in the healthcare industry because of 

its scalability issues, which are highlighted by Bitcoin's restriction of seven transactions 

per second. This is because immediate access is vital in this field. In order to ease these 

constraints, off-chain and layer-2 methods are utilized. 

Defending Oneself Against the Attack: 

By utilizing permissioned networks that contain dependable nodes, you can reduce the 

risk of 51% attacks. 

In order to protect against ransomware and insider assaults, it is necessary to set up 

intrusion detection systems that are resilient and irregularity detection procedures. 

When conducting vital transactions, it is important to use multi-signature wallets to 

prevent illegal access. 

It is justified that It is important to note that healthcare systems are prominent targets for 

cyberattacks; these measures strengthen resistance to such attacks. 

Putting the Case Study into Practice: Safe and Secure Administration of Electronic Health 

Records (EHR) 

Consider how this policy can be applied to electronic health record management in order 

to provide evidence for it using a healthcare case study: 

In addition to providing people with the ability to take control of their own data, a network 

of hospitals, clinics, and pharmacies is working to ensure the safe exchange of electronic 

health records. Utilizing hospitals and clinics as nodes, the execution will involve the 

implementation of a blockchain that is built on Hyperledger Fabric for the purpose of 

maintaining electronic health records. 

The implementation of patient consent can be accomplished through the utilization of 

smart contracts, which will allow patients to provide or withdraw access through a mobile 

application. 
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The electronic health records should be stored off-chain (for example, on IPFS), while 

the hashes should be maintained on-chain for the purpose of integrity verification. 

In order to enhance interoperability and ensure that providers are able to exchange data 

fluidly with one another, integrate with HL7 FHIR. 

Make use of Zero-Knowledge Proofs in order to verify the eligibility of patients for 

insurance claims while also protecting sensitive information during the process. Patients 

are able to maintain control over their data, healthcare providers are able to access 

authenticated records in a secure manner, and regulators are able to conduct compliance 

audits by utilizing logs that cannot be altered. Logs that cannot be altered are a solution 

to the problems of fragmentation, privacy, and interoperability that have been addressed 

in the research literature. 

Recommendations for Patient Record Management 

The option that is recommended is Filecoin (via Web3.Storage) because of the way it 

strikes a balance between cost, robustness, and compatibility with IPFS. Through 

incentive storage contracts, it guarantees that the resource will be available continuously. 

An alternative choice would be to use IPFS in conjunction with a pinning service, such 

as Pinata, in order to achieve cost-effective solutions, particularly during the development 

phase. 

Archweave is a niche application that is used for vital, immutable information that need 

to be permanently accessible. Examples of such records include birth certificates and 

surgical histories. 

With its elevated performance specifications, Storj is ideal for systems that require rapid 

access, such as those that retrieve clinical data in real time. 

In conclusion, blockchain displays superiority in security, privacy, interoperability, and 

trust, which makes it very ideal for the delicate and collaborative parts of healthcare, 

despite the fact that it is not just expensive but also complex. 
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With regard to the first study question, it can be stated that blockchain technology offers 

a solid basis for improving cybersecurity across a wide range of domains due to the fact 

that it is decentralized and secure. Blockchain technology is quickly becoming a powerful 

tool for safeguarding devices and networks, particularly in light of concerns around data 

integrity, unauthorized access, and various forms of fraud. In comparison, as was said 

previously in this thesis, traditional networks are unable to match with the potential that 

blockchain technology possesses. 

As part of my response to the second research question, I have discussed all of the recent 

applications of blockchain technology. For this reason, I will now discuss the projects 

that are now being carried out in Europe and Albania: 

Empower individuals to retain and manage their identity data, facilitate secure sharing 

when it is necessary, and limit the risk of data breaches through the use of digital 

signatures, electronic identities, and verifiable credentials. Self-sovereign identity (SSI) 

and trusted data are also referred to as digital IDs. Utilized in a number of countries that 

are members of the European Union, including Estonia, Belgium, and Spain. In addition, 

companies who operate within the identity and data trust sectors include cheqd (UK), 

which is a company. 

Risk management, consumer protection, anti-money laundering, mitigation of hostile 

operations, operational audits, and adherence to cybersecurity requirements are all made 

easier by the regulation of cryptocurrency exchanges and platforms. Utilized in a number 

of EU countries in order to implement license, supervision, and transparency 

requirements in accordance with recent directives (MiCA, AML/CFT rules, DLT pilot 

regimes, etc.). 

Threat intelligence and cyber security solutions that make use of shared immutable logs 

guarantee the integrity of data, encourage trust in collaborative intelligence, protect the 

privacy and anonymity of companies that exchange information, and ensure 

responsibility. These solutions also ensure that companies must take responsibility for 

their actions. TRADE, which is an acronym that stands for Trusted Anonymous Data 

Exchange, is a research initiative that focuses on the ways in which businesses have the 

capacity to share cyber threat intelligence by utilizing blockchain technology while 
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conforming to regulatory norms. Having said that, our endeavor is not limited to the 

country of Albania. Unalterable records, secure logs, enhanced authentication, speedy 

access, and legal validity are all features that are included in document management and 

secure records. A number of blockchain companies in Europe, including those in Spain, 

Ireland, and Switzerland, are working on building solutions for the secure storage of 

documents, the migration to distributed ledger technology infrastructure, and the 

notarization of documents. Binarii Labs, for example, offers secure document 

management from beginning to end as well as migration to distributed ledger technology 

(DLT). 

To answer the third and last research question, there are numerous applications and uses 

for blockchain technology in the healthcare industry. However, the ones that I have 

researched and found to be more pertinent at the moment include electronic health record 

management, clinical trials, supply chain management, claims management, consent 

management, internet of things, and remote monitoring. 

Blockchain technology offers numerous advantages to corporations in the healthcare 

industry; however, the most significant advantages include the following: secure and 

interoperable records; integrity, transparency, traceability; anti-fraud; fraud reduction; 

automation; compliance with the General Data Protection Regulation (GDPR); control; 

and real-time integrity. 

The following are some of the issues that we can identify: privacy, interoperability, 

regulatory approval, scalability, data linkage, integration with legacy systems, 

immutability, conflict with privacy regulations, latency, and bandwidth. 

In conclusion, we are not reiterating the advantages and disadvantages of blockchain in 

the area of security in general or in medicine in particular, as we have already listed them 

in the text. Still, we can say that regardless of the cost, the benefits in the area of security 

are unimaginable if the system is built correctly. Hospitals, in this case, as well as other 

fields such as the army or government sites for large tenders, can use this system through 

contracts, which not only preserves anonymity but will also be much fairer. Based on the 

system that hospitals decide to implement, there are several ways to configure it. In the 
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text we have listed some of them and specified how they can be built, as well as which 

one is the best in this case. 
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